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Identifying Security Requirement using Reusable State
Transition Diagram at Security Threat Location

Tt

Seongchae Seo' - Jinho You™ - Youngdae Kim™ - Byungki Kim

ABSTRACT

The security requirements identification in the software development has received some attention recently. However, previous methods
do not provide clear method and process of security requirements identification. We propose a process that software developers can build
application specific security requirements from state transition diagrams at the security threat location. The proposed process consists of
building model and identifying application specific security requirements. The state transition diagram is constructed through subprocesses:
i) the identification of security threat locations using security failure data based on the point that attackers exploit software vulnerabilities
and attack system assets, ii) the construction of a state transition diagram, which is usable to protect, mitigate, and remove vulnerabilities
of security threat locations. The identification process of application specific security requirements consist of i) the analysis of the
functional requirements of the software, which are decomposed into a DFD(Data Flow Diagram; the identification of the security threat
Iocation; and the appliance of the corresponding state transition diagram into the security threat locations, ii) the construction of the
application specific state transition diagram, iii) the construction of security requirements based on the rule of the identification of security
requirements. The proposed method is helpful to identify the security requirements easily at an early phase of software development.

Key Words : Security, Security Requirement, Analysis
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