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ABSTRACT

Web services are independent on a platform and are suitable in the Ubiguitous environment which
an interaction for each device. Ubiquitous web scrvices can use various applied service in any
network neighborhood or terminal. Main characteristic of Ubiguitous is context-awareness. Therefore,
Ubiquitous web services must include context-aware control process and protect user privacy because
context-aware environment collects privacy data. But cusrent web services standard is not specially
designed in respect of context-communication. Therefore, the framework which can add flexibility in
transmission of context is required. Our Framework can give extension for context and can
communicate flexibly Context information for every session. Therefore, Our Framework can solve
overhead problem of context in SOAP message and protect uscr's privacy according to user
preference.

719 = : Privacy-Aware, Context, Ubiquitous, Web Services, UPAWS

B Qi 2EE (NDANRTAD Ao Fyse.
¢ ERg8e ged AR



14 FFAAANGHA ANY A2E

1. A

rh

HT G5 FHES AFY 37
71E2] HFH BN LA A2 A
e E27ha ook 7185 o] Aol
AX 71eE $5381 oE3le AN 7
AZE Aol g FHE g AREE Q1A 3)e]
54 24 33 = 7lez Hee gl
o Wb fH[HE 2 AL 2 79
=X AH Q)A{context-aware) o)Tf, =8} o]
§ A4 1 9449 24 777
9] 43 AFA ol M EY B =
A Az o] o] BE]Ao|H o §u]5)
Bj2v} 2t Abx d5AE RA 4 Qi
] 4 s 3RF oobg fuHES
7oA tufe] 2 210 dE-E 99 4
Edo] 2F 7)e2 Ael3tg Aol

FRIHE) A Yap) 2t oju st Y=
$13 @M= thofdt G4 AN AE 9
/5370148 £ A== e w3 YAy
2 7)&E Auldin). o)gt fB|He A 7
o] YAMHA 7] v = A Bl o)) 3
Y FYHBeNY o] A3 APIZNE 454

3 rle

U S8 U/5 0 AR kA WY

e A5y 23 Pl B4 5 1T
o] qofst Fopoll M 4l 7z 345
o}7}3 §lh[7])

FHIHE A A A = Alstel] 24 o] &
2]A o] Ao} A7} F3kg) maty f)
HE L YAA A4S 7237 YMs
FINAH2Y 72 FAY 4% A4
(Context-Aware)el] )3t X2)7} Hasjc} 2
2} ol2f ¥l EAE doe}e} Boto) 3Hokdt

A& AFE {EY o E EAE L
A 4 Qlet, TheF A o8 4%
ofE{7l x2d A% AR A $A, 4
¥ 9% 5 45 A AdHeE
253 9)= 73X AAE(Surveillance System)
oz 3 2= v} o8t EAl A4
FHIAE A ZAF o] WAstEE ¥ o] 2
AYE= 243 PsAe] ok

g, "A)e] YA ujs 2E-2 Context?]
Aol] A3 FAR o2 YASIT $1A| gt
upebA #A)e] Wby e 2= YAMu| A9 A2}
Al 22" Context B 0] 2] 2] 242 A}
4% 4+ A =9, olzd v L gt
Context %] By} 31 fHHE2 87
Hisha] oot meba Contextt BE HA 81
I F94 AA 2 S e Y=
TF&7 B3

Passau Universty®] Markus Keidi®} Alfons
Kemper: Context-Aware] 2740 223
4~ 9l Mu| 20l )8t Context Framework
£ AA313h[1][3] 471X SOAP HA A
of 3t Context®] HMel/F3= A& A
A Hw o]lg HAJei|A Context® 4
& 4 oA et wEtd gAp ) Azt A
of AZ3}A] ¢ktR Contextol] Th3E A B9
Ag = 7z,

22} Context Frameworkol] A1 Context
Ayl W3 HYell 3 ZAE dF3T A
A odeh[1]3] ol2%t ¢ ™3 Element
7F M B[ 28] Fate] dagir] R 74
oz 9 4 3 8ok oH2e) SOAP A4
Z] W 2] Context Element”} Z7}3te] mje} Q
W =7} o) WA 4~ qlct. ol& SOAP



FulFE 2~ Privacy-Aware Web Services Framewark A 15

( Client Application

UPAWS

Framework UPAWS Platform

Y e UPAWS Platform

Preference fContext

r lication
vl Server Applicalio

Context{Preference

SOAP

HTTP, SMTP, FTP, stc.

{2 1) UPAWS Framework[7]

Headeroll AM&-2+e] 7HQl ARE A Ao
2 2JulE 7}zl da M E(Element)o] B2
AFsHA Hoz 4o 7kl FAA A=
23] AAA A 2HE 5A FHe A
d Fx glch geta o)ed HAlL Apga)
o MR} 22 eE2HE FA 7} 24
g,

¥ EEME od S nasl] )
# N2 =AY 2g A} AAg =
U HZE DAn1 22 2E 2] ContextA B,
& #3322 Contextel] W&t f-d4d ol vk
=38}, Context?] &3le)) AFLA}E] Preference
g logatue JHA B AE x2S A
Moz W 4 Qo o2dt uhjos Ahg
Zoll A AQJARE RIF 5 gk

2. B¥ A7

FolFE2 R B9 el mpe} of
of F9 AT =47t AAH > gl &
ZAellde fHE 2 87 8ol M| s
xeto]MA) Mol )i o] BH A7-5
et

2.1 UWS{Ubiquitous Web-Services)

(1) He

2 g A 7| | &2 A Fof ut
olyz} ol E3HBeN) 2] Auks API7)
uF Al B 8 /B R AR )
A, dAuE 2 Aoy 28 delv= 33
5 ITe9R o] opofdl 2ol M 4 7lez
g45017k2 Wt FHlHE S YA A
(Ubiquitous Web Services)3h o m &} ghte)
B A S M = okt §4- AA
£ QA/ER/ 14T+ USS 3 v]H Y
AME) A 7)go]ch[7] 4 Mu|ae B3
23l Az Ege] ojEeFold oz {4
HE 27} 2 45 A5AE 24 4 o
ujebr] Y ME| 2 3 Gokg fHIHE A
A A clule| 2F 7 A5 AT A2
Ee] 2F 7|ez A2 Agejct

(2) $uAElL EYHA[7]

£ =F-ol A A¢tdt UPAWS(Ubiquitous
Privacy-Aware Web Service) Framework2-
Fu|FHEI2 VB = M 2HEE (1
g D) 3o



16 PP AAR}EA AP AE

YA Ao A W A]A] who] o] &-HE
SOAP= HTTP®%} ohe} SMTP. FTP%
ot 22 REFS UG T2 g ANgY
4= 9t} SOAP ] A]x)3= XML7|uke] #50]
o] E2]A oA 74 AR BF-S Pt

UPAWS Framework2- UPAWS &# &3}
AEYA )AL E2s}n] dA xR
UPAWS E3Fo) gloh <2 D&} 2o} AF
LA ol &l A o)A & Esld UPAWS &
PR Eo)A Context HWE H3hs Zejolw
Aol Ag BEE g 4 ok o2d 7=
B 53t f9HE A $76lA ] qkAEt 4
MU AE AH G gtk

22 Context Framework [1][3]

Passau Universty2] Markus Keidi®} Alfons
Kemper:= context-aware?} 31736 4% 4~
9]+ Context Framework& AA3}gic}). &
Aol sl A Y=ol 8] Ao

(1) A &

2027 AR AR A8 JI23)e dele
HA 35 ASFE], PDA, cell phones} e g
71A1 b ol Qi fR| e A7) =%
of me} o2 gt AR Mu|A 329 AX=
FHEZ 3718 2ols 2732 4]
AL §) Hu|lAE dAased o= g B
B AR B ) vlgt uhilo e ATl
2 e} AnAle YMH)AT) 250 AREE
+ #h), preference ¥ 912 M F 159
8 A3 QX372 3 Yuby o e o]
28 REL contextghm B2}

context A B = Y] Aol|A] ARE-E, o}
€7 Context 4H| 2 of &, F4 7 WA
A, AREEER Sl FetoldE A (3=
fel/axEedd) F2& ZE F579
preferences, § AJH| 2 S5+ /3, d| 0¥ &
ZF 5& I YA oS ARE
&AMl "ok A)AE Contextd] A
Dol sl AdFm A gowm oy
Context A&} #elof A3 el Yo
A7 ot

ufebi] 3G 2ol A ofef g} HL 5 Fo}
of g3t ZHHH=2E AA st Qivt

- BAM alzetd A FeholdEs) 4
ABl27t context§ HE 3 7
- A= #& 758} context type?] FH2)

(2) Framework T4
1) FFXYE FF

Context Framework-2- Contextel] o3&t
3 AE)E Hsle] WA, context F8] 2
Ql, context A{B[29} H|7}A] HEIER T4
&3l 9t} context Z2] 281 context A{H]
Axe oontext framework Al 23k}, & A
YEE 9 Mu]se gt 29| $3&
3} 3} A 23 context typed ZHA] 3= #}
% Context A 2j¥}Ale)) 71uks} 2 ¢lct. context
A8l A o] ZolML gIE g ARE- 7}
Y Y My el o] AL context E2] 12l
7 wj g 7158 AT 274 o€ g
g ol AxdEs 2oz eh)
(1™ )9} .

SOAP request €] context block-2 context



FrolAE

BOSP Response

Privacy-Aware Web Services Framewok 24 17

(22l 2y Context7|9+e] R MH|A Framework[1]

plugin. context serviceol] 28] H2|Fch (2
4 O o 2 7RY Ryoz b
oA st

(D SOAP Request #A]Z]ol] 3F A=)
A& AR,

@ Context= invocation manager® E3}eq
] Mu) 2o g

@ 9 An|2zaE $9E Ped

@ &xg] F*& A3 SOAP Response
w A Ao E3}HEH.

3. A2 Framework A7

2 ol 2ol @79 2 YA 2E
7180 2 Privacy-Aware® $|8F UPAWS
Framework< A2 A 8},

31 Context Frameworke| ZCHH

Context Framework-2 oh&-3 2+-& A&

2

(1) #A#
1) Contextell of& =4

Context Typedl| &+ Set-2- ¢l xe}e] WA
ole] JAE 3 7bsslch 4ol 4 AfH
2nujc}t g 238 Context?} h21, Context
Information& 9 AW A% £48 927} ¢l
o}, ofge] g AMu)ae o7& o|sfsly A
g et gt

2) YAulx Aol &oid

QA2 AR 24 E A ook Context
Type2] AR-2 4 Au|A v A A[ol] & 2
2]/ 52 e 3 o Fo|A|7] w g P AMulx
Aol gt B 7pS & Bae Yok
o)gj g Whg-2 ) Mulav} A dA M
A7HA] 55 o] Context A RE-& AHEE
4 37 & £

(2) 24
1) SOAPS eoH3Ir FA @A

7)142) we|| mje} S} Sessionel| A g
8 Ay Baaly cjerald Rejw of&e



18 #ZAAAH LA ALA A2E

(E 1) Context Framework®] ZHCHA

- Context Typeoll i3t ¥4
- Rl A Ao §-o)F

- S0AP2] eWsl= FA) WA
- Context Type®} ZAA 24 A
- zZglo|HA] BRIV} wBHA] 4

Location, Role, Activity, Identity, Time2} 7t
£ Context A Bl 3l Blementd] MN4Ex
Z7V8 7ol 2 ol 2 4EE BF
SOAP2) Header Yo ¥3lale] Hdsl= A
< e =2 UAY 5 Aok T Sessiond]
A Bed Aus oy ® 03A g2 AR
7t 2 $ 7) HEoc) olE T A
SOAP Headert] 2] Context Blockel] ©}3}e
Session'd 2 2 A A 2J& 4> gle]ok 3ot

B =Tl AR ukA]& ) Sessionit}
B3 ARg ¥sinz oA 42
Context Block& A4%7] ¢¢o o2 SOAPY
2 FAE A7 4+ J

2) Context Type?| AR 27 BA

712 =20l Context] W Zol] gk u
Rk w3la glem FA AR sl
2} 813 Context Block-S AR sk T4 o
M =32 42 3lH. Contextol &
Location, Role, Activity, Identity, Time®} 22
& P47 lch ol2] ¥ FEE tModel
Heoll B2 & p glert 3 Sessionol|A] o
M3t Context7} Aol HAt 192 ¢
Aol M= & 4 gl

£ =RelA AAS WAL 23R
Context Q& 323} A}-82}2] Preferencedl]

ZA#| Context Block® AR s uprloz
o] FAE A3} vk

3) A&xe =ZahojuiAl EAl 7}
2HHA &g

SR HG ZRho) A Al AN
Q@ai7 %1 3leh. Contexts] Aol whet
kgl g AR Fl F27 ol
A Aok AgATE WA Ao At g
£ s Aol Fojiehd SHg ®Alt
S7] ghort T $he A9 A Wl
A7, A% 48 5 A% AP w2
4= g}, tModeloll ¥ Contextel] D3t Typed
Aojg 4= glert AR Preferenced )
g & et olHF H 5 AUAA R o
g sl FA 7} sl A4 -FA1E 7HA
£ 4 Yk

B =Foa) A uHA-E Context® B4
A& o Al-Ae] Preferenced uhedsl Foh
upgtr] ARS-2e] AR B3] £A47} 5
= Context 24%F Aoz AAEA %
olA} Zelo|HA]E REF 4= 9Tt

Context Framework?] AA-& Qoksjd
(& D7} 2}



FEF B2 Privacy-Aware Web Services Framework A4 19

\)
(.,:/

e,

@H UPAWS Platform *—’(\Con_w@

Preference

<2 3) UPAWS Framework TAIR4A

32 UPAWS Framework

2 Ao M Privacy-AwareZ 2|3} UPAWS
A A g}

Framework &

(1) UPAWS Framework
1) UPAWS Framework? A8 4

UPAWS Framework: 8B A 3A43)
&) YAwI29) geteleie 29) 25 ol
X AHgAl] ZejolA] EAE 208 o)
g Abefoll M { Privacy-Awareness) Context2
A $ 9l =YY Aol UPAWS
Framework®] 743 2.4 (78 3)9)] Jeh}
1<}

UPAWS B E-2 UPAWS Framework}
Y 22z At} YA el A
7] Heel| Context Aol A Preference® o]
FA) wked & ZQ)7)el) gt FAIS A AH) 2
o}. UPAWS FR -2 247} SefolQi e, YA

B2, Context, Prcferenceoi] A} 28 3]
UPAWS E3E2 Zejojelrs) 8 Au)A
B 923 T‘q Preference®} ContextZ 7]}
o2 B3 B9 welo) FH 4T AR

I A 2] AFE st =915
2) UPAWS Platform T4

@ Platform o}71=l4

UPAWS Platform®] o}7|&lxx= (a8 4)
o 2o

ZERH oz FZelolgdE g AN A=
Context Manager$} Privacy Protectorel] 23]
ek el dlA1Al 2 Context Hee] o] Fof
A% 244 EoelslEL SOCE Fod
Context RS T AR 4 Alu]A
of A2d 4+ oot o}&# s0CE COHRY
E] Context AW & w8 4 )l COHY
Context A . # Fo 3t 323 37l
Privacy Protector 23] 5% 4= qjv}.
Privacy Protector®] PCL2 AF8-2}2] Preference
E 353} w3k AF8R}9 Preference= ¥
oleju o] 2o AAH o] glon AMgAlE
¥ 8} PreferenceE Y2 $AH 4 glod
ol Es} AL YA AL G Y
Y| A8 3Z(invoke) ¥ £ 9lom 3Z¥
AMu| L AH8-212) ContextZ HE AF4-3 4
ek, ok&el, o2 A% ALgAel U B

X oy o



20 SFHAAYEHA ALY A28

Web Other Web
Service Service

/ UPANS Platforn
Context Manager Privacy Protector
TRM —
| soc =~ coH [ ACL}, o8
‘ PCL
{32! 4) UPAWS Platform OIF[EIX]
HE AeHAE 9RsA g - PCL(Preference Controller) : A2}

Preference 2 58t} Preference™ 9 o]

@ =& 74

A 2"l ARRE = wE2 o2} gt
7}. Context Manager

~ SOC(SOAP Controller) : SOAP ® A A]
o] ContextA & F7)3)= ¢ 3.
o]2|8t &€ A A SOAP2| Headersj o
Context A R-E A4& 4 Slot

- COH(Context Handler) : A} £-2}H¢]
Context B3 F 532, 4 o 78
©}. =3} Privacy Protector2-8-E] Context
2o ) H71E ey,

1}, Privacy Protector

- TRM(Trust Manager) : A}-&2}ol] o3t
AFE et Al g3 ARy

H o] Ejejf o) Aol 7)ZE] ] glom] o]
7|Mte 2 A}gALE el2g 4 glrh

Bl o] o] 7] 5o glom o|Ed
Preference= $-A| 2 WAE 4 ok

- ACL(Access Controller) : TRM3 PCL
2RE] AR QA9 4gE a5k
preference® A12idted AW Tl st
AR & Y= 3ot

3.3 Context2| 3@ M

Context B 7} 33 HA 3 =g
2 o)l 2 AJH]A 7|kl A)9] Context ¥
g ublel| Al A A F

(1) Contexte] A

Context] AL Markus Keidi[1]9] =&
2 Zaste] S0APS] 3] Yo 913 Context
Block 2 2 Hgglc}. o| 28t 734- SOAP A
A AA = d8FE 2] o, Headersl] of
g 7 AR AR Ade] ok 71E =



SRlFHE A Privacy-Aware Web Services Framewark 474 21

(I 2) Privacy Leveltl| U} FZI|ZE He

Privacy Level | HUAR $3 BEEE
i L) AWT Aol AL olg %4
3 7 ) A AT AL S TR ARE 4 e
2 R Au8| 7ol sheshd 2d Abg 2A
1 $E 9 40 A7HR Aulzel Esped 2204 ALE 87}
0 2% 9 &44n Au olgel AT #A7E 9
SOAP Envelope Privacy Level-2 AFRR}2] Preferenceel o}
2t AAE™ Level Zke) 03] %= Context
Soap Header Establishment}A ol A $HE2-2] AHdo]
e A goms WAElAE oY T e

)
Privacy Level
Context Value |

SOAP Body

(23 5 Context HE7} MEH S0AP HA|X|(1]

F3}2] xpo}jH-L Context Blocke] sh}glt &
A&} Ao|m Context Block Wol| Context
Element7} 27} ZA)3kc}. o} Context
Name Element: Privacy Level ¥ Context
Value ElemcntE £33}m] o)A L 2b7t
Contextel] wh3}t 2i7}F A =9} A4 212 e}
8ok o2t WL (7Y sk ek

Contexi Element\2] Privacy Level Element
T FAHOR ContextY RE o]R7 FHFT
Al7tel W& 7158 DA 3. Privacy Level
o] tj3t 2ol W Context® B8] HF 7)
FE (& 29} 7).

& 4 glct Privacy Level Zko] 1 o] 7
Sl galed AEE ADs Level Floll ut
2} 4 Aulae AR EE (B 29 el #
FEhc}, o|2|3t upA o g AL&-zle] Preference
£ ubeddle] AAAHEE M3 F 4 Qv

(2) Context Element® ZA

1) Context Establishment

Context Establishment= Context Block®]
o] 2 a3t dgle] A elot Context
3] 3l= A & Sequence Diagram 0.2 &3
3 (23 63 2} 974 Context® B
Zo||A] Location®} ActivityX 3 NS &7
she e ez 9ok

D 9 Au]AE Context Managerd]] A] AJH]
2 A2 22 dAU=g ey v

(2 Context Manager+ Privacy Proteciorel]
Aeiried G A J¥E et

@ TRMZ wlo]Ejsl| o] 22 HE] AL4-2}e|
A19E FHeldt



22 F=HRAARFA ALY A2z

Service
b

Web Other Web
Service

©e " UPAKS Platfors
5 | @AM @
SOC COH 15
& PoL &

Requester

{32! 6) Context Estabilishment

@ TRML AH3ALE A5t

® PCLE do|Ell] o] 22 Y E] ALE-2}2]
Preference® 3| S3it},

® PCLE AF8-A}2] PreferenceS uletoz
AYNES] FAE BA¥)

(@ Privacy Manager: Context Manager®]|
Al P2RlE A1 % nonced Btk

Context Manager: )8 Aef 7 23
5 g2 E 9} nonced UL,

2) Context &3 X9 wA|x &

'Context Establishment o] & A 2 AR5}
+ Nonced U794 =1 s A5t
SOAP | X)#] Well NonceE F-H-3}32 vl A
A& A Hw, 228 A o] (17 Tl
e Sk Nonce®) e 43¢ 7831
7) 8 EAoln, i} A AFeL A &H e
ARk ARg-o] Byt o) %3 Noncel:= 5]
715l o}A] A &84 Aol Context
Establishment® Context Block-& #&3} 1
A2 Nonce® WYt #4742 AXNA 9o

34 HE FMHe4L 9 s
(1) Context Manager

Context Managery SOC2} COHE. vH-o
2}, A2e] FA 24 9 Context Manager
9] 7)5-& (2] &)l vieht sl

S0Ce) 7424 SOAP WA A& £33
= SOAP Receiver®} SOAP #] A Z|el] Context
A B.& 27131 Context Mixer, 12|t &
e AA F o AjR)F 23l Parser} 9l
. 23 Felojddusl € Mu|Ax 4%
SOAP Receiver?} Parser® £3 SOAP d o]
Bl & F1h& 4 Qlck SOAP WA)x|9 Hf
Al Ze}o)d B} YA A7} Context A B
o ARIE 8o glow od AL n
¥ s0C7t A &, ol&3 COHY
Contextoll W&t 37 7435 F33ich o
7\1A WA | A 5o 223t Context A
BE COHell 84§ 4~ Ik Aggregator:
Privacy Protector®E] 217}& Context

Element® 4~% 8k}, Context Classifiers



FYAE A Privacy-Aware Web Services Framework 874 23

- {env:Envelope xmilns env = "http://schemasxmisoap.org/soap/envelope/”
- {env:Header)
{Nonce)yS Y XC[RgWC8dR4D VqFO8AyERxYg = {/nonce)
- {Context xmins = "http://sgfmiuni-passande/context” »
- {Location)
(Privacy_LevelD2(/Privacy 1evel)
- {Context_Value)
- Caddress usetype= "office” »
{addressLine keyName= "Street” keyValue = 50" >Innstrasse33{/addressLine)
{addressLine keyName= "City" keyValue= "40">D-44032 Pussaul/addressLine)
{/address)
{/Context_Value)
{/Location)
- {Activity)
- {Acty
{Privacy_Level)4{/Privacy Tevel}
{Conlext_Value)physical excercise{/Context Valuey
{/Act)
- (Step>
{Prvacy. 1 evel)3{/Privacy_Level)
{Context Valuc)walking{/Context_Value)
{/Step)
{/ Activity)
{/Context
{/env :Header)
- {env:Body)
{'--  serial object data --)
{/env:Body)
{/env:Envelope)

{38! 7 Nonce2 AF28t Context M

Context Elementel] Bi3t A8 FAH o= A AR L (712 9ozt o)

Aels gler Context Collectorsl) 7 TRME b4 9 g Mu|2E QdF3:

ContextA B8] $A) & 713 g g3 2 712}, g o] Eju] o] 2ol = QlZel]

o} o}22] Context Collector: Context A B ¢ 3} AR7} 7155 e glers] TRMY

E 438} Context Classifierel] Hgghe} Authenticatie Managery- o|2{3F B F ¢|=
23

. < & 4 qlt} Context Manager: 3
(2) Privacy Protector o

Context EH2-& Access Controllers]]
Privacy Protectory 2tz TRM3F ACL, ACLE A2A+8) Prerferenced 118}
PCLE FA 5] ¢lth Privacy Protector$) A Contextel] B3 27)E & 7)Aol

rol‘
TR R U}

g X


file:////schemasJcmlsoap.org/soap/envelope/M
http://sgjmiuni-passande/context''

24 JIFAxANEEA Al A2

Web
Serwce

\ Context Manager

<
*

COH

&

JORSOD XD
j0jebeibby

O

]
é’ 2 5
T T £
% pe s} O
= o Q
0 m
4 @ g
3 § =
&
2

A 3
aoqoeqoag Aoeatag

\\ /
Requester @
Client

{72! 8) Context Manager®| A

Privacy Protector

18M
« | Authenticate Manager}g

Context
Manager ACL

[
| Access Controller l

+ PCL
[ Preference Reader F

[ Preference Recorder
A

{32 9 Privacy Protector®] 44

F 3

A& W23 2 238 Context Managerol] Controller]] 43t}

g2 Fr). PCL2 AM-2}2] PreferenceS 2]

)}, Preference Recorder= A}-8-7}-2] Preference 35 MA|IE Fameworke] T
2 d o]Ejn) o] 2o 7)Z3} Preference

Readers 771 8 Preference® 71427 Access (1) Context Manager’} Z+= #3



SUIAE) 2 Privacy-Aware Webh Services Framewark A7 25

- Context Framework?] AH4-2 o) & 7}

UPAWS Framework®] Context Manager
We SOHel A9 ML Context
Frameworkd} $-Al8lch w31 Qx| A8 =
Zeted B o¥ Context? B o] Ze]3 o
A el $128 dA] ddomz s Mu) 29
7jut Aol e lA] 43t Context ARE
AHEE 4 = glv) ok2e S ARl A A|ERA
2Hgo DR Context H o} Ao gt
HAg nle] AA)A| gfolx Hoz Z2 77
Azt A 24E 7HA S 5 Qloh o}
A Context Frameworko] 7FA| 1 ¢l&
Contextsl] W&t FAFAI 2} Aaju) A A 7
2A8hA] ks Comtextd & AMSE 4 9]
o= Ao glo}. 38} Privacy Protector
Context Managerol}4 Context3-5-& 253}

3] " 7hssie
- Abglol)) whE AER} Zeto|wA] KB

FH]HE 2 372 Al 2 o] Ee]H
oo} AA7L FatE o] & Fo} S4ke]
A o33} Auel| 93t Mu|Ag dhnx & A
S AFgALe] g A19] ol 3 A wo}
71719 A FE=H 2 & 5 Aok AgA7E 9
A Zpalel Hst FRE FAsHE: RAel S8l
o S8 B4 71 54 ekovt 1¥x) g2
739 Agake] gA) 91, AR, 9% 5 A4E
AJABI} 2EH A3 A B 71AL
- e}, £ =FollM A3 wkale A4}
9] PreferenceZ 833} Context Blocko =
& A AAEER o d A 2

% gleh

- Session Context 3| &

UPAWS Framework-& $]AJu]A Alelof
3k Al A 2 ContextdH5-0] A4} utet
A Context Framework®] 24|14 o2 <l g3}
A ® Session™ Contcxt—’ﬂ 5 #AE 4T £
qlch. o] st BE2 Context Manager$}

Privacy Protector®] Contest Establishment2

£3t #AIE Al Zs) F

- S0APS] 2uFx A 7

Context Establishment: | A 2. Context
3} 2.2 5}2)3hc). wpeha] 87 Sessionoll A I
L31A] o2 Context‘i,"%% of Zoll A= |
ot} o)# g H-2 A ol g8 Context
Framework®] 244 ¢l SOAP mA]A]el] o &t
gz FAEE 4% & Ut

- APyl #eA e

Context Manager$} Privacy Protector2|
Context Establishments @48t 22 744 &
AR ole gt -2 {n] e 2 #7H2) 53
ol Aol gk A ko] BAHE ALY 4 A
o] &S 7M. =& 2] Context
Establishment o) 3] # Al Ae] o o)At
Privacy Protectore]] 7 23}A] ¢kom Context
ManagerZ £3le] 8303 Context AH
£ 49T 4 9ok



26 F=FAAAASE A A1Y A2E

- A}8-R} Preferencee)] o2 Context®] 37

Context?] &%-L AFLA}2] Preference2 7|
F2o.2 ZAA ot Context?| AEL- AMgAt7}
AAF 4~ glojof 3p, wgt AL A7) v
£ W8t A Context AR A= A
2E A 4= glojo} o A by 2
Context2] &S A}8-A}o B8l Preference
g 7)eoz AR, o Yo A
e A4S ) ARE GAEA nad
4 e

4. Context Framework} 2]
oo B4

41 Z2lolHAl K&
o] Aol Mt &z FAuPE Sl dt gt
A& BAF
(1) 243 /A< (Sniffing/Replay)
=73
1) Context Framework

Context Frameworkel| A% Contextel] o3}
Age weAA Q3 Ak wea,
Context Frameworkel A& AM-A}2) Context
ARl A3 2 TS Tl AR
¥ AR} 228 7P5Ad o] £ g

2) 4AA3 Framwork

£ =R A= Context®) 2ol 2| &3]
o2 fLabs b Teiske YA g

2).er}, Framework®] 2% #A o A] Context
A 5] 7o) o] AMA2] Preference
SH oz wrgteh whefx] AbgAtel A iz}
Hurt g} AgATE 3NE A &
2F diHos Juo dg Age] e
A e} webs) Az ubg S 2oz v
I ARo] A AUy FAE HE 4 Yok

{2} Spoofing %74
1) Context Framework

Context Frameworkell A]¥ Eelo|d e 9}
Az 23 AAA T AR & 3A3A|
et g 3-8 53 259 (Spoofing)
THoR AR HBE AEE 4 st ol
g A QMulAE ARS8 A3
ContextE Bro}So| 1 221%-S ¢ 07| A}
tebb o 2 gAe B 4 A

2) UPAWS Framework

A A& Framework?d 2% 27 7149
Context Establishments ¢123}4)-¢ 2§t3}
31 9}, o]-&o] A}4-x19] Preference® E3}
o] Contextel] & " F77} o] FoiA)7)
ul o AFY FAHL WA 5

Z} Framework®] <HAA] w|aE foksid
(& 3)3} 7}

42 384 9 J|85%

(1) SOAP 2wt &

Context Frameworkel] 4 Context X2 34
A& AgA7} AA Context %2 A A&
4 o on, tModeld] AL H RE Typed



X FE A Privacy-Aware Web Services Framework A 27
(B 3y Framework?| SHEAM ©l
e
k5 i Sniffing/Replay 372 Spoofing 54
‘Context Framework A ke et A] oS
UPAWS ' Framework PAMog 2T Al e
{E 4 Framework?] 84 H|1
wa T—— 3 273 A Element %3}
.Context Framework e o] Za)A ol ]
UPAWS Framework Context  Establishment AlA e
{E 5) Framework2| H|IEA QOF
. %™ | Context | Context | Sessionth$} Helas Zeho}u] A) SOA:I ,‘fﬂi.
) e €44 | Context¥ 5 R R
Context S 5 N « y
Framewark
'UPAWS o 5 N . .
anmework |
O:FE ANF X FA A&
Context7} Zg=|efo} slu 2, o] &) o]H (2) Context Block Zm
o AR TesA| ok Context7} Aot
P2 G e B ConexZF AL gogor e (Blement)) 4ol et 831

4= Sl

a3y} A A & Framework2- Context
Establishment #4]& S8to] A8, ] 3
K23t Context?) 745 343 & 4= 9t B
3 28} Contexte] AP ZLejo]HA] Asf &
A2} o 2EAY At 7pA Lok A
Frameworki- ©|2j8l & uledsle] o A7
Aol B8t Y E (Element) S A3}
& 5 51} 244l

it
Context Framework-2 o} &) o]A 4=
W3lsle A A8k Framework- A4 o9
¥ §}&1c), =8l 3l 2] Establishment o] 3ol
859 Context H2|HA o] Za3}A] ¢
o} o] §F BA2, o] ZejAl o] 9] AF AIA
o] 374 '3—3-—-1—?"”‘]% & qlorg &
¥ |2 B o & A,
Context Framework®s Context %) Mol o
gk 39) hyol Haf ddsla glovt oluEt
JE5g 5T AR e FH A

fu



28 A2AAAYEF A AY A2E

o2 dgd A 4o 2=y A
Frameworki Context Establishmentg E3)
o2l 3ol e A5 TR 4
815wt obg2 SOAPH| A%l W3t Context
9391 371 G2 evidls FAAd =
glo]¥ A] A& Context Establishmentd %
sl ) Fsbioh

7} Frameworkol] W% ¥l BA& @ ok}
o (& 5)9} 2ot

5 3 &

FHIHE A FHY 8702 Wt o}
2} E d5Ade] AAe WMn2r) de] B
F532 gt 28y gAnlad e fa)FE
2 37 3238 E31¢] Context-Awareness
g TAHLR dFslan AR 4o dA
ez IMujas AR 2HAY
Context B o]92] 2452 A8 4 ¢
A =™, o))t uhA]2 c}okal Context AR
7} B8R A f7el HgelA] o
o} wW2tA] ContextR & F94 1A 27}
& 4 gl¥ Framework 7327} 2 2.3)c}

oleigl FAl2 Qls) o] & HAY QU
o3 71X WG] ANHL glen], £ =
Fo A+ Passau Universty?] Markus Keidi
¢} Alfons Kemper7} A4 &} Context-aware2)
B A ¢ Av YA 20l H
Context FrameworkE Al Bgle}, o}22] o]
2%} Framework®] 74 % 523} ¥4 &
A ugio

22t Context7]¥F 48]~ Framework

of| A= Context ol it #glo] ot &
AE AFER 9A gt oE T g Aw
& Element7} QAR 28] F-3o]] H 23]
8= ARz 4 4+ A Ho ok
SOAP " AlA] e} Context Element?} 27}
ol wel el =x @2 "ol ¥,
SOAP Headertjol] AF2-2}2] 7l¢] ABE F
AHoz oulF 7l Q| E(Element)ell
w3 AL H, ofe g WAl Al g-a1
AR} a2 235 A7 SA T
o} o] 3 H3}7] sk Contextd 33}
9 AMelas g AAsc A
A2 Contextell & 35 {A3MA 1E
& 4 glom] ALY Preference® 45 Wk
Falmz AR A & YHHO
2 g 4 glct ot wi o2 Alaxld
A3 AIARE B3 5 gl

$¥ A7 2 Zeheon| Ale] Aol o
8t 4% PIV(Privacy-Invasion Value)
g2 Juidsls Zejo|A] R3& Fo o
3lo] 7158 33 dAo|c). £3} Context
7198 MUl A FHNAM SFH2E AMS
ALe] AHF B33 Zelo]HA] B oo
AEe] A& d-¢3paz}



£H|FAE A Privacy-Aware Web Services Framework 724 29

F

d

{

[1] Markus Keidi, Alfons Kemper, "Towards
Context-Aware Adaptable Web Services”,
Proceedings of the 13th international
World Wide Web conference on Alternate
track papers & posters, pp.55 - 63, ACM,
2004

[2] Patricia Dockhorn Costa, "Towards a
Services Platform for Context-Aware
Applications”, International Workshop
on Ubiquitous Computing({IWUC),
INSTICC PPress . 2004

[3] Markus Keidi, Alfons Kemper. “A
Framework for Context-Aware Adaptable
Web Services”, Proceedings of the Ninth
International Conference, LNCS, Volume
2992, pp. 826 - 829, 2004

[4] W3C, “Simple Object Access Protocol
(SOAP) 1.17, http://www.w3.org/TR
/soap/

[5] Stephen Crane, Privacy Preserving Trust
Agent, HP Laboratorics Bristol, 2004

[6] Gerhard Austaller, et al. “Using Web
Services to Build Contcxt-Aware
Applications in Ubiquitous Computing”,
LNCS, Volume. 3140, pp.483-487, 2004

[7] )7¥&k, “Ubiquitous Web Service”, ETRI.
2005

[8] arejdj3ta, VAP R BE AT 7|&
AR 7)e AT, A AR, 2005

(9] ETRI ¥ 52}8, "ETRI, €A A 7|&
gz el (TR Al dd,

ETRI, 2005

[10] Richard Hull, et al, “Enabling Context-
Aware and Privacy-Conscious User Data
Sharing”, IEEE International Conference
on. pp.187- 198, 2004

[11] Amr Al EMdin. “An ICT Design Approach
to Support Privacy Protection of
Contextual [nformation™. Proceeding of
10th doctoral Consortium workshop in
the CAISE'03 15th International Conference
on Advanced Information Systems
Engincering, Austria 16-17 June 2003.

[12] Amr Ali Eldin and Rene Wagenaar,
“Towards a Component based Privacy
Protector Architecture”, Proceeding of
10th doctoral Consortium workshop in
the CAiSE’ 03 15th International
Conference on Advanced Information
Systems Engineering, Austria 16-17 June
2003.

[13] Ragni Ryvold Arnesen and Jerker
Danielsson, " A Framework for
Enforcement of Privacy Policies”,

Norwegian Computing Center, 2003


file:////www.w3.org/TR

30 SFARAANLHA MUA A2E

A 2z A )
257 (E-mail : song @ dongguk.ac.kr)
1982. sy stE (A
1987. Agdety e SHAAD
1995, AR Tokyo Institute of Technilogy £ (4HAH)
1988 ~ 1996. GZAATA AL A

2003. 12 ~2005. 02. 9| = University of North Carolina at Charlotte 1 7-X4*
1996 ~ ¥ Al EFad g AxAg a4 E3d 25

2005 ~ 7 FIHIE I AAFAN LT 2%

1998 ~ 3 7] 3B 333 o[A}

1997 ~ 97 pia LR ES LI

2001. ICISC2001 #3919 |4

2003. s CISC008 =2 1 AR

A Rof HAA A 2] 48 ¥ 3H Ubiquitous/Web Service Privacy.

Location Privacy, YA €Az ¥ 5, XMLXYSk
SCM/CRM Bt %)
Context Aware Applicaticn Security

ol FH (E-mail : jazzbop@korea.com)

2004. F=oista AR &3 At

2005 ~ ¥ A Exdew HA AR} A A

HA-dof SO FE] 2/ M) 2 Zabo[A] BE, XML Hsk,

Y Az B 5, AAPF A wal



mailto:jazzbop@korea.com

