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visibility

in SOA & XENO Threats
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§ Vv ization Threats
S° RFID Threats

rabilities

WLAN
Aftacks |

Reguiatory Distraction g ‘eer-to-Peer Threats

Botnets
Zero-Day Threats
SOHO \
Vulnerabilities g () Embedded OS Vulner:
Shared Code _{

# Spam

Mobile and Wireless Device Attacks

i

] As of September 2005
Peak of Plateau of
Technology . Py
Trigger Hl;lﬂated” e Trough of Irrelevance Slope of Ei ;:lnoyanoe
maturity
Plat will be reached In: obsolete

Olessthan2years O 2to5years @ 5to10years A more than 10 years @ before plateau

{38l 2) Hype-cvcle for Cyberthreats 2005
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4 AlEHE 27l 952 Panix(ISPYA) Ew<le]
A AR o2 Ao e a4 gHE A, =
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A5 A4AE(2004-2009 CAGR)
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48 ARE Ul AMAR ke s Al
2A5 Ae FEZ = Dol 346 $4E “141
zlegie},
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SHAL oFARE, 20049 EFE 200561 2R
12714 %<} Slash.orgollsdl Dol E4¢] g 71A]
Hel g BAMEEa, FHAHoZ Dol T4 dA
®e gl & 4 slslel. AZE e Dol 34L&
4714 AAE EHe} 2HUYYZE oS s
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- Communication channel: HRE $A3E
LTeRE $AlskE o2 dARE Addle
F23A g dgZe dAE 7HA A et

- Information object: ©]°]E]d ko] =& )
wHoeg A shset AAEA BE AAdE
48 A¥(signa)® 3R E(noise) 2 d
4= et

- Information universe: 2 node, information
object$} communication channel A (set)

- Human: xZ& AH38he AH4212 A &+
input?®} +FF(motor skill)# HIe
outpute @ A3 ok old A A
(cognitive processing), A4 (perceptual
capability), Z&x ®=®# (memory)s ¥
Al 78 AE 7HA A 9l

-Dol: AR k=l ARge] fdl= AR 3 5

& FaAA FolAY M- AL E PHFEE

= A
o714 AR ZddYze] F2 AA (object) =

flellA E73F 47F4- = =(information node), %

A9 (communication channel), AFZ(human)

a8)3 AR A4 (information object)-olth. 12]m

= (action)& A4 (production). AH](consumption),

24 (attack) 28]z Wel(defense) & EFdr}.

3.1 &S (action)e| B&

FFE AR A L 4w B oopEr FA W
ojo] He|Z vebdot FAL FREE AR A4k}
28|21, FAAE zeja Algholul Al &) #
g 7z e dole A Seol @ 4 3t o
71N ZZhe Aoz Belaa ol

- Production - A4Als oE kzdA AH
Zo o2 re A xE ANES 23 $A3
APE AFsle AH xeort, o] o A-F]t A
B Az AEE $AHE A o],
AR FAzlY RE s ] 93 oeA
+ o4 X Qlu, IEAHOZ YAHBE §
43 HRAY s} 5L S+ 9lc) o]
T A Ade #4598 BE adE 9303
A8 AEE W= AE =P 53] &

9] A58 1h, 4 & gy AAYUES 5

3 FHslex A8 283 Fabg)

-

- Consumption - AB[AHAANE 74 A3

o AE T3 AARYE HRE A o}
oA, Wirt dsE dekA] ¢gd 2uial o«
S A8 AR kol kAo E Ay 4
BlAlE A8k o A X(noise)E AA3IL Y
e AX(signa)we Q718 gk g
lB-29 74$ AH wWe noise’} AAIEL] "o
chg £3 @45 Dol ¥49Y AE 7S

95 Al

- Attack - AL SEAE ohIE Algge]

< Ay Ag AHzslea g} o]7L S/N
vlgo] & o WEsiA Jehdel & 1 Dol
A 714 F2 Ahte| et}

o]l 1 AAL wgakgk A4 xS E9
e As}eA noiser 2t signale]l & A
golrh(Avte]2 2). ejA] AlolEcide A
7} wkdelch(AvE] 2 3). W ARS8} R4
At lHste A Hage] HERs
A (AL 1) W&ukgh Alo]Eo]x]xt A3
g2 ARE 4E  gidAVRL 3). FHA
£ AR AL Y8ke ARE 83 ATl
F W= g dgEEiu A ARAE Hole
noised Ao 24 Dol 34& A o
2 a2 alzke] Hur Az 5| 3 A=
A, =8 st=soit EH I EA7L A
7]1%=(Denjal of Service) Z-$elch(Alve]le
4). FAAG WAt 25 ZAES] A5 7HsA
< Eol7l H8l WEdRe] duAg AMgsit
Dol #7A9 AF ofE 34 w2 EXE9
QAbAA (decision- making) s&el of" 4
F& viA e A7t Fo% Axold), wiy TIkd,
ZRZENAM Wl dehd =vbE origicl(E
2 Az,

(Z 1) Dol 34 AlLfzl2

Signal[Noise

© | o S/N Impact
_Hus 3= #Hx
Auglel| low | low |parity z_iz;‘_ 3
pid 2]
_ Ry A= z=
Ave] 22| high | low | good :’}i_‘faz & EF
h RANNY

Avte} 230 low | high | bad |- Dol

very | very - Dol 32 DoS
Al [} 3 % A=
Iel24 high | high parity iﬁ;} _:]“ﬁ;:§/0.




26 Dol(Denial of Information) 374 %33 dl-$ ZH U= ¥4
(® 2) REEM & Dol 34 e ER(Taxonomy)
Q1A = 2210) Aleq]- B3} 2 o)L
(Porceptual |~ stgAle] £Ef A|He] RHE 4 gl AR
Butrer) | "= 44
i 2.2) 17 e s A
g Q=) (Memory) (Short term)| FALE AME 7 s A9
(Processing) | (Cognitive) E T R5e aemags sauel
Akt (Long term) |- oz 7}z w0 % 7]j3}7)
(Human) A T AHze A (newcomen) & WA A =
(Cognitive processing) | & A& A%
9l A1z} (Vision) - Zhubols P
(Input) A7 (Hearing) - Anee I oo A
e %ol (Speech) - EAS A8 YesiA g
(Output) +%5%5% (Motor) - Q1EL 94 7|E= BeE v
x : - 34A7F inbound packet& 43 Hul
A2} (Processing) R AP T
- Distributed Denial of Service (DDoS)
A ¥ (Input) A
(Machine) %% (Output) - 23S I3y A% 53 2
A% Primary storage (ROM/RAM) - A28 712 [/O(BIOS) €Al (Corrupting)
o _ . .
(Storage) Secondary storage (Hard deive) ;?%(;?érgsg;lﬂaDe%tigtlon System) 21

- Defense - 3743 wol= 4 s /i
282 FAxEd weje BF Dol 34 ¥ 4
ole] 7ledE xolAY Eol7l f& AAES
o] 71x] o$FE o] 43k}, woixls HEA
(legal), &4 <l(regulatory), #21& (moral),
F3}4 (cultural), 224 (organizational), &
A4 (financial), 7}&A (technological) =281
AR} Z22el(violent) #PH(countermeasure)
< 58 AAle AR 349 noiseE Foli
signal® Eolgix ¥t} ¥ 3dA BXol
FAZA A v)g PHE T3 AFHA Dol

34 544 ¥ A9l x99,

3.2 71&H0l go{(defense)Q] 7
A A EQLRo] FAALY WelAls e A B
7o) AAle] 43k AU LR AYPHEE ki)
ol #allAl= £ 344 *‘415‘3 = oz 7] A=A
CAMEA upie Ea Dol 24 U wol2 gudoez
s |E Q). o]F uhy T°ﬂ/‘1 X 49} o]
71eAel uhHo)| =4S o] AyHez Awu vzt

s, Z7he S/N HlE-E ¥ol7] 913 7)golgt?.

tﬂ-;&

- Filtering: "E{#E 2}l W3t ARRAFE
=E7] sl del AMgEE el Ao B

B4 A8 vy 29 F19= wlolx|gk
(Bayesian)D4] & 9] Hed Fo] gl 1
gy AR AL YAT7] Yal Alte] HH
£ g9l % dlojglulo] 2] AAs= human-in
-the-loop Al<:8le] it}

- Resource-consumption: A&l #4215
A A A (money, processing, time)
<+ AgsA ez FH as4L AP
glolgctolc}, o8-8 -2153) AlaHlE 2iqlq] &
FEE ALz Afuteg F&Aq ARE o
< & M o dgeahs A% AY oA
7h A1t

- Meta-information: &4elr 2 HRE
ole] i(data set)¥ "§x(match)& AlZlch.
Axnel A 247 AHHAE(trust metric) 5]
BA

- Trusted computing: AR AF =9 FAA
( integrity)S BZ3t) ol Alxsle] Zhadso]
thl 1 AlzEA AlEE AR AR

1) 39wl Euls wlo]=(Thomas Bayes)d A&
drE RF(Text Classification)ol] A4 7oz
B4 daedA /¥ dele 2 g BT /5%
=, vsd 279 d2EE A AF doje2 714
AZiaA ol g AR FA3ke glele] H2EF}
#qF EFol 3= 435 & F ok o] 2o}
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(# 3) Dol 2Hofl chgt 2o
e} (Type) el

28(Taxonomy), by big picture
Q.
[

A (Countermeasure) o) (Example)
WE (Legal) HE - 27E mp3 WEA] dg T SNy &%
AZ2g ¥ - ¥+832] no-call dlojelslo]~
74 (Regulatory) A ¢tA - mltle] g £al (US 99 541 91413])
2% (Moral) TR - 33 Azkd Aol A ‘73 iﬂ“ﬂ
Sk R - 3o dg feF 9 (71F WIARE)
3} (Cultural) AFE - 2§l A
%4 (Organizational) Dol ¢ o) - otE|ad ALY Y
4 (Financial) Dol &9 v]& 7} - SHRF AN
23 (Violence) Dol 7}si#fell gt & - dviAe 3alel] &t ojAlx] A
7]% (Technology) (% 4) =
-Data fusion: -#&3 ARE w53 <9IA o A1l A (cognitive) ¥ EAFE A
(cognitive) 53 H2& Zo|7] $s olF H Alztg(information visualization)”} %
(disparate) A22%H U HRE FiEA 2 dojc}, ol ql& FHAZ #AE A A=
HEEg Frl ¥ AR A g2 =] "t
- Database keys/indices: 74 x4 F4 - Data protection: A8 Wajolu} A A9
Ak 719 =8 AHgsle] AAARZ A9l 914 g2 Axge Eo) 54 AxgiE A3d A
sle Al EE FA g B39 AzAde 3L 4 ook 94F &9 Trip-
- Source-evaluation: <49 HAWE AFshs o Wire A2gle ARAAE sele] wWstol} F
a3t A 2aql7bE #RlEhs 7%l o] 3 o171 A}H2] %@‘*(1ntegrity) <+ BE3he 30
7} 714& =A4-3%H(challenge-response) 71 7] 7uke] ok E AL wHAE 4= glr) FHAlY]
e ARAPE Al2EQ)A] ARRIA] #elshe HA B3] AAdL 27} Xli(self healing)” 7]?
Ex vt a8y A2 ouXx zeshed o)A 3} dAZsle] FHoR QI3 £A4E B =
& opde AL 2l duolr)d A ARE 3 A A (preservation)& #H FAHZ &
E A7 4 o) ukd 23]y guAez Qg A *JEVM AFE AN pIFge] FAE EX
Z9-dlojod HRo AL A} Al & it k. L& A7 4 dHelAe] 2y ARl At
. Structuring data: /A% dlo[g F2= T = —?%(Google) I} Internet WayBack Al
AWl A4 F4He =d 4 9ot XMLFY 2 2819 4 oA AA(cache)”]Eolct.
2 71Ee AAS AHHol Hidse AzAoR - Locating data: dlolg $AAAL AHEA7}
o} 532 AR} Aste Ao} oAedE or) HHUNER 22
- Restricted connectivity: 7]139] dlolg] &4 AR 2 ohet Adol HRE A= AE =
& sl A5e godEc dE 59 “air- ShETh SS9 4 ReheArt Agshe S0t
gapped’ FAAVENZ(WAN)S 7|3e] Ax av sxge e 71l
dogwt J4& ff}_T'_ eyl M Adie
A7 Q) dlo]e] £A8 F<l}, 3.3 Dol 34 12 AlL2l2
- Translating data: *F&ZH TE F54= AF7A FAeA Dol F4¢ ¥F(taxonomy)

ARE AT XMLE M-S Eo}F 57 o =ygeas dolugitt o] swkow o374
7} 9l ©E oE MZ o %93 Babel- Dol 249 A ogl 28g Asjrct®
Fish.com¥} Z-& alo} W Axule W) 23& Dol A 714 dnkdl Hejolct, wld

= v E4ex 9l 23l A gl vl (noise)L Aelstz B4 gl
- Human-computer interface: zH19] Al=®  =(signal) W4& H& wd(information object)
3} A AE-S she A8AQl el Hrl o] 2 uby|E Wi} &9 dhqle B2 g3 dlo] 2}

dely] 4 2829 PR ARE A8l A9 AFE Aula L ojAlri(agenda, A A
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Dol(Denial of Information) 32 %3 ¢ Z#H A= 4

(£ 4) Dol 3ol chst

2ol 2F(Taxonomy). by technological

4 g8y - Slash.org
Filtering I8y daues - 947 £4(Link analysis), @At (Proximity) &4t ¢ Al
Human-in-the loop |- Yahoo's Human review
+=(Money) - vdvie} 8 F ¥
AZH(Time) - ijaa;gninerﬂlﬂl AEd ¢ (artificial-intelligence-generated) wl
Resource v 2.2 - gazdol4de] RAM %7}
consumption

212] (Processing)

- 488 WS AE sE B

< -Z (Bandwidth)

- Hole stE dweE

ETET

- A$-3 (adaptive) /A5 (agile) Agent Al2¥l

Meta-information

dele 4 &4

~ ZA0] e dole ¥4 2 sjol =2k AA

A E HESY

- Advogato.org
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