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ABSTRACT

The most methods for intrusion detection are based on the misuse detection which accumulates known intrusion
information and makes a decision of an attack against any behavior data. However it is very difficult to detect a new or
modified attack with only the collected patterns of attack behaviors. Therefore, if considering that the method of anomaly
behavior detection actually has a high false detection rate, a new approach is required for very huge intrusion patterns based
on sequence. The approach can improve a possibility for intrusion detection of known attacks as well as modified and
unknown attacks in addition to the similarity measurement of intrusion patterns. This paper proposes a method which applies
the multiple sequence alignments technique to the similarity matching of the sequence based intrusion patterns. It enables the
statistical analysis of sequence patterns and can be implemented easily. Also, the method reduces the number of detection
alerts and false detection for attacks according to the changes of a sequence size.

Keywords : Multiple Sequence Alignments, Similarity Matching, Sequence based Intrusion Detection

M E
Aead 120054 114 99 A=Al 1 20054 129 24Y hREo] Aolelx] ubHe okelAl A9l ANS 2
R e oediste 20049 % Fad d Hloff - _ - -
A e A5, A9e] 49 AP el e A2E 23

t FA 2}, wAXA} ;- bluearain@yosu.ac. kr e o839 sA9] wo] subetm glon, F



116 SEALADY GARE AE o8 £AIN FARA

Bl e) %zmﬂssl e 29l 1e4 oy
$99) TAAY AolHR I A £ AR
Aol U e DASHE BRIl o] o
ek 5 ol SA49 GYE AU ol

- °‘3l Axgo] wAE A=
] Aolel AHAler #F¥g
98 sty HHE el FUA
6}71 A AFEL A o
A 53] AdA=elA £Mde F
2 B3t A] A (sequence)d] 243}
kit
o= #Zoll thekdt dg e Ao A4
AedAd (sequence alignment)2] A+
4 719 2A8] SA7Pie e w
kstzA} @k 4 o A ol4e] DNA Ael
gt Hede] fAR WA e Al A"l
gk A E43 HEE 34 23X 2 AR
Addele AFEoR FF AdAA 42 FAH
g AEAe 2AE 2AE He A" 75
A e e B b R = P B Rl L

R
i
1o
omY
iy
w s
*

>
-
ok

2R A
Py
_\ﬂ =Y
H IUIO >
%
}-1:1

o]7

lo
o

. N ke
r oL
e r‘lo
r-{u — °='

n
2
2L
r[r

A o
< A

A

sdom, Azlrlke ol%f{} ‘f’r"]’l\:— Hl"’"’ *633}"3
ot a2y vEeddl sfos dF HHFY 9
Aekeg d=go =7le] AT Be AwnE
B3l AR E BAgeR 9 A gk ¥
AR S AlgeA] Rk 348 e At
7] siste] kel Z1A1e 7S o] 83 RSIRA|
of e Axwl 529 €A% aze A9
2, olHE =R Ee A4S ste Wi A
betadet. FAEZIAY AR AFRoR Ade

o

Adstn A9 BAE JhestAl dhe HPHoEA
ulzt glek, et AAkdisiel Zeslolsls §¥
vl Ao gxle] wyog 2 Embete] Ao
A58l wlEsie, #A49 1%~ "*ﬂxl £}
g WA AEH 945\} e 217)/m)217)
(self/non-self) §1A19] A9 de)EE o] 43}

of ghA|o] AeAAe 27t 2] Al FL A
5 HGA SER9]9] WA daiF PAle e
Ao wojon we A" $%Z o]Folxl H$
9] v ol & AgHA o)},

Azl 35-F o}43%t Ajk ubye) el A7

52 AR TE Zagddstel AdgHE A=
oM And 528 ol8T dyEe 34 W4
o)l 90%0) A 4-AHHe maldl o) A AqleE
o) Fa¥lo] S5k P54l A AR
oA Az 50 $AE olgal AT AYAR
& 0143 WAITA Aol 3T 3l WA B 24

e ATsia WY 2 el e 34 94
& A3 A9s) pEe =alskt Zlo] a7En,

2.2 OEMEN™

5GP dlolelwo] ol AR AdE
e mdgye weoz o349 (Consensus
Sequence), ¥l (Pattern), PSSM{(Position Specific
Score Matric), dukst Z2s}d(Generalized
Profile), HMM(Hidden Markov Model) S°] ¢ltt
U0z wpye] wlm 8-S & 1o B

XA EL GG GelA ndg e s
Zrgt wo® wig w2w 44 o) st
o} ze] o] ‘”‘4:_' H]m— Adel 7t gell 9l= W
F ARE FAEH, EA (scoring)e]l

% ¢ 5 givh AYE 2l FHe
2 A-dad 49 HEE el § glen w2
o] k. vt ARI/AMAIZE A odx, &
EQR= R e A B o T S | JHEdﬂW‘” |
sRE7|7E - ofgich F AEe AMdE
i, s Sz AV gl BAH $A 1
ol oful ofal SFuhg fehlry,

PSSM2 thgAMde] B4 $AeM 7 749
Aro] HlmSrof suksle whgelel, AV dAE 4
AollA] T Aeg Holv, AdAeR wEw -

o] -’H""% 4AF As(match score)s EAA ©)
< e 2 Ad 4 gloh

LR re K
2y
T
2




TR @ HRYES (2006. 2) 117

E 1. AAHSES 0188 SA47Ivt AYER| geo) uln m. EIIjE9| FAIN =H

T8 g

SRl M 74 ol 3.1 MYy nyg F2
Fetoly | -2 Asl9 g Hlmst] 9 Ao

R oo ol o 5 B .

e A A e AR AH88H o1 % (nominal) E= 77
PR T—— @] (category), £41(ordinal), % (quantitative)?] ¢t
= 7|Qrgk -E‘—‘ - = = = PN = =

e | S Al A8 S8 Agel A8 T HZS N EAc S Aad 22 ¢

714 | HMM] stk Ae AR RS gFAds A S4E 7
AFe Aee) 44 IF T gieh, ol #4199 Axg oz A
Ja | ARl B P gl o §AL Aelgn, 54 A dA WESe S
YA
he | 1E8 4 asan 54 g AP AT 5 9tk
SEHT AEEAT T A AL 1 8 A 2 el g
SRl M2 PH §o oulg AR @ o, el AEe HAow W
‘Q’“/E“QI -"4311 ‘@7“ ‘ﬂ'% ;": 9,1’% 5‘]__\____ Xé—/,\—e‘ 71]/‘]_5]_1:_ H]—tﬂo] mﬁ_‘é’}-\:} z_]v/': 63%9—
A8 | -He 2719 HBe ¢ ¥e S S
-7 7)Y e ABaA 23 T AEe vad ) 7 AqdEe] 4] 3L ARE &
= EHRT QEEAT F 9 F& A Fe Pl A5y e B4
Mg ajeiate] wlzn 78 &0l Azt FoNFE FFE 2] vl Ade] defz A
B | EAA clEel g v & g5} ou] 9 Ape] WY HES HlwE o,
e aa oful QU Abzlel erldde] AT Sgol ki ool
A=V [ A gH el -
23 7R, 9 oAde) 53] dold )
A4 A A% v %0 227] oo 3
Qwsl| fAs 27 W2 add &9 2oagle] ok At o] WEe s 7
=z | -zz3de A58 b5 ALE £do] FasA slsAle] te ARA o
B [ A1 AA AR A AL A sinkshe vl glgeolels fAMol Boke 2 9
A mlgheh. 29 12 PSSMO) while M43k Asisirie)

A9l d 29| 8 SAE Bal Aol
oubst ZEslel e PSSME dubsidl Aol o]

v e A9 Alele] WAlEE EX YA AT A zh Aol ARgEhE 718 kg o] Aol
& Pestn AR sk e ke # oA 52 WY
& 24 Areow zedis Ao FEY £ jor AR Al 9] f1A
9)ont, Al~® Al Abgeko] @i Abelh AbAel < Nij o ALY SA el et Alad 5%
e Al AZke 2A "t o] A=

HMME 50l #& 4 AHE9 Aolsz " Ns  £A el vehd Axg 528 AA A
d7se] gle Markov Chains ©]29] #Ao|t} ‘
HMMS o] e xrlelza vl FAsta Jde
S 2k Aot 54 #E e §3le oFe ! !

AR T2 RAXI0ISH oIBt AlAE

Zlck, et duls) zZzglele] wpia Zo) we NAHSE VES HE Ol 4E 28 ek TR Ay
rd A=% q
T2

F5 A 879 Aol A e 2 Dol ek, T
ACRINN M2 MAKSE

meba B sielxe AdAEe fAME v 2l ues wesl aslr,)

el ol FAhY

Hl®

spzdl Qlol Fale] golsi, wiAE Adel EAH

A4S PPsabl SR Agde B4 A 3 gLt e
% WHO Me RUIR

+4A(PSSM) V9] W AR FA4 o)

Aol A8sluzt g} =3 vaEE AHeidele BHuE 8s(Scor ) Intrusion Pattern DB

Zolofl digt A¥ez 7t FA i A& 2 o PSSMOl 218t IjE! A4 Hatty mE @3

o) % FolE A4 27)E vlwale} welch a7 1. AYTEH A2EE DU £ o



118 0EANE829) FAE WA S ol &8 £A7IT AYYA

cfy 0 ARE £499 9A A delde Al
25 3% jo] A W=

* Pc @ SPAPHEE 3

- Ws 1 9% =27)

iy PAHEES wkeddt 'Y 95 jeA
vehte Axd 53 jo] Ad WEs

cqi QY e FES =)o B A~
g 32 9 rldEs Ad s

- Scoreij @ A9 FAGNA g; o A3 £y 9

A WEsel 27 g%

3.2 HYuE Mg My

Y94 PSSME o) &ake] AR =
£ AL s Sla olo) H4E ejecte) ¥
oMERS 249 A% olgald ndg 9 2t
eject BAY Azd 5% ¢4 A 2 Aeleh.
23 1A Ahe AYeE 4 B Ae
g3t 3o

(A4 1] 9=$ 27)d 92 Hixs P HA

a3 29 A" 2F Al ds] PSSM u
Wwe Agalr] st =z, d&dez wrEEE
Azd 3% W3S AT voA] Alxdd 3% A
3E daer 447 x99 =372 a4
AA A BlEE 7|HIe 2 3= PHE P

E 2E gject 342 AAH 25 £ whE wl
255 Vel Ao, olE Holr] fsle] =99
AN (We)e 1002 sfgod Ardg 350 vingp
7F 2% 091 A2 Aekste] vtepdigct, A4 gidt
oA 2 25t Adel wet A=99 2718 2A
& 4 9l

(FA 2) 959% A7) 942 AAH_AZTE A
=4 PP JA]

DA 1ellA A HlEe FHFE SAGelA v}

et Alx"l 559 A el i 499 A=

23 72 210 72 210 210 213 210 210 112 72 210 112 72
210 210 213 210 112 112 213 158 158 27 23 72 210 72
210 210 213 210 210 112 72 210 210 213 210 112 72 210
210 213 210 112 72 210 210 213 210 210 112 72 210 210
213 210 112 72 210 210 213 210 112 72 210 112 72 210
210 213 210 112 112 213 80 158 112 16 16 16 16 16 16
16 80 158 112 16 16 16 16 16 16 16 23

T8 2. efect {HRAHERR F2o| LA™ 2F &M

H 2. eiect 349 AAH E&F Aol mE gl

AN2"da&|1[2[3]4]5]6(7[8(9]10
16 olnlolo]o|1]1f1]1]2
23 20ttt
27 {11yt {t)jr]i]1
72 Bl |un|ulirjio
80 ololt1f{1f{r]1]|2]|2]2]2

112 11| |12y12121127112]12
158 1)1ty )2}12)121213134}3
210 22122122121121]20]20]|19[19(19
213 1011111111 ]11[10]10710]10

9 o] A= 24 A6l vehits A
NESE 2 dd24 AT 4 Ak 4 A2d
5% ol dal 7 LelAel A UERL)E
A(1)3 o] ANYT E 3& eject FAY A2
W5% A MESS el Aol

v,

fi= ()
0 2

% 1: f16,1= 3:: 0, f23,1= '9“2 0.22, ...
0 1

¢ 2: fle2= §'=: 0, f32= —9-= 0.11, ...

2 1
H10: f1g10= 5 = 022, f10= 5 = 011, ..

(A 3] JAVEES W Axdles: A
el = PP QA
A 204 AR’ A HlEsE 2 P
ol 09] #& 7Hd 4 sith ol AldY 7bs
g Ax®l TFE ARt A WA
A A4E A s dale] =l webA 09
& 2 7 ol AL g FURskd dgEte Al
25 3&0] v|E ZEE F= Zlo] s} o
A X @Yo 2 AFFEE(pseudo-count) #E
tsle] HEshs A dxg 3 o 2 39
B]&-& Hbd gt Al =2 Al4ile] Haslcl. o4t
THEE(Po)E whddh A wl=5(f)) ™9 7+
gre] AR A(2)9) R}, JAFRREE 02 3E

L

1

_[\1
= My ook

2 Lo o

E 3. eiect 342 AlAH =52 dof vlE(fi)
Al=H
%
16 |0.00{0.00{000|000(0000.11{0.11]0.11{0.11]022
23 (022|011 |0.11 011 [0.11(0.11{0.11]0.11[0.11{0.11

1 213141 s5slel7{8191}110

23 | L 2] 12| 122 {.izjl.zzk.umxll.n 111




RS R

£ (2006, 2) 119

of Srhek Wi e oA W 19 e AT

+Pc
fi= _———Ns-l- s (2)
(A 4) A+-PF9] 44
A 3ol A APREEE vbeddE A |l
E4e 49 A Ax"EE A9 vlaE 93
Aegdg A (3) 7} o] AT} g J=T 7]
o o 7 9% o) A e gel, Axsel
=717} 108 74 0.1(1/10)9) 32 2w, 7 3
o H4e 22E Agozy £ W4 v A
$E s WA A5HE el Sl g2 A
48 Jepie A4 =8 £E ugle Aa

A2d3E wAde]l d # gle 7FeAE Rolvl
918 Aelct,
— 1og(fis
Score, ;= log(—*) (3)

3.3 =AMI[EH HAUMEIO| FAIY HW

AR 2+ 3AY Aedde AF dolelY &4
do] 9=$ 7|7} HES slo] wiagch 7 A~
& 329 A5 shy ojFstA HY o) 7t
A & eAE9s Addsid, Addd $499 4 24
o 5AA d4& s g gAE Aad &
2o A9 A A Ay nws)
of dlojejulo] 2ol ubaddt 4= Q).

A7 AsiAge fA1 wiAE $isl Alad
3& ¢A49 AlE dolelE eject 3R W&t H¢
Ao A4l 7 928 & DAY o|Fsle W
Ho AP o] 7B} & & e Aad BF

E 4. eject 32| 3aE M

Input Sequence : 24, 110, 210, 210, 210, 213, 26, 92, 210,
210, 213, 210, 213, 27, 23, 210, 89, 89, 92, 122, 16, 16
A2¥ 2k 2hA18 Input SequenceE 3

24, 110, 210, 213, 26, 92, 210, 213, 210, 213, 27, 23, 210,
89, 92, 122, 16

Position 0: Score = 4.358 = (-0.279) +(-0.279) +(1.083)
+(0.800) +(-0.279) +(-0.279) +(1.043) +(0.763) +(1.022)+(0.763)
Transformed Input Sequence: (24, 110, 210, 213, 26, 92, 210,
213, 210, 213), 27, 23, 210, 89, 92, 122, 16

Position 1: Score = 4.659

Transformed Input Sequence: 24, (110, 210, 213, 26, 92, 210,
213, 210, 213, 27), 23, 210, 89, 92, 122, 16

Position 2: Score = 5.039

Transformed Input Sequence: 24, 110, (210, 213, 26, 92, 210,
213, 210, 213, 27, 23), 210, 89, 92, 122, 16

Position 7: Score = 3.050
Transformed Input Sequence: 24, 110, 210, 213, 26, 92, 210,
(213, 210, 213, 27, 23, 210, 89, 92, 122, 16)

Az

g, 1 2 31415 6 7 8 9 10
3F

16 |-0.271-0.27{-0.27|0.2710.27) 0.02 | 0.02 | 0.02 | 0.02 | 0.19

23 10.19]0.02 | 0.02 {0.02|0.02| 0.02 | 0.02 | 0.02  0.02 | 0.02

24 |-0.27]-027(-0.27-0.27}0.27(-0.27|-0.27 | -0.27{-0.27|-0.27

122 [-0.27}-0.27)-0.27 |-0.27}-0.27|-0.27 {-0.27 | -0.27 | -0.27 | -0.27

210 [1.0811.08]1.08{1.06/1.06(1.04{1.04|1.02|1.02]1.02

213 (0.76 | 0.80 | 0.80 |0.80]|0.80{ 0.80 [ 0.73 | 0.73 | 0.73 | 0.76

08 3. eject 34 UAH0lE] Y #E o MY

TAEE HePda Addsied A o 43t
o} FHe] =] g Aabel o3k 0x-S Zolr] 95}
of qd 4= 278 24E 4 ek & 4= A
PP AHHG £MLE AAsr] Hste] AxH
3&9 N5 2 AYSEE sl 2 Aol

a¥ 32 ulZEy] $gk o dele e AxHl F
% +A499 33"}“4 ol #AE 3‘]5}@1 AE&EAow F
B3 A" 5% AAEY, E 59 eject HPH
Hof| #2310 ‘]CE‘Q 22 ¢A9Y Hy PHS
AAbshe BAE Belh

o] Asfoll4l Position27} M =& A5
5.039%2 A=, Axg 5 49 A7}
71 go] o]Fe{3g ok 4 glch Alekdt wie} 7
o] AA ¢Adel dxEE AlE zsiAl o

i and

s
L FRAeR dXFE TALE s AsE
JAbete WhAlS ARESHAl =W, frARE HRelu
e 349 el Mz B} mexow g
& 5 gle 7S AAE S sl

&)
He

r_&h‘-
p

_>i.
'l> °]‘J

=

v HE W

}

o

1 AEG0lH ¥ 34 =201

E oA Aok whe] AlgA e AgS
-‘Hi’} MR A" 3F dolHe £
ol Z14® UNM(University of New Mexico)3



120 DENEREE) FAE AL o83 EM7 ALVA

¥ 5. A4 Hlo|gf B|lAE

Hole 3 gATRAm | 15T
=T
. sm-10763 373
S“n.;e;:'sz)a;kp 24 sm10801 373
sm-10814 373
. sm-280 1534
UNM 54 sm-314 1533
decode intrusion bounce-1 293
(sendmail) X bounce-2 739
bounce 818
sendmail.log 31821
syslog-local-1 1516
- syslog-local-2 1574
CERT | decode i e syslog-remote- 1 1861
ecode tntrusion syslog-remote-2 1553
g sendmail.daemon | 1556560
© sendmail 19526

CERTeIA A3 sendmail W°Ee] 543 A4t
HlolEl g o] gatdet!,

WAz FA g Aad 5F9 Zaads
HE7) $lsted AAbElolElE AT BE FH o
d Axd 5% £49 A" L& HE B

< sendmail 34 F sm-107639] W3] Yx$ =

7] Wslel] W& AA" 32 &0 WEE ey
Aoty F 72 =% =7 109 Aol sm-
10763 &2A9 AxE 3% 45 EQ Aot}

4.2 37 2 BNOI e SR L 28 A}

E 82 UNM sendmail?] F4dl cigh x| o
Aol ot ¥k A4E Jebd Aol sun-
sendmailcpEAE sm-1076322 ©x =23y
£ A Aol sm-108017¢ sm-10763% 7
< Tevlg QAT AHakd dEixE 95¢
F7] 15614 e&kel w7t 0ol HE Ech de-
code(sendmail) F4L sm-28028 ®x Z2
dodg QAT ZAeln], sm-3I4= #L AAE
ARG A5 =] 20004 A wigl &k
Azl 09 23S Bglon, Y959 779 27}
w2} decode FA AMgvl FAagE 2o
sendmail logs 954 =7) 1004 @& o&s
Bz 959 737)9) Z7)e uie} AA HileS
o o ik AR EAd s Axs =270}
Z715o) we} 98] il A& AAreg)e] e
A zo)] FAZ FARE Al2d 5% 27 2EE

# 6. $IES 0ol wpE FAE MU of

AT -
T;JT sm-10763 B3 A28 5% &4
5 |19;112;4;2;5;

10 |112;19;112;4;2;5;112;50;27;4;
15 {5;112;19;128;112;19;128;4;3;112;19;128;112;3;19;
20 |2,50,27,2;3;5,112;19;128;112;19;128;4;3;112;19;128;112;3;19

E 7. sm-10763 54 ¢l o(RE$£37] 10)

A=d
1|23 4|5|6]|7|8]9]1w0
3

i

1 [-0.68]-0.68/-0.68| -0.68 | -0.68 | -0.68 | -0.68 |-0.68 | -0.68 |-0.68|
2 |0.4910.49(0.46| 0.46 | 0.46 { 0.46 { 0.46 | 0.46 | 0.46 |0.46
3 10.36(0.39(0.39] 0.39 | 0.43 | 0.43 | 0.43 | 0.43 | 0.43 |0.43
4
5

0.7110.6910.69] 0.69 | 0.68 | 0.68 | 0.68 | 0.68 | 0.68 |0.69
0.66[0.61]0.68| 0.68 | 0.68 | 0.69 | 0.69 | 0.69 | 0.69 |0.69
18 |0.01/0.01({0.01]0.01 | 0.01 [ 0.01 | 0.01 [ 0.01 | 0.01 [0.01
19 lo711071{071§0.71 1071t a7t {071 {07t 071 {071
26 |0.68]-0.68-0.68/-0.68 |-0.68 {-0.68 | -0.68 |-0.68 [-0.68 |-0.68
27 |0.4910.49|0.49( 0.49 | 0.49 [ 0.49 | 0.49 | 0.49 | 0.49 |0.49
49  1-0.68/-0.68-0.68/ -0.68 [-0.68 | -0.68 | -0.68 | -0.68 | -0.68 -0.68
50 10.57|0.57{0.57| 0.57 | 0.57 [ 0.57 | 0.57 [ 0.57 | 0.57 [0.57
111 -0.681-0.68)-0.68)-0.68 | -0.68 | -0.68 | -0.68 1 -0.68 | -0.68 |-0.68)
112 0.68|0.68(0.68| 0.68 | 0.68 | 0.68 | 0.68 { 0.68 | 0.69 {0.69
113 -0.68 -O.68-0.68L—0.68 -0.68|-0.68 |-0.68 | -0.68 | -0.68 [-0.68]

¥ 8. UNM sendmaile| 3241} Hate| EbX] Zo}

(29 - W
L H=237)
o]l L-3

HloTE 10 ] 15] 2
sm-10763 1 1 1
7| sm-10801 1 1 1
sm-10814 1 1 1
sunsendmailcp bounce-1 0 0 0
P bounce-2 1 0 0
bounce 0 0 0
sendmaillog | 48 0 0
27 sm-280 3 2 1
sm-314 3 2 1
decode bounce-1 3 2 0
(sendmail) bounce-2 1 0 0
3 bounce 3 2 0
sendmail.log | 49 0 0

Blezy A dmge mZ7]|2 oA Ao L&
7le/dE Bl Aol

% 99} 7Y 4= CERTHA A3 sendmail F
Holl oz A g Aabe] tigk 259 5 vl
Zolth. 24 syslog-locall, syslog-local2, syslog-
remotel, syslog-remote2?t A% sendmail daemon,



TR SR EE (2006. 2) 121

E 9. CERT sendmail?l 32741t F&ko st &x Zo}

G )
Az 37
ERERR e
10 |13 ) 15}20 |50
syslog-locall 75 | 69 | 63| 52|20
S syslog-local2 | 75 | 68 | 63 | 52 | 20
. e syslog-remotel | 83 | 76 | 69 | 56 | 20
sendmail
syslog-remote2 | 59 | 55 | 51| 44 | 20
sendmail.daemon| 2 110|010
33
sendmail 49 17010
= =&~ -syslogJocal(FH)
— &= s¥slog_remot!(ZH)
90 - T | == =svyslog_remote234)
80 * ~ TR ~ 7| —#—sendmail.damon({E &)
& 70 = —@ = sendmail(Z4)
R0 s &
JAp. B Ty No- o -
3o ?\‘ RinbEN Y ]
% 0 |- < - Ty
® 122 ‘. ~ ~
o — e n - )
10 13 15 20 50 100
HEF 37

ael 4. CERT sendmailel #1T$ 37|0| mE Ex| &
QElo| A}

sendmail®Z A e Hd-& YA Ajoc}, ¥
A AR AL QxS 37 15904 29| Age
0] Hler, fx59 7|7} DA LR F71jtel
e} Ax" 5F eA9] whEE dwke sigrt &
GRE & 5 Aok A A syslogd FAY B
Ae =49 275 ¥ 92 9= A9
Hate] g 249E o7} HEAA A2d) BF

< read(2), close(5), getpid(19). gettimeof-

day(112)2.2 viepytr}..

Ao W2 A7z d5$ F7)d wel 249
92 g A g exte] Azls: uglegyn 74
34 Y Al wEr FAe Az g e
T 9lor, 7 =9 Z7|d wE A9 AHqid=
AdL A 5 9t} Forrestd A7 Ax= ¢
A7Ivke] AR Ala® ] LElold dx$
2 whE AMgslslon], 2RE TP du$e
7% 1022 slgch Al A8 Axs o
F HES ZrlolA 2 34 2 oA E uX
ek el A g 2oz Al A
A= AtA A A= =27+ 15-200] A
AgE Bolx v} wekd d=49 z7lE St
A7 AHEEE Ed & glon 2 gYd nE
Ao =9 =5 AAT £ des By

>

E 10. Zode Z2oglol o8t olatel Exle tlI_'

(24
R EP R @—’Fﬁ'ﬂ%
a2z o=
* window size | window size | window size
=10 =10 =15
sunsendmailcp 92 0-48 0
decode 7-22 1-49 0
syslogd 248-529 2-49 0-1

X 10 Forrest®] 94&54% =7] 104 -?—91 o)A}
34 wxle] Ao} B =FelM Agke wpEe
=5 arldd i& o2 £F 8ol Aolth

vl ddake]l 3 ZWoA Forreste] Wl
AT F7)7} 3w 242 Br} A oYY
2?2 AT, 9= Zrld wel fARE
3}7] g mlz At st oA "ok ey

EEollA A3 A4 AA7EY AP E S o)
‘?} W2 fese] Arlel wE FAG g9 o
baho] sl wekd JESS Zvsb wle o
o F3ol] H¥eE FA devh w1 7‘1’—/\}-5
13228 WA Azl ] Forrestd] Wi Ag
71ke} fAlmol| olgh Bhxlo] Awkg B 1 1"& A
G 2 AR Mg FARe Aad 3F
A9 BAA EAe] rhsstthes Aol sich

[e?

2 otbr

r3~

u:

tu

B EEE A2y 35 46 /g AYA
o2 7S d$w o434 AL
AR e A= A Y
< Aekstgich. FHo] folste ARl YA
2 A Aste] Bl $AA A whie Al
At Azke] whg SAAA 7|k H4Y

=
i
_,\'L

T

UNM % CERT® sendmail HolHE o]&3}
of AYS glgon] o @ A 9ES$ 37
of Wl FA] @A 4 Ao digt oxte) ANE
ooz 2t FAY A9 x99 =715 2L
g 9lem, ool BE YA MIE F53lo] T
2 gzle] A4 £ Qe d"S s £ gles
Hlel, Forrest Wwlahe] vlaloAde 959 27]4

£ vt Ak wEA & 5 glon | wx
H ARE BAY 4 S vyl o AP 4
el = CERT syslogd dlelE}e] ¥R g &



122 SEAERRY AAE WIS o8 A7 AL

Ao Ay 2 EHe] Beko] B8l .

FF ATelAE @A A1 gRe) ¥R AER
AF AHEEE olF Ev shEmE, £, $39
A vl A4 7hest e R ookl A4 A
doAdel] Hgshe Zolth. =3 s1E oYY
TR st Gt A4 vlad 4 gle
A 54 e 1 A9 de 3 A
PHR doleimo] Lol FHARL AA, Hgiid
o ARAZ A ¥4 5o A7t desid

ik

HO
I

)

(1) S. Kummer and E. H. Spafford, "An
Application of Pattern Matching in
Intrusion Detection,” Purdue Unive-
rsity, Technical Report CSD-TR-94-
013, 1994.

(2} A. Floratos, et al., “DELPHI: A pa-
tern-based method for detecting se-
quence similarity,” IBM J. RES. &
DEV., Vol. 45, No. 3/4, May/July.
2001.

(3] E.C. Rouchka., "Pattern Matching
Techniques and Their Applications
to Computational Molecular Biology-
A Review,” WUCS-99-09, March, 1999.

(4] C. Warrender, S. Forrest and B.
Pearlmutter. “Detecting intrusions
using system calls: Alternative data
models.” JEEE Symposium on se-
curity and Privacy. pp. 133-145,
1999.

(FERBMN)
7 % 9 (Yong-Min Kim) 4139
19890 : zhddlss HAEA S At
1991 © Adefsta HA-gA g At
20024 Aozt AA-EAS what
2004 39 ~FA : A5t A wr]eshy

(FA T Axdl 9 WEYZ Bl AAA R vt 5

(5] S. Hofmeyr, S. Forrest and A. Somay-
aji, "Intrusion Detection Using Sequ-
ences of System Call,” IEEE Journal
of Computer Security, Vol. 6, pp.
151-180, 1998.

(6) A. Kosoresow, “Intrusion Detection
using Sequence of System Call Traces,”
IEEE Software, Vol. 14, No. 5, pp.
35-42, 1997.

(7] D. Dasgupta and S. Forrest, "An
Immune Agent Architecture for
Intrusion Detection,” Proceed- ing of
the GECCO 2000 Workshop Prog.,
pp. 42-44, 2000.

(8] A. Wespi, M. Dacier and H. Debara,
‘Intrusion detection using varia-
ble-length audit trail patterns,’
Recent Advances in Intrusion Detect-
ion (RAID 2000), pp.110-129, 2000.

(9) W. Lee and S. Stolfo, “Learning
Patterns from Unix Process Execution
Traces for Intrusion Detection,’
AAA] Workshop. pp. 50-56, 1997.

[10) M. Pagni, "Introduction to Patterns,
Profiles and Hidden Markov Models,”
Swiss Institute of Bioinformatics,
http://www.ch.embnet.org, Aug. 2002.

(11) S. Forrest, “Computer immune sys-
tems data sets,” University of New
Mexico, http://www. cs.unm.edu, 1997.




