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Study on the OMAC-SNEP for Unattended Security System Using Wireless
Sensor Networks
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ABSTRACT

Ubiquitous Sensor Network consists of a number of sensor nodes with a limited computation power and limited
communication capabilities, and a sensor node is able to communicate with each other at anytime and in any place. Due to
the rapid research and development in sensor networks, it will rapidly grow into environments where human beings can
interact in an intuitive way with sensing objects which can be PDAs, sensors, or even clothes in the future. We are aiming
at realizing an Unattended Secure Security System to apply it to Ubiquitous Sensor Network. In this paper, the
vulnerabilities in the Unattended security system are identified, and a new protocol called OMAC-SNEP is proposed for the
Unattended Secure Security System. Because the CBC-MAC in SNEP is not secure unless the message length is fixed, the
CBC-MAC in SNEP was replaced with OMAC in SNEP. We have shown that the proposed protocol is secure for any bit
length of messages and is almost as efficient as the CBC-MAC with only one key.

OMAC-SNEP can be used not only in Unattended Security System, but also any other Sensor Networks.

Keywords : USN, Sensor Network, SNEP, OMAC
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