EREREBETAXE
#16% 515%, 2006. 2

W22 E 7}x= Combiner 294 i3 =&
3 WA A Wl o -8

ZmMa e 29

=,

=ItEO7|EdT L

Mo

Finding New Algebraic Relations on Some Combiners with Memory And
Its Applications

Jaeheon Kim,” Jae Woo Han, Dukjae Moon

National Security Research Institute
e ¢

Summation generator®} 7Zro] w®2]E 7}A] combiner BEle]] fF A FTAo) H4 s A4 d¥A 9
09 dzelg AbAE combiner R st} B TAS W] FAAE BeR WA Sl Bagh),
AA7A ) BE Azbe e oiby d4Ael 29 7l4de Fag dgg M B E=Zdit summation
gencruore] o A A S IR ASARLT THT S 98-S vtk wY 16 twAZ O AT
W E 7]9dahs o] 43 wpdal FAle] 71s3he Relrl o] & o] 4-3}e], summation generator @ ISG &3] 7| & sh}
o -2 E AID Hel F)eDtAr)e AR digd FAe) 7Hedhe 1ok

ABSTRACT

It is known that we can apply algebraic attacks on combiners with memory such as summation generators. ) apply
algebraic attacks on combiners with memory, we need to construct algebraic relations between the keystream bits and the
initial bits of the LFSRs. Until now, all known methods produce algebraic relations involving several consecutive bits of
keystream. D481 I this paper, we show that algebraic relations involving only one keystream bit can be constructed for
summation generators. We also show that there is an algebraic relation involving only one keystream bit for ISG [9]
proposed by Lee and Moon. Using this fact, we analyze the keystream generators which generate the keystreams by
combining summation generators.
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