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ABSTRACT

+

Renewal of the group key on the mobile communication needs it can be not re-shared by all members
of the group with the exception of excluded members but also prevented from making a fraudulent use
of group key due to leakage of security information for terminal. In this paper, we propose an efficient
renewal mechanism of group key in order for all members of the group to be able to get digital information
and to perform the renewal of group key employing the Fiat-Shamir method. It can guarantee the security
of a group key since a terminal renews a group key by using security information of an excluded terminal

and the previous group key.
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1. INTRODUCTION

Demand for group communication to provide
identical service to many users is increasing as ap—
plication area for mobile communication has ex-
panded to diverse fields. Therefore, security re-
quirements have to be satisfied for information
transmitted to group users to ensure safe group
communications[1]. Technology that will prevent
fraudulent calls by illegal subscribers while mini-
mizing losses for the mobile communications pro-
vider by providing a validation procedure for sub-
scribers is being developed(2]. Mobile communica~
tion standards like CDMA and GSM already pro—

vided security services including validation[3,4].
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Security service including validation and en-
cryption is also a standard in IMT-2000. In general,
a mobile communication system is a star type net-
work that is organized as a center for controlling
communication of all terminals belonging to the
group. If encryption function is provided, all in-
formation can be encrypted using the group key
that will be distributed secretly between the center
and the terminals. The encrypted information can
be broadcasted to all devices simultaneously so
that within a specific group, wireless encrypted
communication is carried out[2]. However, wire-
less communication is vulnerable to threats like
counterfeiting or illegal changes as well as eaves—
dropping[5].

In this paper, we propose an efficient renewal
mechanism of group key in order for all members
of the group to be able to get digital information
and to perform the renewal of group key employing
the Fiat-Shamir method. It is an efficient key re-
newal mechanism for dealing with users who leave
and with those who become new members. In order
to exclude specific terminals or illegal terminals
within a group, the center must detect eavesdrop-
ping or fraudulent use of communication as quickly
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as possible and promptly renew group key for all
terminals excluding those lost or those which have
leaked secret information illegally. Such renewals
must be carried out quickly without affecting gen-
eral communications. In addition, lost terminals or
terminals that have leaked secret information must
be prevented from finding out the group key after
the renewal. In this research, an efficient group key
renewal method that satisfies these conditions and
also solves problems contained in existing methods
is proposed.

This paper consists of five sections. Section 2
examines existing group secret key distribution
and renewal methods. Section 3 is a core part and
proposes an efficient renewal mechanism of group
key. A procedure for authenticating illegal termi-
nals is also discussed. Security analysis for the
proposed method and existing methods is pre-
sented in Section 4. Section 5 concludes with

remarks.

2. RELATED RESEARCH

There are a few techniques for sharing a new
group key through a public communication net-
work[6-8]. The first method is to redistribute the
key. A method uses symmetrical key encryption[9]
or asymmetrical encryption[10]. However, the
method requires the center to distribute the keys
many times and since key transmission takes a lot
of time, they may hinder normal communica-
tion[1,2]. It may also not be appropriate for a digital
mobile communication system in which encrypted
broadcast transmission is carried out.

In another method, renewal information of group
key is encrypted and is broadcasted to all
terminals. Matsuzaki-Anzai(MA) method[11],
Sm~ Park-Won (SPW) method[2] and Park-Lee
(PL) method[5] are some of the examples. SPW
method and PL method use smart cards to conceal
and to distribute a large amount of group key in-
formation to each terminal. However, making ter-

minals lightly weighted may be difficult with this
method and renewal processes carried out can be
limited by the smart card capacity. SPW method
cannot prevent the leaking of group key through
collusion between users. Because modular in-
formation is provided in advance, if more than two
terminals are lost simultaneously, these terminals
can generate group keys. Two terminals may also
collude to share a group key[2). On the other hand,
PL method transmits modular information each
time renewal is carried out instead of distributing
them with a smart card to prevent group secret
key generation through collusion. By transmitting
renewal information for terminals to be excluded
and by using it to generate group keys, the problem
of excluding such terminals was also solved[5].
However, making terminals lightly weighted and
the number of renewals being limited by the smart
card capacity are two problems that remain to be
solved. They are appropriate for mobile communi-
cation systems because few communication ex-—
changes are needed and the terminals generate
group keys themselves.

Matsuzaki-Anzai(MA) method which was first
introduced to use group key sharing method in a
digital mobile communication system is described
below.

2.1 Matsuzaki-Anzai(MA) Method

Matsuzaki~-Anzai introduced an efficient and
novel group key re-sharing method for the first
time that was appropriate for digital mobile com-
munication[4]. This method does not depend on the
number of users when renewing the group key.
This method refers to the case in which encrypted
broadcast transmission is carried out using a
shared secret key within the group for a star type
mobile communication system in which a base sta-
tion maintains muitiple terminals. It allows ex-
clusion of specific terminals from the group and al-
lows generation of new group secret keys as
quickly as possiblee. MA method system co-
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efficients are shown in <Table 1>.

Table 1. Notation of the MA Method

7,01 < i < n): the i Terminal

Si: Secret information of the i Terminal needed for
group key renewal

P.9: Large prime numbers generated by the center

k: Group secret key

1) Preparation step

(D The center generates and stores secret in-
formation & until GCD(S, ;) =1(i=j) is satisfied
and secretly transmits to each terminal.

@ The center randomly generates a group secret
key K that will be renewed and stores it.

@ After the center generates large decimals p, g
it calculates N=px ¢ and secretly stores the result.

@ After the

X, = K (mod N), GCD{X;, N) = 1 using

center calculates
secret
information from each terminal, the result is stored
and transmitted to each terminal securely.
® Each terminal T: secretly stores &.X; re-

ceived from the center.

2) Group key renewal step

@ If the center wants to exclude terminal, 7;
it broadcasts information (8, X;, N) related to ter-
minal T; to all terminals.

@ Terminal 7; searches for a, b that satisfies
a-8+b-5=1 using the received information.
Integers @, b can be calculated in polynomial time
by employing the Euclidean algorithm.

@ Terminal renews the group key as follows.

If ,a<0 K=(X"")" X;’mod N

If,b<0 K=X"+ (X; ) Pmod N

In MA method, terminal 7; cannot generate an
accurate a, b because the received information is
it’s secret key. Therefore, new group key X can-—
not be generated in case a lost terminal is illegally
obtained. This method cannot prevent collusion by
terminals in case each terminal finds out N. In oth-

er words, specific terminals 7;, 7; can exchange se-
cret information &, X; and S, X; and generate a sep—
arate group secret key without the help of the cen-
ter and use it to exclude all other terminals{2,5].
Let's suppose an illegal terminal 7; has obtained
secret information &, X; from a legitimate terminal
T; and is eavesdropping illegally and that the cen-
ter has found out. In this case, the center can pre-
vent illegal eavesdropping by 7 by transmitting
secret information &, Xi of terminal 7 to all
terminals. However, if the center broadcasts secret
information §,. X, of terminal 7; to all terminals in
order to exclude another terminal 7; 7; can gen-
erate a new group secret key using the secret in-
formation from 7;. MA method uses RSA cpen key
encryption to deal with this type of danger. In other
words, the difficulty of calculating a new group se—
cret key using illegally obtained information is de-
pendent on security of RSA[11].

In MA method, group shared secret key may be
renewed only once. Renewing group secret key .
more than once requires starting again from the
preparation step[2,5]. In addition, since calculation
for an inverse number is carried out by a terminal,

it is inefficient in terms of time complexity[5].

3. THE DESIGN OF A NEW GROUP
KEY RENEWAL METHOD

In this paper, a method to share the group secret
key, required to obtain secure communication be—
tween terminals maintained by the center, is
proposed. It is targeted for small group meetings
in specific spaces in a mobile communication
system. For group key sharing and distribution,
sufficient consideration was given to small and
light mobile terminals and key centers with large
calculation capabilities that reflect the general
characteristic of mobile communication. We se-
lected the star-type network, which can carry out
broadcasting. In order to perform secure communi-

cations within a group with a key center in the
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middle, the first thing to consider is the group se~
cret key. However, if a terminal is lost, the shared
group secret key or secret information in the ter-
minal can be used to | easily eaves-
drops communications within the group or distrib-
ute false information. Problems that can be caused
by using the shared group secret key can be pre—
vented by group secret key renewal. However,
eavesdropping or false information distribution us-
ing secret information is difficult to prevent by
simple group key renewal. The problem is more
critical when broadcast transmission is used.

Existing methods can renew group key only one
time. However, they can not do more than two
times. In this research, we propose a method,
which solves this problem without using an addi-
tional device like a smart card to enable use of
small and light mobile terminals. It is an efficient
method which can be used to renew securely secret
keys within a group when a subscriber within a
group has lost a secret key or secret information,
has lost a terminal or the key center wants to ex-
clude a specific terminal which is suspected of be-
ing used illegally from group communications. The
ability to exclude forever illegal eavesdropping ter—
minals based on illegal information is the greatest
advantage. In addition, digital signature method
based on ID was implemented to screen illegitimate
- users and group secret key renewal requests from
an illegitimate center [12, 13]. System coefficients
for the new group key renewal method are shown
in <Table 2>,

3.1 Preparation Step

1) Key distribution center

(D The Key distribution center(C) registers
identification information D, from T;, and then ran-
domly generates the first group secret key GK. It
is stored secretly and then securely distributed to

each terminal.

Table 2. Notation of the Proposed Group Key Renewal
Mechanism

C: Key distribution center(KDC)

T: the {® Terminal (<i<n)

GK: Group key

Uk @ Next group key

US,: Secret information of the i Terminal for group

key renewal
Ux;

: Public information of the i Terminal for group
key renewal

1D;: Tdentification information for user i

7k One-way function

Un: Prime number for group key renewal

Dn: Prime number for digital signature

Xe¥e : Signature information.

@ The KDC generates secret information
US(1 <i<n) for the " Terminal, store it secretly
and distribute it securely to each terminal.

GCD(US;,US ) =1, (i)

@ After calculating 281 <j<k), store it

securely. It does not have to be concealed.

Dic; = f(ID.,)), DS¢; = [Dic;' mod Dn, yhere DIc;

7
is a quadratic residue (mod 97) and compute the

smallest square root DS¢; of yDIc;'
@ Calculate public information X, for terminals
for group key renewal. In this step, vx; does not

have to be concealed.
Ux; =GKY (mod Un)
(® Broadcast the following information to all

terminals.
(Un,Dn, f,h,ID, ID, | UX, - ID, |UX,,X ,Y,)

2) Each terminal

D Store securely Us,,vx, and Dn,ID, D, - ID,, Ye-
ceived from the center.

®@ After
securely. This need not be concealed.

calculating DS;(1<j<k) store

Dii; = f(ID;. j),DSi; = [ D1i7" (mod Dn)

3.2 Renewal Step of Group Key

1) Key distribution center
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@ Key distribution center wants to exclude ter-
minal 7;.
@ Find a, b that satisfies a- US+b- U5 =1,
(a<0), UK=(UX")* UX;" (modUn)
(6<0), UK=UX;*-(UX;")®(modUn)

@ Compute information UX, on terminal 7;(j = i)
and generate a new group key.
ux, =UK™ (modUn)
GK=GK*UK(modUn)
@ Generate signature information X, Y.
A. Generate a random number R, € Zp,
B. X.=R?mod Dn
C. g, e =h(GK,ID,} D || - | 1Dy, X.)

D. Y,=R,-, 'L D&; (mod) Dn

(® Broadcast the following information to all
terminals.

US,,UX,,ID,.,ID, |UX, - ID, |UX,.X ,Y.)

2) Each terminal
@ After receiving the information shown below
from the center, terminal 7; verifies whether it
came from a legitimate center.
(US;, UX,, Un, ID,, ID, | X, | ID, || Xy X, Yo)
A (e, ~e) =h(GK ID | ID, | - | ID,. X.)
B. DE;= f(IDc,7)

C. 2=+, Die;(moa) Dn

D. If (4c=4%.), then the message is validated.
@ Find a6 that satisfies .a- US; +b- US;=1

(@<0), UK=(UX"y®-UX," (modUn)

(b<0), UK=UX;*-(UX™)™ - (modUn)

@ Compute public information WX; of the termi-

nal for group key renewal.
WX, =UK" (modUn)

@ Verify the correctness of the renewal
information.

If (wx,=uvx;) then the renewal information is
corrected.

® Generate a new group key
GK =GK *UK (mod Un)

In this method, a terminal 7; cannot generate an
accurate a, b because the received information is its
own secret key. In other words, even if a lost ter-
minal has obtained it, a new group key GK cannot
be generated. A terminal 7; that did not generate
a legitimate group key cannot generate wx,
correctly. Hence it is excluded forever from future
group key renewal processes. Therefore, an illegal
user who has obtained the secret information of a
terminal 7; is excluded forever. In addition, for ex—
cluded terminals, it is not possible for two termi-
nals to exchange secret information US; and US;

with each other and to calculate the group key.

3.3 Authentication Step of the terminal

By using digital signatures, the proposed method
can verify and validate illegal use at regular inter-

vals to exclude them arbitrarily.

(D After generating the signature information
X., Y. the key distribution center broadcasts these
information to all terminals.

@ Random number R. € 7, is generated.

X, = R, (mod Dn)

(ec1y - ec ) = RGK,ID || IDy || -} IDy, X )
Yo =R, - [1DSc;(mod Dn)

g,=1
@ T will generate its signature information, and
transmit to the center.
@ Random number & € Zp, is generated.

X; = R} (mod Dn)
(eq e, )= H(GK,US, | 1D, | IDy ||+ D, X )
Y, =Y, R, - [1DSi (mod Dn)

e, =1

(® Examine whether a terminal is legitimate us-
ing signature information for each terminal from
the key distribution center.

A. DIe;= f(IDc, §)

B. DE;= f(IDi, )

7 n
C. z=v?. e, =1 Dk; - e =1 DE; (mod) Dn

D. After verifying whether
(eiw - e,) == h{GK, US. ID,| ID|| - | ID,. Z) 1is sat-
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isfied, validate it.

4. SECURITY ANALYSIS OF THE
PROPOSED METHOD

Comparing with other methods previously pre-
sented, our method is better in terms of forward
secrecy, backward secrecy, solution of conspiracy
problem and authentication. Forward Secrecy
guarantees that a passive adversary who knows
a contiguous subset of old group keys cannot dis-
cover subsequent group keys. And Backward
Secrecy guarantees that a passive adversary who
knows a contiguous subset of group keys cannot
discover preceding group keys. <Table 3> shows

these comparisons.

Table 3. comparisons of Group key renewal Mechanisms

Method

factor IMA[11)| SPWI2}|PL{5) thenf:;’i‘;sed
Forward Secrecy % X X o)
Backward Secrecy X x X O
solution of " N o o
conspiracy problem
Authentication x x x 0

4.1. Security of Preparation Step

In the proposed method, the counterpart cannot
find out the group secret key and secret in-
formation for each terminal because the KDC dis-
tributes these information securely. Later, even
though UX, is revealed, he/she cannot know what
these information are. This is more difficult than

to solve discrete logarithm problem.

4.2. Security of Renewal Step

In the proposed method, information transmitted
from the center during the key renewal step con-
sists of secret information USineeded for exclusion
of terminal 7, public information UXi, divisor for

modular calculation Dr. It is impossible for an ex-

cluded terminal to carry out calculations of the new
group key because it does not knows any secret
information except its own secret information.
Later, even though it receives other secret in-
formation during renewal process, it cannot gen—
erate an accurate group key because it does not
have a group key for the previous step.

5. CONCLUSION

The proposed method can prevent an illegal user
from transmitting key renewal information to ter—
minals by applying the Fiat-Shamir method. Illegal
terminals can be excluded by validating the users
with this method. Only authorized users may re~
ceive digital information. In addition, because se~
cret information needed for group key renewal is
also renewed simultaneously each time the group
key is renewed, terminal security can be guaran-
teed and illegal terminals can be prevented from
renewing accurate group secret key. So, it can
guarantee that an illegal terminal cannot renew an
accurate group key since it does not contain the
previous group key.

Comparing to the methods previously published,
even though the MA method, the SPW method and
the PL method did not assure the forward secrecy
and the backward secrecy requisite for mechanism
of group key, our method can solve these problems.
It also handles the conspiracy problem and au-
thentication service by applying the Fiat-Shamir
method. Therefore, it can strengthen security for

design of group key.
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