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ABSTRACT

As Internet fastly grows, network attack techniques are transformed and new attack types are appearing. The
existing network-based intrusion detection systems detect well known attack, but the false-positive or
false-negative against unknown attack is appearing high. In addition, The existing network-based intrusion detection
systems is difficult to real time detection against a large network pack data in the network and to response and
recognition against new attack type. Therefore, it requires method to heighten the detection rate about a various
large dataset and to reduce the false—positive.

In this paper, we propose method to reduce the false-positive using multi-level detection algorithm that is
combine the multidimensional Apriori algorithm and the modified Negative Selection algorithm. And we apply this
algorithm in intrusion detection and, to be sure, it has a good performance.
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Ck = multi apriorig gen(Lk-1, Fk, ¢
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Input : K(K-detector-set),
M(Memory-detector-set),
B(B-detector-set), T(T-detector-set),
I(l-level output), dt (Detection
Threshold),
1t (Life time threshold)
output : detect, N(Normal-data)
begin
dc = 0; // dc (B-detector's
detection count)
L =0; // L (B-detector's Life time)
M=null
while (I) {
if (I==K)
return detect=true;
else if (M && I==M && I==T)

return detect=true;
else if (I==T && I==B)
dc++;
If (dt<=dc) M=M+B
//Memory-detector generate
return detect=true;
else
L++;
if (lt<=L) B--//B-detector remove
return detect=false, N;

end

AR TF A ol 9 F1ee T A
74 sloe) Aoz vEslas 4 sse
W ool dlolelo] osl w2 EAel $Hol
F5tel, ol WA dmEEeE del AHeH T 9l
£ NSA 23elzd 0E 9AAE 443 539
NSA 27el2e 4 eA% A A5do 2y
W vEga W46l ¥R UsE 4 9

=l A Al o A9l daelE
< A WA HdelA ooz wgAE Ag F RA
Aol 2] thA] R o]t of #-5 "l et
wgt, 9y Axde] ket 7]Ee de dA
717 mopal A dolHE AMgsle ] TS
AR, oldl A o FAVIE QTN F
Moz wilshs FAUAe] AT TEHL HAsL
oyt Wb 2 =felxde 4" AR AL

gl e REAed ZYE RS sty
ol &dA7] AL A&A oz AAFeRH, FH
A7} 7hsste.

71&9 NSA dmgZ&dAes TAd o3 53
Ad 71He H4sle] ¢ "X Apkg ARgsied
uksle] B EFoAe 1y AAwe TAZ BAe
t}E de] WSS A83 o EXAE AT
o284 ©€AEE FolmAl don e HelA
NSAYzET o 4 o)t ©@x] dueZ9
Ay P75 F3ke] o] & AF¥ch

V. AlZ0|M
1. &8 oy A

HELZ 7H o) &AE H5te £ =RolAe
KDD-99 Cup data set % correct H°|EE
AHgsteict, A4 ZavldE A 9)Ete £ o
o]8] 311,029 & AHA dlolg] 3,500/ HE
s, TREEZHRE FHIct oF Apriori al-
gorithmed] #Ha& A=} HA AFEE 7z}
5%, 50%E ARz 271 A4 #4E& 1570 A4
sledch. AA zZEslele] 2z A~Ed] Zeol: 21bit,
B-gAzpele wfA) z2kdg $3shy] A% ) 274
< ~EZQ] 7t o A WA AAE At o
E5- Ale]lz 5 o EAtRZS Attt =g o8
24 NS AH43r] A% K-2AA 344"
28 w4 Z2aldg AAgsta, o] v ==
Hd 2 Z2EF Egle] TCP & 77 HajA
20719 siRe AAslIgeh. ol HX|e AMSEHE
292218 A5, B-8Az= A7l 2749 HA2E
Alg7] ¢ gA Aol g RS Ale]2E 2] %
Zha} Zre bR 3Asle] AAsglen, T-"Ax:
A=$ Alo)2E vlokslA] WEAA A s

2. 45 ¥k

ol &7 Alxdle F2 A% =t He @AE

3 A ofest el Agste] g + U@,

. TP
Detection rate = TP EN
FP
False alarm rate—w



fEEARBEEREE (2006 12) 119

#19] AelA] TP(true positive)& olA&HE-&
o]Ao2 <qlAg ¢ TN(true negative)®
AAE-E AR JAYR A$ FP(false
positive)w AAYFEE ooz AAF He,
FN(false negative)& o4 &5& AFo=2 <l
A%t 395 ovigie,

& =AM AT o)Ak ¥R dae|ES ikt
HSetrlel g et getrlee] gl wet ol &
28] Ayt WA wglr] w el 2z glejelE
9 & wEsld AYE sPsigdoen, @x&H
Fetx] o] A9E ROC AXE viepir),

3. & #xt

AL 34 37AE ] eesigies, A A
Ae T-FA7H] A= Ao]zs} gA)2te] 5 W
SAA AgHeldE eRs, 7 HAE HEAH
Q"G Aa" F) o)} @A dueFel NSA
G FE ALY Aot £ =i AL g%
A w7 dwme]EFe A4 A2 o] Fst
der, A HAle & =AM AU F dxElF
< 47 4% At vaste] sy Aee
Brystaat sl 2k AEAAL 103 ek
Fysigleny, 7+ st FEge At

HE 1. T-EXX 2AZ| w2 EHXE i

T-2A2Fe] =g Alo]Z(t_w)E 6, 8, 12&
WwAst, 7+ Aol &AA¢] +(Nt)E 30, 502
2 WAzl daeEs $3 3 9xg7 5|
& vusiye). RS T-22Ae 9= A}
o|Z7} E4E 4, T-9AAY F7} 242 F
7 Btk =g, 9A§L T-2AA] A=
Ape)27} FE Z7h, T-9AAY] 97t 9E&E
Z713H8 Rl

(£ 4) T-2X|X} 2AAZtol e &X|E v|d

tw Nt Detection Rate | False Alarm rate
30 87.12 2296
6 50 89.45 24.12
30 92.16 17.25
B 50 94.75 19.57
30 96.25 11.78
12 50 97.12 1237

A8 2. NSAQ} C}E Bl BiX| ¢u2|& Hiw

NSA9 #$ o5 A4 &= dza&dA 34
dhe T-"AIALY 2 Zol9] Y& $- Alo|=E Ze
G gxapekE s o)A "RE FPsigle
o, o] A% A1 AYAA 1A JE YA &
€ 32Q T-¥X719] QE$ Alelz 12, ¥X|AHY
+ 3002 AdAsic).

5

Detection Rate
o o o
s o

o o
n W

= = =NSA chE 2 x|

e

o

0 01 02 03 04 05 06 07 08 09 1
False Alarm Rate

(28 8) NSA% clE 2l &HX| 23a|E H|uw

A 3. T e EX|t CFES efdl BiX| |

o2kl Apriori ¢xE|EF £4¥ NSAE 7
7t Agsle o)Ak HAE L Ao F g
Zo] A¢d oF #d EXE AT ALY oy
U2 5 nwsly] g Aoz wdHWedA AME
He gelrlee gEddeda Aess Felr|g e
e FU3A AA s ARSI

1

/’/"‘_-—-‘
09 //..-'
d"

08

:
|
|

07

=4
o

o
w

=1
EN

Detection Rate

o
w

= = = «C}XI Apriori

[=]
N

— - -=E NSA

o

— —C}Z Y Ex|

=]

0 01 02 03 04 05 06 07 08 09 1
False Alarm Rate

(28 9) chelad JDaIEN okE 8l BX| ¥ue|E bl



120 HgA ZAEE A% NsA JIve) ©F A ol 3 9

v. &

ru

B =EdAMe vENZ siulelA] kA FHa
3 2 Aq] #A FHE A7) sk gAY
Apriori ¢xelEd $4€9 ¥ A4 dxyE
(NSA, Negative Selection Algorithm)£
A% o 4l ol g4 dmEEE AHekska)

718 A 3 7IH2 54 AAHY dolEHe]
2 A AAE Aoz FAS AR eEy, A
T3 B AAH o] Fe] MAs: VEHZ AR
dalde A dider w8 & §r] dEed
EQad} 2L 54 A A A FH AL
2P} ol¥the EAAE Zeth # =dAe o
A AR 73 vteld Jyd EgA s15E A4
ated QA 32 BAF A ol Fell o4 Al HA
A A dolelrt A o)F FEH A% 3
DBel A2 ElAd o2 HAAA, Juo]E
e 3 doleld il W E viadsle] A} __g
s}do} bz o7 AAlg o2y Az YEYS Hlo]
elol] djgh w2 Aol 7153}t

=3 4% NSA dae]Ee o4& A3 &
Aste BAAE 7)Y BAAE WEste | ohgel 7
2 ol 9t HAENE o o WE2a, FEHe
2 O$¥ £ Sivke AAE 2oy, ©¥x] gHol ¥
AX & "AAE GAA Al AAsz, A"
Ay Z2adde A A2 HAAE ALHoR
AT 2ZH MFA B UENZ AR E
& A g2t 8 5 ol

thdgt gjetulele] A whEE AY AAS
o], 7)Eel AMSEE 9d HY dmE|Ed Hlsl'
of, AAg o5 dd gA] daEge] AEAE 3
2% 4 9leS Hard aeig, AE Ao ]3]
Ak o]} ¥R Azwle zpzbel ©x|zlel| oiFt
A E jlr"/l'ulﬁigl ol 22 d¥ge wes o
g ok wEb 3 gt gl dlolelTel ¥
AY o ooyl A AAC wE AYE AS
Ao g 33l duelES Al g4 Az
Folx, &gAelx AlFAE o HA7F o]Fe
A & 9 =E 3o} & Fe|r}

A Ak daeEe gA AE Fo)] HFT
ks A Fol 9len, AR A Hael i
Helg& +3% F A3 Alagel oHEE AL
717] $13 welkel] A8 A7t glct.

it
MO
[

i

(1) P. Tadeusz, T. Axel,
and machine learning-Towards re-

“Data mining

ducing false positives in intrusion
detection”, Article Information Se-
curity Technical Report, Volume
10, Issue 3, pp. 169-183, 2005.

(2) D. Dasgupta, S. Yu and Majumdar,
N., "MILA Multilevel Immune Lear-
ning Algorithm,” GECCO 2003,
LNCS 2723, pp.183-194, 2003.

(3] D. Dasgupta and S. Forrest, "An
Anomaly Detection Algorithm In-
spired by the Immune System’,
Artificial Systems and
Their Applications 1st edition Part
III, Springer, pp.262-275, Dec. 1998.

(4] J. Han, M. Kamber, Data Mining

Morgan

Immune

Concepts and Techniques.
Kaufmann publishers, 2001.

(5) R. Goldsby, T. Kindt, and Osborne,
B., Kuby Immunology, 4th Edition,
W.H. Freeman & Company, Jan.
2000.

(6) de Castro. L. N. and Von Zuben, F.
J, "Artificial Immune Systems: Part
1 Basic Theory and Applications,”
Technical Report RT DCA 01/99,
1999.

(7] S. Forrest, Perelson, A., Lawrence
Allen, and Rajesh Cherukuri,
"Self-Nonself Discrimination in a
Computer”, In IEEE Symposium on
Research in Security and Privacy.
pp.202-212, May 1994.

(8] KDD CUP 1999 DATA, http://kdd.ics.
uci.edu/databases/kddcup99/kddcup
99 html.

(9] F. Gonzalez and D. Dasgupta,
"Anomaly detection using real-valu-
ed negative selection”., In special
issue of the Journal of Genetic
Programming and Evolvable Mach



R R SR EE (2006. 12)

121

ines, Vol. 4, Issue 4, pp 383-403,
Dec. 2003.

posium on Security and Privacy,
1999.

(10) DARPA Intrusion Detection Eval- (13) S. A. Hofmeyr, “An Immunological
uation, MIT Lincoln Laboratory, Model of Distributed Detection
http://www.ll.mit.edu/IST/ideval. and Its Application to Computer

(11) D. Chowdhury, "Immune Network: Security”, PhD Thesis, Dept of
An Example of Complex Adaptive Computer Science, University of
Systems”, Artificial Immune Sys- New Mexico, May 1999.
tems and Their Applications, 1st (14) Jianxiong Luo and Susan M.
edition, Part II, Springer, pp.89- Bridges, "Mining Fuzzy Associa-
114, Dec. 1998. tion Rules and Fuzzy Frequency

(12) Wenke Lee, Salvatore J. Stolfo, Episodes for Intrusion Detection”,
Kui W. Mok, "A Data Mining International Journal of Intelli-
Framework for Building Intrusion gent Systems, Vol. 15, No. 8,
Detection Models”, IEEE Sym pp.687-704, 2000.

(BERBM)

21 ¥ A (Mi-Sun Kim) 33149
19969 29 BEANSGa AFE TS} 29

20004 249 SEANGZ AFETRE A

20029 39~ BEUTI AFE 2} walA
AR AFEFY, EATRE HIYE

it A $ (Kyung-Woo Park)

198611 29: Azt AxbsATS £

19834 29 st AabeA R Hat

19949 29 Adigta s AE At

19054 3Y~A: BX D AR FFEHTHAT A5
<BAROE> AFEl T, B4 Alaw], Alad AZEYe] AR B

A A & (Jae-Hyun Seo) 41314

1931 99: Ao sha AEA A 24

1988+ 24: Fodrh st AalAA S HAt

198813 39 ~1996 64 St AP

199611 84 Aol st AALEA s it

199641 9 ~ Al Hxcsta YR Py AREIAT Fas
AR ARES, Axd R VBN IRS, HHE YEY=2




