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ABSTRACT

Internet mail has become a common communication method to send and receive an amount of data due to the
tremendous high speed Internet service increment. But in other respect, the risk and damage of Junk mail is growing
rapidly and nowadays Junk mail delivery problem is becoming more serious, because this is used for an attack or
propagation scheme of malicious code. It's a most dangerous dominant cause for computer system accident. This
paper shows the Junk mail characteristic which is based on the analysis of mail log in reality and then shows the
implementation of the FQDN (Fully Qualified Domain Name) check and personalized classification system and
evaluates its performance.
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#Define Policy to receive e-mail from ns.eukorall.co.kr (Antivirus wall)
iptables -A INPUT -s $VIRUSW -d $EGATE -i eth] -p tcp --dport 25 -j ACCEPT
iptables -A OUTPUT -s $EGATE -d $VIRUSW -0 eth! -p tcp --sport 25 -j ACCEPT

# Define Policy to receive and send with Lotus Notes
iptables -A OUTPUT -s $EGINT -d $LOTUS -0 ethD -p tcp --dport 25 -j ACCEPT
iptables -AINPUT -s $LOTUS ~d $EG_INT - eth0 -p tcp --sport 25 -j ACCEPT

iptables -A INPUT -5 $LOTUS ~d $EG_INT -i ethQ -p tcp --dport 25 - ACCEPT
iptables -A QUTPUT -s $EG_INT -d $LOTUS -o eth0 -p tcp --sport 25 -j ACCEPT

# Policy to send e-mail to anybody 1o Internet (From Lotus Notes)
iptables -A OUTPUT -s $EGATE -0 eth! -p tcp --dport 25 -j ACCEPT
iptables -A INPUT -d $EGATE -j eth! -p tcp --sport 25 - ACCEPT
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