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New Mobile Terminated Protocol for User Privacy Protection in Mobile Communication
Environments

Soon-seok Kim*

2 oiP= SIEDEIIC S5 7|%017L(R01-2005-000-10568-0) X[HOE 3=,

Q ok

ol 55 &7 7 Bse ZatolwA] ZHol A Ruld o] &xE o] A X9} AH & g EAE 23}
7] $13} Kesdogan% Pfitzmann(1,2,3]> TP(Temporary Pseudonym)et= 9 Al 9% otolt) & 01%6& HHES Aol
ded, 2% e | MEAZ AT 59 55HY tZ%-‘é—iTEi 2uld o] EAES HIT F AR
O AAE WEE AGE bt gtk a2y 27t 7] Ed AU Z2EFLE o] F ALEA} EEDW el $x)&
A4ahe 71A 8 Aot B =R AME o] F Bt 836l o)F A}%x}ﬂ FTE=9A HelA AR Y= W E
Q1o g o] 5 e Aol AHEALY o)A RET F Qe B o)F A3 L2 EFS A3t 17
bR o) el B4 51} 3o}

ABSTRACT

In related to mobile communication environment, Kesdogan and Pfitzmann{1,2,3] proposed solutions using temporary pseudonym
identification, called TP(Temporary Pseudonym) to solve the problems concerning current locations of mobile users and exposure of their
movements in the privacy aspect. After that, We proposed more improved method protecting mobile users from active attacks of network
providers in [4]. But it is the case that mobile users are located in only home domain. As a more extended method, we propose new mobile
terminated protocol protecting user privacy in case of moving from the home domain to the remote domain and analyze its security.
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Fig. 1. Mobile terminated protocol model from home
domain to remote domain
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Fig. 3. The proposed mobile terminated protocol
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