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for Embedded Processors

Daesung I\/Ioon*, Yongwha Chungﬂ, Sung-Bum Panw, Kiyoung I\/Ioonﬁﬁ, Juman Kim™™"

ABSTRACT

Biometric-based authentication can provide strong security guarantee about the identity of users.
However, security of biometric data is particularly important as the compromise of the data will be
permanent. In this paper, we propose a secure and efficient protocol to transmit fingerprin: images from
a fingerprint sensor to a client by exploiting characteristics of fingerprint images. Because the fingerprint
sensor is computationally limited, however, such encryption algorithm may not be applied to the full finger—
print images in real-time. To reduce the computational workload on the resource-constrained sensor, we
apply the encryption algorithm to a specific bitplane of each pixel of the fingerprint image. We use the
LSB as specific bitplane instead of MSB used to encrypt general multimedia contents because simple attacks
can reveal the fingerprint ridge information even from the MSB-based encryption. Based on the ex-
perimental results, our proposed algorithm can reduce the execution time of the full encryption by a factor
of six and guarantee both the integrity and the confidentiality without any leakage of the ridge information.

Key words: Fingerprint Recognition(*]#<14]), Fingerprint Protection(A &4 B 8 &) Selective
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