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Abstract

Regarding a spam attack and the interception that a spinoff is largest among weakness
of VoIP service at these papers study. Write scenario of a spam attack regarding VoIP service,
and execute Call spam, Instant Messaging spam, Presence spam attack. A spam attack is
succeeded in laboratories, and prove, and confirm damage fact of a user in proposals of a
spam interception way of VoIP service, 1) INVITE Request Flood Attack 2) Black/White list,
3) Traceback, 4) Black Hole-Sink Hole, 5) Content Filtering, 6) Consent based Communication,
7) Call act pattern investigation, 8) Reputation System Propose, and prove. Test each
interception plan proposed in VoIP networks, and confirm security level of a spam
interception. Information protection of VoIP service is enlarged at WiBro, BcN, and to realize
Ubiquitous Security through result of research of this paper contribute, and may make.
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