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Abstract

We propose two phase filtering scheme to develop an efficient mechanism for XML databases
to control query-based access. An access control environment for XML documents and some
techniques to deal with fine-grained authorization priorities and conflict resolution issues are
proposed. Despite this, relatively little work has been done to enforce access controls
particularly for XML databases in the case of query-based access. The basic idea utilized is that
a user query interaction with only necessary access control rules is modified to an alternative
form through a query optimization technique, which is guaranteed to have no access violations
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using tree-aware metadata of XML schemas. The scheme can be applied to any XML database

management system and has several advantages such as small execution time overhead,

fine-grained controls, and safe and correct query modification. The experimental results clearly

demonstrate the efficiency of the approach.

» Keyword : XML HIO|E{H|0|A(XML database),
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<IELEMENT site
<IELEMENT regions
<|ELEMENT
</ELEMENT america
<!ELEMENT item
<IATTLIST item

(Gregions, people, open_suctions, closed_auctions)>
(asia, america)>

Gtom*>

Gtem™>

Qocation, quantity, name, payment, description)>
id 1D #REQUIRED

featured CDATA MIMPLIED>

(MPCDATAY

(MPCDATAY>

(MPCDATAY>

(YPCDATA)>

<tELEMENT location
<IELEMENT guentity
<IELEMENT name

<!ELEMENT payment
<{ELEMENT description Cexty>

<ELEMENT text WPCDATAY

<IELEMENT peopls (person >

<IELEMENT person (name, emailaddress, phone?, creditcard?)>
<IATTLIST pesson id 1D #REQUIRED>

<IELEMENT emailaddsr (4PCDATA)>

<IELEMENT pho: (HPCDATAY>

<IELEMENT cre. HPCDATA)>

<IELEMENT ope: (open_suction™)>

<IELEMENT ope: (curreny, seller, annotation, quantity)>

<IATTLIST open,
<'ELEMENT

id1D #REQUIRED>
(#PCDATA)>

<ELEMENT EMPT ¥>

<IATTLIST s person IDREF #REQUIRED>
<'ELEMENT ennotatian (author, description?)>

<'ELEMENT author EMPTY>

<IATTLIST suthor person IDREF #REQUIRED>
<IELEMENT closed_auctions (clossd_auction®y>

<IELEMENT closed_auction (seller, buyes, itemeef, price, quantity)>
<IELEMENT buyer EMPTY>

<IATTLIST buyer person IDREF #REQUIRED>
<IELEMENT itemzef EMPTY>

<IATTLIST itemref
<IELEMENT price

item IDREF 4REQUIRED>
(#PCDATA)>

(a)



FHGE XML H2A oM &2

49 A4 7% 131

0.5
sde
e
QB e . .
oo @1 - ~
I peaple
N open_austions closed_auctions
@9 [GX) |
a1 america %) 42.48)
4 serson closed_aucton
\
\ A, 7N
| ~7 1 N
[ of 4 I\ W s ), .
> N \ 4/ FEAY . seller  buyer stemref 8,47
P \t\ Y @ (;5\:2, , (z 2 8.2% q J \\ quantity
NN \ \
AR © @2 gho redtead R S e
0,5 destaption § erailaddress @3 @person @person @uen @45
Io:amnr ;’;’"‘ papment r \\ open_auction price
ity aLe
quantity oy 0308 a, Z")/v//‘x \\
iten e ~
: @, .
’ G5 5351y (1511& @5,
carrent seller mn%tahon quanllly
@.n it
/] b N desurption A
@ff;furleli goay | 20 T i
19,15 @ mﬁ’ / \
boestony; 3% payment (2,16 P \
quantity text 96,30 (8,35
B»Tr demen
o O
Fpsn
Teghame | PRE | SE | LEVEL [ PoST | PAREHT Tegame FRE | SUE | LEVEL | POST | PARGNT
st [o J= Jo E) gesons |® |0 |1 |®  we
IR 4 0 ] n ste open_suchon n w H ® open_guctions:
asia 2 ) 2 ) regons @d El 2 3 28 ‘open_guction
tem 3 L) 3 8 ava cuert - [ 3 k.l ‘open_suction
@t 4 0o |4 0 n ster EE 3 El open_suttion
@eddures s ° 4 1 tem @person H ) 4 0 seder
location & 0 4 2 tem ‘annolation k3 4 3 ¥ open_guceon
quantty 7 2 ¢ 3 dem author ® 1 4 B annottion
nome 13 L] 4 4 tem @person Ed 0 § n author
payment ) 0 4 5 m desaipbon » 1 4 3% snncishon
desaigtion 10 1 + 7 iem text " 0 5 U desarigtion
text n 0 § 13 desaipon quantty 0 0 3 7 open_suction
closed_auctons | 4t 9 1 43 st
(500 2 13 1 a she closed_auwcon 42 9 2 @ closed_auchions.
person n § 2 % peogie. seler o 1 3 “® closed_auction
&1 2 o |3 2 person @erstn o |o 4 0 stter
name % 0 3 2 persen Turyer 45 1 3 4 closed_echon
ensiniress |26 |0 |3 B | persn [ R
ohone x |o [3 % |persm qurtty IENDE 47| closed acton
- ENTEE % | e

(©)

78] 1: (a) auction.dtd, (b) auction.dtd®| PRE/POST
T, (¢) PRE/POST 7x2f ZAIY XZH Self
Fig 1: (a) auction.dtd (b) DTD PRE/POST Structure
of (a), (¢) Relational Storage of (b)

Iv. 2etA ZHEE 7|

A ele] ZAE AMgA FolE MEsly] KA
Jo3 HIAo WAk FE3ln, AT Al
Ao <k AoE Azpgehs Aelok 4 e
el ZAAs] el Mol Abgat "ol HTAjol
oA 25 Fud s AEsict

2¢HA
i
=

®5) fsiteiregions/Hitemipaymeat
R6) fstelpeoplefpersonferedutcard
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(1) fteiregionstem{location="LA")

(R2) fitelpeopleipersonname = “chang”}

(83) fsutelopen_auctionslopen_auction

(R4): /fopen_auction|quantity iseller

(a)

wle | path Pee Post | P_hak
R1 {sitei/re grons/*/item 3,13 8,18 Pl
[R2 | tsnclpeopteiperson 23 26 P2
R3 | fsuefopen_auctionslopen_auction | 30 38
BA | flapen_auction{ouantity Yeeller ES) B 3
wle | path | Pre Post | P_tmk
®5 | fonstregions/emipayment 595 | 5.5
R6 | /stelpeopleipersonforeditoard 28 25
R7 | /stte/*lopen,_ auction[@id>50)seller[@person="chang”] 33 31 2]

PREDICATES-hase

Pad | Parent-PRE | property | operator | value
» 313 location - LA
P2 23 rame = chang
3 B quantity

e 33 @person - chang

(b)

T8 2! (a) S/ Mool 74 o (b) T2
o] &l chst Hjo[EfHio]A
Fig 2: (a) Sample positive/negative ACRs (b) Sample
ACR and PREDICATES databases
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ARgAl Aol QLo the) 97 24 :Z phoned &
@t 2¥ ¥, QAE PRE/POST TZEREH E3
%= phonedl i3t (PRE, POST) %< (27, 24)&
ded, X3 QlY ZHUIE HEE derth FHeld
wgl (PRE, POST) %42 3ol € = it

Abgat Aozt et Zoka 7 EkaL

/site/regions/america/item
3, PPSE B3 (3, 8)F (13,
18)2 dA "}k 2ok america == A ™ =R

53 ==F itemo|



132 BE 2 FEFREE H3EE(2006. 11)
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g} Folok(Hop @t a¥ 3& ofd g Ll
&g BojEr}

Input: a user query
Output: suitable (PRE, POST) values of target node of the query
BEGIN
for each (Prys, Pom) value of the target node of the query
{
for (Praep, Posep) value of each node of the query
i if ({(Pryep < Pry and Poge, > Poy))
break;
suitable (PRE, POST) set “— (Prw, Pom)
4
END

12| 3. Prune-TNs 1215
Fig 3. The Prune-TNs Algorithm
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| Output: suitable ACRs’

w
| BEGIN |
: for each rule R1 in ACRs i
t if (Prq - Pra and Pog  Pow) or |
f (Prq Pra1 and Poq  Powi)) i
i ACRs’ « RI |
! END |

(b)

38 4. (a) HZAO] ol TSt PRE/POST oA
Mol ojo| (b) & Ee ¢RIE
Fig 4: (a) Semantics of PRE/POST Plane of
Positive ACRs (b) The Rule Filter Algorithm
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Q2: //open_auction(@id{100)

Aol Q2¢) Ex wt open auctiond (PRE,
POST) 3k (30, 38)° tidt 344 FIAo 74 R4
(33,313 #3A F2Alo] 74 R7 (33, 31)o] &
H1 o] HAd] 2-sla, PPSel g8l B w=&
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348 A9 Q2
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HRA 2e] Q2"
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