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Abstract

In this paper, we suggest latice based role graph security management model which changes security level in mandatory
access control model as well as constraint and role hierarchy systematicdlly in role base access control model. In this model, we
solved privilege abuse of senior role that is role graph modet's problem, and when produce conflict between privileges, we can
keep Integrity of information by resefing grade of subject through constraint. Also, we offer strong security function by doing fo be
controlled by subject’s security level as well os privilege inherttance by role hierarchy. Finally, we present the role graph algorithms
with logic to disallow roles that contain conflicting privileges.
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PrivilegeAddition(y; /*A3F71aTelE/
PrivilegeDeletion(); /*#3HA|g¢xe|E/
ENDIF
ENDIF
END

FE 938 715Ho] HAH, HAYAEE A9
& quel WAATe] BRFEIY TPIE
A$ Azsolof Bk

A&571gae]E RoleAddition®RG,  xn,
xSeniors, xJuniors, P-Conflicts)

Input : RG = < xR, = > [*5H5 x5 Z& 4
oy

xn : F7HE N2 G2 (mame, rpset) O.E
T3, x2 555 9

xSeniors : n9] 4¢ 2%

xJuniors : n®] 349 9

P-Conflicts : g+ 5=9] g

output : ME2E o] FrlE ¥z
AgaH= 54 74

method:

Var xr, xt, Xrj, Xr : 10le;

Begin

xR : xR U {xn}; RGOl A2E =57} 7B

For all xt; € xSeniors DO add the edge xn
— X1
For all xr; &€ xJuniors DO add the edge xi

— X,

If RG has cycles then abort;

For all xr;, x;; € xR Do

If 2B 3zn) = AAHIHxr) then abort;

For every role xr € {xn} U xR - MaxRole Do

If AR B 8Kxr) € P-Conflicts then abort;
end.

VA FuZY JHFe Pzl
N4 48 aeln ARFEAYeE T
GuaAzIA AAE 4o VYT IAGY
3} FAGTS 2u HALYNA PGB 7}
£ A 4480 290 4AY dFIH 4
A8z Tk A A9 HAY 9T
2 oE dAE A2 AAT ATHFAN 4
AY 9L AAD.

3= olE Hwats) (72 53)
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Ax7|eh g2 = Hot

A& ¢uEFE
P-Conflicts)
Input : RG = < xR, — > *Agag Ty
xn : AHAE 9
P-Conflicts : A3 =9 A
Output : ¥ xno] AAE dTazz 4
gz 4L /4
Method :
Var xS, xJ : 9 gk
xx, X 0 H;
xS : FindImmediateSeniors(RG, xn); /[*2FA1&
A& AHE 4 HEy
xJ : FindimmediateJuniors(RG, xn); /*2HA1& <
&o] Q1 sy ATy
For all xi; € xJ Do
For all xr, € xS Do
add edge xr; — x1g;
For all xr; € xS Do

remove edge Xn — Xt

RoleDeletion(RG, xn,

For all xr; € xJ Do
remove edge xfj — xn;
remove xn from xR;

W57 s dgadgs, Aol 71
Hojd 9, 9%} o]l F7iHol2 AZ, 2gu
STl dg@ez Follth Az F71
g Ago] 71Ee) % noll EASH 712 2
87} gler] a8A ¥upd APAYS 4AUd
of F7Hth 23y Fr1Eo)1 @zt AL
ojgs AU FFTEIYPA XFE A
#2500

U714 18l : PrivilegeAddition(RG, xn, p,
P-Conflicts)

Input : RG = < xR, = > A eIy

xm : @] FriEold AT

p: 9 x| FriEo]d A

If p € AAATxn) FAZ F71E T
29 9 xnol EA514H

4] 7]

then return;

else

A8 = AHFFm) U {ph;
AA A xn) = AAARHxm) U {p);

If RG has any cycles then abort;
For every role xr € {xn} U xR - MaxRole Do
If AAA3Kxr) € P-Conflicts then abort;

SLSLERR ELE
4 nORRE AhA|Hof
12E Aoz PHEY B
44 AT EAI B
ohal JJr%in“P a34 goe JHABAY
AAAGAGNA AAs oo} gk

dtA G E

p,P-Contlicts)

Input : RG = < xR, — > xS ITH
xn : AHA|EE ARE E3hEle 9
p: 9% no2RE A=A A

P-Conflicts : @3+ 252 A

PrivilegeDeletion(RG, xn,

If p &€ ZAHALxn) then retumn; HANE F7}
2 Agto] 71E9] 98 xnol EA3HA
else
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ZAXp|dt HdEtgal= Hot na| 2

AR - APYL - (pl;
A AgHxn) = AAAE - {p};
For all xr € xR Do
If AAHEHxr) = 2A)B3Hxn) then abort;
end

3.4 HlwrEN

B =7 A3 2dL 7jEe] g
pdn vws] g3 22 7FES ATt

A, 7128 SR THZNA Max_Roled] HS-
3191e] BE HIE Ao mg Q3 Y 9
o] g ATES FIY = dok ol T
Max_RoleS F33h= AHEAZ} R9stA AgHS
St A o5 A + v ARVt
A A drh B =FdAME olE FA|9 AA|
9] 559 dgAFTFR uet JE¢ASE =3
BOo2A o]E AT £ St

R, 7189 ¥z @3t 2Eo]
AT 73S A FEREY ATE FYd =
I Max_RoleS A9J3t ojwjet H¥= FFH+=
IS AN 1R F U=E Az itk
SIATE o]33E ' A WAL A4 HlFolE
) vE gAsta Aol aeE2 A% 4
PA FEO] BAF= ZAF 7IE HglA ZATL
He A3 5324L 53 28 4 Aok

AR, e A8 FIFARLDNN H2A
3to] FSo] AIMFE By ohlel ARERIY R
orglo] oJai BAFEE oA T 9
§ 9TEe SH% FAL AAe) BAEAe)
02} S FATeZA FsE Heles Al
T3k

4. 2 &

ARANEFS F7HE Usted HlojE o) 29
TR} 7k olo] WE ARRAPE AR He

o] 87 T3 A olE2HE BEE
28402 HF 9 FY3}r] 93 Bo] B
Al 8471 U old whe} 37} ¥ AR}
U FHjuke] el 28 5 JA=E FAS=
A2EA 7ol Al2"l Belaht 2o A
A A FAED S ARt

B =79 548 A3 595 A= ARA
7} dolEulo) e HET o) £33 A5 #
E3} W7Ao] o]FA x| PO 1 ARER A
&7t dlojEujo| A8 AHHO R AT 9]
TE sk gioh oleg E3s 2498 93
A HAEFASS 987 A 2HZE
o] &3] doJeje] FAT} HIFS FAFHA &
gg 8oz AU AT F v Het
248 AAEIAE 71y FEaHZAA A
| = MaxRole®] A5 &t 9] EE o
Aagtou g A, Bt £E4E 71A]1l A2
< AR YA FAAMC AV 24T

Ak mEbA] AR 2 A siRA HEY
AL FA87] Yaie Agzdel 93 =}
o] Hoo] Mexoz R|gtslojof s} w3
dghyel B3I FEo] AT BF FRY
7HAE AAEA oA dEE HIEAE
AFst7] el Gl o3 YF-Ee S F
At A e BHEAY wel HATHEE 2HT
o2 FEEAS ddsln EhE A3 F
Act.

AR FAwol #e] HRE o]&3= AR
o] FHoZ WHlshe Y vESHZ 373
A TS AIEA AAE 09 A9 o
77 gesiviy B oo, B =ES 4830 R
9] o)1 FAAHE FA B8] 9% A
TEA A5 AzdBAd A7l 7HsteE
2ok

2

do Ha ¥ ox o

ol

= QlEW HESE| (72 55)
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