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Abstract

IEEE 802.11i standard specifies full authentication and preauthentication for secure handoff in &02.11 wireless LAN

(WLAN). However, the full authentication is too slow to provide seamless services for handoff users, and preauthentication
may fail in highly populated WLAN where it is highly probable that the cache entry of a preauthenticated user is evicted
by other users before handoff. In this paper, we propose a fast and secure handoff scheme by reducing authentication and
key management delay in the handoff process. When a user handoffs, security context established between the user and
the previous access point (AP) is forwarded from the previous AP to the current AP, and the session key is reused
before the handoff session terminates. The freshness of session key is maintained by regenerating session keys after
handoff session is terminated. The proposed scheme can achieve considerable reduction in handoff delay with providing the
same security level as 802.1X authentication by letting an AP authenticate a handoff user before making an robust
security network association (RSNA) with it.
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228 1. Full Authentication®t 4-way handshake & X,
Fig. 1. Full authentication and 4-way handshake
procedure.
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[ MAC Management Frame Format |

Frame . Seq. Frame
Durati DA SA BSSID FCS
Control on SSD ) control | Body
Order | Information Description
1 Capability Info. Capability Information
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2 MIC Message integrity check (MIC) over entire reassociation request message.
One of the previous PTK is used to digitally sign the message (16bytes)
[ Extended Reassociation Request Frame Body ]
Bit | Information Description
B FSH 1: Request fast and secun: }.mndoff
0: otherwise
[ MAC Capability Information Field }
a3 3 3= MAC management =&l

Fig. 3. Extended MAC management frame.
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