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Abstract

Whereas conveniences deriving from the development of information and telecommunication technology
increase, information outflow and illegal data use are also rapidly on the rise. Consequently, many studies
to prevent illegal information outflow are currently under way, and the use of Smart Card is in steep jump.
Recently, Java Card is diffused fast as an alternative to complement the technical problems of the Smart
Card. This paper designed and Implementation the system for multi-users authentication and file access
control by user through designing a Java Card applet that is used for information protection and in
various application fields. For allowing a file access competence, each user's file access competence is
processed via drawing up the access condition table in the applet. Therefore, illegal correction, exposure and
destruction of information, which become the concerns when multi~users have an access, can be prevented.
In addition, its application becomes possible in the system requiring multi-users certifications.
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protected void cmdReadID(APDU apdu)
short user_index = 0;
byte[] buffer = apdu.getBuffer();
// User Check
if ( PIN1.isValidated()
if ( PIN2.isValidated()
if { PINS.isValidated()
if ( PINA.isvalidated()
// P1 = File Number
byte FileNo = buffer[ISO7816.0FFSET_P1];
// Calculate Access Condition Table Offset
short ACC_Offset = (short)( FileNo *
COUNT_USER );

user_index = 0;
user_index = 1;
user_index = 2;
user_index = 3;

— e e

// Auth Check
if((EF_ACC_TABLE[ (short)(ACC_Offset+user_index)]
= ACC_READONLY) &&
(EF_ACC_TABLE[(short){ACC_Offset+user_index)]
1= ACC_READWRITE) )
ISOException.throwlt(SW_PIN_VERIFICATION_REQUIR
ED); // Length Check (Le)
if (buffer[ISO7816.0FFSET_LC]
I= SIZE_ID_FILE )

ISOException.throwlt(ISO7816.SW_WRONG_LENGTH);

// Calculate ID_File Offset

short ID_Offset = (short)(FileNo *
SIZE_ID_FILE):

// Send Response Data

Util.arrayCopyNonAtomic(EF_ID,ID_Offset, buffer, (short
)0, SIZE_ID_FILE);
apdu.setOutgoingAndSend((short)0,

SIZE_ID_FILE);

}
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