KSIAM IT series Vol.10, No.1, 83-93, 2006

T el HIESIa ol xP| BT AlAH
(Rule-based network fault self-recovery system)

olZ]S-, FAR** AL
(Jaewook Lee, Seongjin Ahn, Jinwook Chung)

2 9

2 =EolMe fulAEs AR @204 T e YESD Fof B N2uE AGH
o o] A2gle fHAE A AFY AN MEAZH Folrl HAHRS |, A A&
o2 FE 222 £ & e Pl Be Alzdlolth A2l H4HE FHES Y
EHZ Aol 9oz EF5te AN 22)a & sRelMe UEHA Fof B Axw)
°f zk 3%l A o] ALHE AEYolE T3] T

Abstract

This paper introduces rule-based reasoning (RBR) based self-recovery system for
network fault in ubiquitous computing. This system is fault management system
for fault recovery of rule-based for self-recovery in ubiquitous computing
environment. We proposed rules of network fault recovery applied the system as a
distinguished reason of network fault. And, in this paper. the network fault
self-recovery system proved the rules that applied each situatpion through the
simulation.

1.M E

e FHIAEA AFE (ubiquitous computing) 71E°] Z4E wor Adx| o
gay Frgs ojd tidolE VEYAE AT + IA HEA EHdIe AP
EZaiAa ok (1) =3 fHlAE A AFY 8304 dAd 77158 B31E HFEE
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< A ERAE 53 Fau Azt wiet Wslsle A3 94sle] Q1zke) 9] glo)
AR 2 #Y/ErHE SAE 2t (2) dAE o YEHA #e 2 Fol &
9 g1, B3 ZAE AR7le Aajrl 39 AEI A A8 (Expert System)S 53 #
2ol 3ok (3) 2y ol2jdt W AP Alad 22 YESAY RE 3L 9
ettt lojA BAs e AR A o dPo] AFHY Sl §1t}.(3,5.6,7)

53] Al2"le] VEYRA 14 FololMe Fol FA dUAE HEs pHr|e v o
doh Alxdle HEYA 74 @4 Aol 2 Aol A 99lo] teksix|t Al Jeht
T Ao} 340l FLT A5t B dEolt). olE Eo AEle] HA Fevku A A
25le] JEYA 749 Fojgla dArIE oY, o3 Aole WEYI AA9 ¢
¥, A2 YEYA dEmelx Axe nA 3L UEHJIAE FAsL e VEHR
Bele o T 2L T3t Folg elo] EAE 4 gly] Wit (4)

meta] Al 2F9 UEHA 74 FoE Alad] AAA ddete AL B A7 o
o & % 32 R WEJAY 43S T AAE ExA wdsre o3& Eelth
oA oleigt Aofe] A1E FaEA #HE] M e JEHZY 4 FNE BT
7] 93 MEH A ZXHO] e g dolHEE ke BAE 3 o] s,

ol £ =FdAe P2 HAFE 71eS 53 AA oAUAE 7ed BE dojd
EE 1Y #7132 dEE 53t A2y AAFoR gofd 4 gle iF £ JdFE
A9 48E BF3] gebgozn FEg Aol Ayt opet AEHQ Ao ETE
A g AFetaa ok azln A4 ol B35 g8 23 EgE H&std Al
2H9 % Fe B3 ANE BFsted e AE @Fda .

tlo

2. HESZ Fof 57 w3

YEAZ o} 27 FHE Aohrh 2R 1 9L Ao} FohE BFE & Ye
54 9ES A7) A% 89 75 AT (Rule Sev)olth. oA FH 0 Fof ¥
7 mde AR A20E FEsEU oA b Pestn TR A€ B2 A8
ok If~then F49 7Hge 438 43 walNE $22e +9E 3l VTt E B
e 4% i@ ARE SN YLFE RBR J1we) A A2de B $5% 45
RolA g agA 7H shdel FrE FH0) 748 # e BY 728 Baw
g} o2 R FH9ES ARSG 52 PRele] FHEE olv] W Tsgon
1% Fal FH B4 4A @ & A A9h06.7.8)

2.1. SHX|0 ofst Zof et

EA Ao &gt Ao} AHFBDD: Fault by destination detection)olA] oo|HE 2t
o] ¥32 well-known ports} g o} S A o] AoA AL&dtE EEJ g HE AIRE
53 524 A T2 B3R AZgA oMol FEFHor FFstL A ofHH FAXA
Ayl JejA FHE 8AHZ do)AEV HHY Ha deA FPde Aol
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RS11 (Rule Set 11)

Rule 1101: IF Q1101 = fail THEN F1101

Rule 1102: IF Q1102 = fail THEN F1101

Rule 1103: IF Q1103 = fail THEN F1101

Rule 1104: IF Q1104 = fail THEN F1101

Rule 1105: IF Q1105 = fail THEN F1101

Rule 1106: IF F1101 THEN R21 ELSE R31

Rule 1107: IF Q1107 THEN RS31

F1101: The Destination has some problems  |Q1101: try to connect to the application
Q1102: try to connect to [echo (7)]
Q1103: try to connect to [discard (9)]
Q1104 try to connect to [daytime (13)]
Q1105: try to connect to [web (80)]
Q1107: No response from any host

RS119e E&A)o) tgt Fo & Fdsls Bl thE oojHdEe] FEo] Fgsjiria
UdE = 49 RS21& F3Tth RS2100M F3FA] Ao g7 e EAA| o 93 I
Elgolu A ohf, &8 Zzao] ooz EFHEY. 1Y thE dolHdESH
o] F¥o] 7% & AS, F YL 2 F BE JoJHAESRZRE $He] oA dve 4
S 1R 47 749 Aot UELD 873 Ao}, Aeisiolx 74 P2 Bu Y 7]
2 A7 FA FHelz Er1gte 3 & H et

RS21

Rule 2101: IF (Q2101 AND ~Q2102) THEN D2101
Rule 2102: IF (Q2101 AND Q2102 AND ~Q2103 AND ~Q2104 ) THEN D2102
Rule 2103: IF (Q2101 AND Q2102 AND Q2103 AND ~Q2104) THEN D2101

Rule 2104: IF (Q2101 AND Q2102 AND Q2103 AND Q2104) THEN D2103
D2101: Report "Check whether your|Q2101: Some agents can reach the destination

application is working normally or [P|port.

address is filtered out by the destination." |Q2102: All agents in the same network failed.
D2102: Report "network ID is filtered out|Q2103: Some of the agents in the other network
by the destination." can reach the destination port

D2103: Report "The application on the{Q2104: All agents failed

destination is down."
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2.2. 7|2 Hd 74 Fof

718 42 74 Aol AH(DCCFD: Default Connection Configuration Fault Detec-
tion)& Al2Ele] 7124 A4 4% JUS Adshs 2Eo|th Aol wh Al A|Ad] 3}
Ao FoAAE Bl RER VEYD 8§73 T84 [PFA, ABY nlad HE
E2E F4&, DNS F4 59 AR Folrt YA Adsic},

RS31

Rule 3101: IF Q3101 = different THEN F3101

Rule 3102: IF Q3102 = different THEN F3102

Rule 3103: IF Q3103 = different THEN F3103

Rule 3104: IF Q3104 = different THEN F3104

Rule 3105: IF Q3105 = no response THEN F3105

Rule 3106: IF F3101 OR F3102 OR F3103 OR F3105 THEN RS32

F3101: [P address setup|Q3101: check the state of IP address setup

failure (Comparing to IP address in other L-Agent and backup file)
F3102: Subnet mask setup|Q3102: check the state of subnet mask setup

failure (Comparing to subnet mask in other L-Agent)

F3103: Broadcast address/Q3103: check the state of broadcast setup

setup failure (Comparing to broadcast address in other L-Agent and one of]
F3104: Default gateway setup broadcasting ICMP router solicitation message.)

failure Q3104: check the default gateway address.

F3105: Interior  network|(comparing to default gateway address in other L-Agent)
failure Q3105: check the responses from L-Agent for Q3104

718 A2 74 Fol BF(DCCFR: Default Connection Configuration Fault
Recovery)e 2Z UEH A4 U& A2 E&8tn & L-AgentS o] &3l YE
H32 874 FEE oA A3 7129 Ala"loly =& dAE WY Jd T ICMP
HARE o] &3t o, B =RoMe old wial A4 FFFAEL st e doHE
9] VEYZ HEE o]8&3} a8l1 ‘address mask request’ WIAIRE HECHAE
3t Bl W E Wasta gl
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RS32

Rule 3202: IF F3102 AND Q3202 = succes
Rule 3203: IF F3103 AND Q3203 = succes

Rule 3205: IF F3105 THEN D3101

Rule 3201: IF F3101 AND Q3201 = success THEN R3201

s THEN R3201
s THEN R3201

Rule 3204: IF F3104 AND Q3204 = success THEN R3201

R3201: Completion of

the Default Connectivity Configuration
Fault Recovery

D3101: Report "Interior network failure"

Q3201: check the result after replacing the
current IP address with the one in backup file
Q3202: check the result after replacing the
current subnet mask with the one obtain by
L-Agent collaboration model or the other
obtained by broadcasting ICMP message.

Q3203: check the result after replacing the
current broadcast address with the one obtained
by L-Agent collaboration model.

Q3204: check the result after replacing the
current default gateway with the one obtain by
L-Agent collaboration model or the other
obtained by broadcasting ICMP message.

2.3. HES3 &d ol

87

UEYA 74 FHol ALNEFD: Network Environment Fault Detection)2

PING HZEE

233l ICMP ™AA £ ‘unknownHost7} YER}=A& ZALRICH

unknownHost & ¥¥td o2 DNSOA 2AAE Lo} & Wo] gl& o Yehde A2
2 DNS9 dHo] A HAUL 7FsAe] Utk o] AS v Mulx 4 e 37
o a3y 1 o]9le) ICMP WAlAle) daiM e ek A B2 dddi

RS41

Rule 14 : IF Q4101 = yes THEN R4201
Rule 15 : IF Q4102 = yes THEN R4202

R4201 : reporting the result of diagnosis,
which is the fault of interior network, to
network manager

R4202 : reporting the result of diagnosis,
which is the fault of exterior network, to

network manager

Q4101: checking whether the diagnosis result,
which is obtained by agent collaboration model,
is the fault of interior network

Q4102: checking whether the diagnosis result,
which is obtained by agent collaboration model,

is the fault of exterior network
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2.4. CIE|H0|A T4 Fof

Aejgo]~ F4 Aoh AR(ICFD: Interface Configuration Fault Detection) A
28l9] YEY A AEgolxe] AE HAFstn NICY A4/th Ael, NICY alolw] A
2 B, Aol AL S sl Aog Addi)

RSH1

Rule 5101: IF Q5101 = down THEN F5101
Rule 5102: IF Q5102 = fail AND ~F5101 THEN F5102
Rule 5103: IF Q5103 = disconnect THEN F5103

F5101: The interface is down Q5101: check the state of NIC (up/down)
F5102: The operation of interface drive has|Q5102: check running state of NIC drive
fault Q5103: check the state of cable connection

F5103: The cable is disconnected

UelF o)l & 74 Aol EF(ICFR: Interface Configuration Fault Recovery)® ©h
T FHY QEHolAE *‘Eﬂi B ALY QEHol A Fl=e] Zelo|HE tHA] AA|jt
o T3 1101;“ 2 AlES EFE & UEE AMEAY A A A3 g F

RSbE2

Rule 5201 : IF F5101 AND Q5201 = success THEN R5201
Rule 5202 : TF F5102 AND Q5202 = success THEN R5201

Rule 5203 : IF F5113 AND Q5203 = success THEN R5202
R5201: Completion of the Interface/Q5201: check the result after changing

Configuration Fault Recovery down-state interface into up-state one

R5201 : reporting the result of diagnosis,|Q5202: check the result after re-install the
which is the fault of interface, to network|interface drive

manager or user. Q5203: check the result after recovering the
disconnected cable

2.5. 20k F9 EX|

B FHoF @2 (SWPD: Security Week Point Detection)¥ Al2®le] AHejg} &
Z XES} ARP Request RUHZ S 53 <eiz ¥ixo] T2azlop} ¢ nolgjxe] ¥
EE ZAHAY 2AQl Atgate] 93 ARP A7 e AL &2x3ld o] UE
A3 BElR oA A3 g3 UEAR Het Az &8 Fejg B paic
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RS61

89

Rule 6101 : IF F9101 = abnormal ports open THEN F9101
Rule 6102 : IF F9102 = rate high THEN F9102

Rule 6103 : IF F9103 = rate high THEN F9103

Rule 6104 : IF F9104 = rate high THEN F9104

Rule 6105 : IF F9105 = rate high open THEN F9105

Rule 6106 : IF F9106 = true THEN F9106

Rule 6107 : IF F9107 = true THEN F9107

F6104 :

F6105 :
attack

attack

F6101 : inform abnormal port number
F6102 : inform abnormal CPU rate open

F6103 : inform abnormal DNS query rate|{Q6102 : checking CPU rate
(there could be worm virus attack)

F6106 : Inform that there could be attack
F6107 : Inform that there could be TCP-SYN|Q6107

Q6101

Q6105

abnormal

: checking whether abnormal ports

Q6103 : checking DNS query rate
inform abnormal ARP request|Q6104
rate(there could be worm virus attack)

: checking ARP request rate

: checking specific host requested
inform that there could be DDoS|repeatedly
Q6106 : checking if IP addresses in shared
media is in deniable IP address set
. checking TCP-SYN packets are

= Nty

3.1. 78 &4

B =RA AAE e fHAEL $F6AM 2 7171830 HEAQR BHl qd
ol B Rda ooldE ¥¥ Rd, UEHI A} BT TARL] ¥AE L-

Agent, R-Agent, T-AgentE 247} (& 1) Zo] Ax|3)
o714 systeml, system2, system3E Z& Ui UEYIC dAZdA Aejoln
systemd+ T2 Y EY A dAgo] Y& A2t}

(E 1) &8 oid

Al 2H] P F& 2 0S
default gateway 203.252.53.1 Xylan omni Switch ROM
system1(T-Agent) 203.252.53.41 LG XNOTE LS50a Windows XP

system2(L-Agent)

203.252.53.45 PC Intel P4 2.3

Windows 2003

system3(L-Agent)

203.252.53.42 HP RW6100

PocketPC 2002

system4(R-Agent)

203.252.45.161 HP 5450

WinCE 4.1
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3.2, AlU2i=0) mE A Ha

ol Al 7HA Al o= Aol B RES FAE do|HEY YEYA Ao ETE
2E37] 98 Alve] o)t}

(1) AlLt2I2 1: system12] NICS Down AlElz MH5T EHIAE

Seq | Rule Set Status and Action Result
1 - T-Agent fault occurred
RS51 .
2 (Q5101) check the state of NIC (up/down) Fail
3 RS52 [check the result after changing down-|Completion of the Interface
(R5201) |state interface into up-state one Configuration Fault Recovery
(2) AlH2|2 2: system19 UEZ FA MY F default gateway MEE AF|
51 HAE
Seq | Rule Set Status and Action Result
1 - T-Agent fault occurred
RS31 check the state of IP address setup
2 (Q3101) (Comparing to IP address in other L-Agent|Success
and backup file)
check the state of subnet mask setup
RS31 ) X
3 (Q3102) (Comparing to subnet mask in other|Success
L-Agent)
check the state of broadcast setup
4 RS31 |[(Comparing to broadcast address in other Success
(Q3103) |L-Agent and one of broadcasting ICMP router
solicitation message.)
check the default gateway address.
RS31 . . .
5 (Q3104) (comparing to default gateway address in|Fail
other L-Agent)
check the result after replacing the current{Completion of the De-
6 RS32 |default gateway with the one obtain bylfault Connectivity Con-
(Q3204) |L-Agent collaboration model or the other|figuration Fault Recovery

obtained by broadcasting ICMP message.
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(3) AlL2|R 3: default gatewayE CFRA|F|1 EIAE

Seq [ Rule Set Status and Action Result

1 - T-Agent fault occurred

checking whether the diagnosisireporting the result of diagnosis,
9 RS41 |result, which is obtained by agent{which is the fault of interior
(Q4101) |collaboration model, is the fault of{network, to network manager

interior network

3
2 =ve 49E AHARL AFHY BN 2] 4G & 2R FFEEC] BAH
of A7 EARQE F3 Faut Abe) w2} dstate 32 st Azke AY glo]
A #e)/2RHAAE 588 2 ) el & s171d vIEHA delel] da 3

EXL 38 29, VEAZ B} 57 72D S o &3 co|HES
HAste zke] iY glolx= MEHA ZolE HFE T F UAEA H2E AU £ =
wollM= ol 7hRe] dReM o AHE dQen Aze UEND Fol Aluzled
il clo|HES} BEH o2 B8 st AE st

4.8 B

2 e fUAE2 AFY B304 OAQ JV15H BRE AFHEL AgHoz
BYHE S4S A% WELR Bohol thal A1 2e] FA AT AN A P B A2e)
N Aol AES Hof BT BUE Tl @ Aohrk THREA stekn AT HolE
wabl Aol Bol met The ool AESH ¥Y ZUS B FEY JoE A
& 78 7hie) YEAZ B 27 T4 2L 53 FHE FPeke A 2 =
N

Aze (1), (2), (319} 2 AzdSe A42Y FHE SORE F43t] vEA 3
A 54 slefo] YR 1 SO W AEHA Ao} AW B BT A4S +9 5 ¢
oh 2E B =R ANSHE A 27 2ue Fo Azwe) o) 54 seteln
o] 54% vz oolHE ¥ Rd3} WEAD o} BF T4 R9E A 49
3 A& Aoh AT 2 BT FAE SR

FUA L ARG 7% AT Adol Fuglel AGEA VEAD W& & A
QA YA FFAE ofE taolE WEAAE BHY 4 A AN MEFAE 3
AHoE BRAAD Gtk oA BN $2 4T & RRe| AHEETO| WA= A
43 EdAe Fo Aau A me Asske 43S AXste) Az AY glo) AL
Hoz ¥el/edHIAE S4S Agebr) Aal B =ReldE 2 OAd s)7ld) vE
92 gohol BAG 5 U ol HES FASel VEAD Fohol UF A2 Bel/2
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