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Design and Implementation of a System to Detect Intrusion and Generate

.M B

Detection Rule against Scan-based Internet Worms

Ik-Su Kim' - Hyuk Jo™ - Myung Ho Kim™

ABSTRACT

The brilliant achievements in computers and the internet technology make it easy for users to get useful information. But at the
same time, the damages caused by intrusions and denial of service attacks are getting more worse. Specially because denial of service
attacks by internet worm incapacitate computers and networks, we should draw up a disposal plan against it. So far many rule-based
intrusion detection systems have been developed, but these have the limits of these ability to detect new internet worms. In this paper,
we propose a system to detect intrusion and generate detection rule against scan-based internet worm, paying attention to the fact that
internet worms scan network to infect hosts. The system detects internet worms using detection rule. And if it detects traffic causing
by a new scan-based intermet worm, it generates new detection rule using traffic information that is gathered. Therefore it can
response to new internet worms early. Because the system gathers packet payload, when it is being necessary only, it can reduce
system'’s overhead and disk space that is required.

IS : 2 =X (Intrusion Detection), 21E{! F(Internet Worm), ZE AZH(Port Scan)
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[root@lksuplorer detect]# . /run_monitor

[04-06-25 13:40:17]

From uxx. ®xxx.23.234 To xxx.xxx.23.79 [Port Scanning)
From xxx.xxx. 23.234 To xzx.xxx 23.79 [Port Scanning]
From wwxx. gxx.23.234 To =x=x.xzx.23.79 [Port Scanning]
From wm=x.xxzx 23.234 To xzr.=r®xx.23.79 [Port Scanning]
From xxx.xzx.23.234 To xxx.xuax.23.79 [Port Scanning]
‘From xxx.®xx 23.234 To xxx xzx 23.79 [Port Scanning]
From xxx.xxx.23.234 To xmxx.xsxx.23.79 [Port Scanning]

[root@iksuplorer detect]d B

(2 10) FY X AAHe| ZE A7H EX|

(29 102 A &= A2go] Nmapel st ¥E 27|
3E gx 3 Aotk dA 7lgARel HY BX Axd”
2 3 Z2EZRE FE AT Y g5y FdHE #3
£ FHA P F40t BF 23 XA XE WIJL 25
A% TE Ao woEy] i g9AE gdo
glo] &A1& 4 gloh

@iksuplorer. ~ldelect

suplorer detect]

4/06/25 15 39:05]
‘TCP] From xxx ®RE 21.75:37778 To wxx.xxx .23 61.80 70bytes [Network Scanning]
3ET 7 HTTB/1

run_nonitor

TTCP] From xxx xxx 21 75 37779 To xxz. xxx 23 62 80 70bytes [Network Scanning]
SET # HTTP/1.1

CTCP] From xxx.xxx 21 75°37780 To xxx.xxx.23.63 80 70bytes {Network Scanning}
SET ~ HTTP/L 1

JICP) From xxz xxr.21.75 37781 To www.®xx.23.64-80 70bytes [Netvork Scamning)
SET 7 BITE/L 1

"TCP} From xxx xxx.21.75 37782 To xxx xxx.23.65 80 ?0bytes [Network Scanning]
3ET # HITP/1.1

TTCP} From xxx xxx .21 7537783 To sxx =x=xx.23.66 80 70bytes {Network Scanning]
SET 7 HITP/1 1

.TCP} Fron xxx xxx.21.75 37784 To xzx xxx 23.67.80 7?8bytes [Network Scanning]
SET ¢« HITP/1 1

‘raot@iksuplorer detect]# B
(22 11) slapper 2ofl st
e

EIXIE0l ZMSIA| etg wel EX

[mot@lksuplorer detect]# /run Ronitor N
[04-06,25 15 39:05]

[TCP] From =xx.zxx.21.75:37802 To xxx xxx 23.142 .80 70bytes [Undefined 1]
GET ~ HITP/1.1

[TCP] Fron xxx.%xx 21.75:37803 To xxx xxx.23.143:80 ?0bytes [Undefined 1]
GET ~ HTTP/1 1

{TCP] Fron xxx.xxx 21.75:37804 To xux xxx.23.144:80 70bytes [Undefined 1]
GET ~ HTTP/1.1

[TCP] From xxx.xxx 21.75:37805 To xxx xxx.23.145:80 ?0bytes [Undefined 1]
GET ~ HTTP/1.1

[TCP] From xxx.xsx.21 75:37806 To sxx.xxx.23.146 .80 70bytes [Undefined 1]
GET » HTTP/1 1

[TCP} From xxx.xxx.21 75:37807 To xxx.xxx 23.147 88 70bytes [Undefined 1]
GET » HTTP/1.1

{TCP] Fron xxx.xxx 21.75:37808 To xux.xxx.23 148:80 70bytes [Undefined 1]
SET ~ HTTP/1.1

[root@iksuplorer detect]# I
(02 12) ©XIE U A28 oo ©XIS0] FIIE 0jF2
slapper & EX|

O_A..

(28 1D (2% 12)= slapper ¥l tig 2 E A4
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& 20 X A3}2 “Network Scanning” WA|AE R
Fth o] dAMAME A FAFTY €& Adg 5 A
g A2 #BEAE AE3A YREEE Alad"e] THE

Aot S AP § ok HAE A A"
o8] FxEel F7t8 olF e “Undefined #” #wAAZ &
A& F7HEE, (219 13)3 Zo] B Ayl AFA AAHL
et “Slaloloer”f’«Pb o]FS AR A #A A=d
2 73 FEE FAHoR FAT,

|

2 root@iksuplarer: ~/detect

[rDDt@lksuplorer detect]# . srun_monitor S
{04-06-25 15:50:

From ssax. xxx.21,75 To =xwx.xxww. 23.179 [Slapper]
From =xx.xux.21.75 To =zxx.=xxx.23.180 [Slapper]
From xxx.xxx.21.75 To =xx.x®xx.23.181 [Slapper]
From xxx. xxx. 21 .75 To zxx. xwx. .23 182 [Slapper]
From =ux.xxx.21.75 To xxx xmxx.23.183 [Slapper])
From xxx.xxXxX.21.75 To xxx xX=2x.23.184 [Slapper]
From =xx. 2xx.21.75 To =mxx. xxx.23.185 [Slapper]

{roct@iksuplorer detectl# B il

(38 13) 34 0|§s XIFE F9 slapper & EH
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