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Electronic Signature Model and Application of Security Server System
using Identity Information

Young-Soo Kim' - Seung-Jung Shin™

ABSTRACT

Electronic  signature

electronic signature system has inconvenience and vulnerability of security,

system is required to be used in the promotion of the e-Commerce. Because the application system for

users are reluctant to use it. Therefore, the electronic

signature system should give a guarantee of convenience and security. In this paper, we propose server-based application model, which

uses identity information and makes users access transparently to solve electronic signature problems. We also design and verify
electronic signature system that reduces threats to security, which cause server attack by distributing the part of signature key to both
server and client. The application model with lightweight server system based on the electronic signature system is expected to be used

in the promotion of the e-Commerce and help to make its business more efficient and competitive.

FIYE : HOM (Security), MXIMZ(Electronic Signature), A¥EE (Identity Information), &

2}(The Part Of Signature Key)

1.M 8

Aol g ARERAFTE F53 FUsEA AHUE
o] 8¢ HAGAH Fulgn Sk AHUE o) &F 47
Ao vl ApgAe AN GoAre] A4S &Y
A Adlgel A AFEE BAIA R o=
Apole] EZhoAM S ABARY EHA FE3 HAF 2n
fEo we BAAEe ST A g F3e
As gt

e JEUE T8 AR Ao A A 2&
Az ZAR S AsiMe dFH 72 2 #
Aol N B7)TE AFshE AAAFe] yHesr
L7EnH2) AANE LHezE FU7] dEshtAe 7]

ir

t A e Ay gy Fudein 4
AR g o eAgER T Ray
=245

S
i)

120049 12¢ 4, AAbgE 20001 19 27Y

2 (Application Model), ME7|2| =

g F ¢zg ZzES AgHT Ao Y dx
He u@sls FATGE oY A% g A
F¢ FYITRL. 29U FAY FEAN2Y
BARE AHgY B4 7] B9 dego
2 AR AL AR gRdThe Aolthdl
olst 2& BARE AARE APA2YY AL 2 7
2E2 (39 D3 2 9o we dYEdS Al
FA7) GEBA2YS APRDD AEAE BT
BAAMA LYo AR A3 A9 Bde Edaa
EARE B34 o8 A4 ¢ Y= AYA2EY $8
=29g Aac

2 owRd PAe gt 2ok AEdAE AEA2Y
9 Q7RI YR slwe] AYRds YA LY
o MERde EHRT AYPRE £2UT AZPAAE
AgANA BAF dE HERARE A8shE AA2Y
o £8EUS AT A4RANE 2d) 484L 7

rir o



170 EEMeEzl=2X C M12-CH X 25(2005.4)

Fa7] A5l 4UARE $4¢ APA2YL T
AF T AsdNE AR AL 7S

_?,]o] 2 gl
o A=

P
N
8
| Az=w " tezwAY |
484 B
2EAE
AE 2l A ) B A%

(32 1) o7 =24

2, MEAI2HS] gy

21 DA ERMHA| AR O] MY 2

AEYUE o] &3 AAdAY7 SAd AHHRS B
3 A dzstel deAe] FuH Sith dEge
A BaA HEHE AREAY EHEA =234 9
ZE WASL Alelw FA Y AEEAL AT HEA
€ ATIoHsl TN dus AxBLE FATI AT
E 59 el 715 AHEFo 2R H2T] dast Aag
ol 7I L gl v w=Fd wE FEw EAl6IE 3
Asta /jA712 AEE AREAE ol &3A F - FAAY
AL F - FA AMe dig 7UE Bste AR
S8 d ARRFHTL HAME L A7 Bd AAE
ME FAATL FA ol Al fsjM MmetA] kgt
2L AT & JIEE e GEFA S8tk

AAAEE 9% dAEAHA 2 HERLL (29
28t 2ol 7“?]” AL BEoE AMgEE Buad
7 4gE e qa}EEM] RoET Q7= AFEATF B
2 gt X*XW < A3td $AARE A AAINE A

Sl ABEE AUHT FARE IHEAZIH $A)

TN71E 853 NEE HFH8]
AP AFE | ANEAG NYE [ AIE
% "‘é a4 %
7§71 771
250 P e
(D2 2) CIYE2IMBAILES] NY 2Y
JUE S ol8d AL BANYL A8 o
s Be Adel 228 FANE wEske O
EZE A FA 8ok @k EF AHERE A AL
e mﬂﬂ Hsh mBslo} gk ole AAMYA
Hl29l EFAL AsATID AU B ©E BAHE
A et W}E}H Hebde Astd & e ABALH]

274t

22 AAMBA|ARIS] MY DY

OAEgq A 2ge] AYEdL AR F | 9 - MR
uE 2ot FE a7 A AR ALY B
ZE A% AR BE o] aFHIT E AR H
AR QAL A3 AN AHERE AFE ol A
2% AFYS FHldobd B ohd f¥EZ|MB9 A3

< Ao 3 7FA 3 gieH9).

OH H2E A ALERE dASA ARMEE AF
S FYste AYMHME o] &3 MyArawo] AREATHIOL
AURDE AEshe YA cdY opEAE (29 3)FH
2 AR AQ7E Aol e FEE AR
AEATE AE-EE A2’ ALGTE BAIYle] dAFEe
ARG 22 AFah Z2A MHE ALLRE A9
e W JYAEE AHEAE dalste MEE FEsin
FARG A ARAENE AE

‘C‘\E‘ua

R

(32l 3) AAMHA|ARS MF ofF|ElX

AYMA2de NREZZEZS (7Y 49 2k AR
Mg A AMEAE AAEA S HERE ZEA M
A Asdrh ZEAMEE AMEAE AFTH Foll RS}
AFARE AYAHAA AFdtn M MEARES
Agsta AEA AAREA 223 AEAIZHE dojEH o]
2o AZF Fof] FARAA AAEME ALt

FARE AP HFFS At AAERHAE BA4AH
o AAMH A AFstn AYMHE oo WA= ABA
ZHe dolEwol2dl A HAsta AR A o] E Y.

%A 2 kA v F A
=2 A A +$ A 8
e
(A E A ARAEA)
AF
C ARZAAE
. AT 83X
ABAZAE

(38 4) AAMBALEL MY ZRES

QAN e A LGS DR e 2] A7
29 HsA AR BT BAYE AFVTHIL
ot AYMBAZT] AEAE BARA ARAE Y



§3 A7 RBH7]) WEelTh TG AYAWA2Y
& Al aglel AHe Fash] AR BAH e
Azgo] B olok gt

g ANA AYAMA2AA FFH) Yt BALLE
BANAN Bo3S BBT 4 9k WYl aFE,

3. AdFETIMY MY 29 % =

31 AlMAHBAMEA|ARS 22 DB

2
AR A L] EHAHYA FHA =EHE

< A7 g9g. ol EAHE HAs ¢
AA e Z1AMN R S E BMAAELE Fi7)9
71 Aol g Hms=g Belsts whd Alext
T FAE e A A wl HAHA]A”] g
Hile Homs=g A MEsd AANE AAdsn
AANEE Pt ol RAMBAAHY AL
BAAFI T QA1) x&2 opy|sE AxAMEY 9 - Wz
HeAE AaATE A-E AT ol AT MY
ge 24 Z2EZL (1Y 959 ¥x HEFEe HA
HA "o gElstE HIsg AMEEHA $57A EAd
g AqEAR S FPgic),

FAAE BGA2EY] UM 2RE ZHyEs ¥
zo Aale] AEAHE ojg3le] AREM MEE L
EAANE 71GMu7E BdEs g gEsty] doll AEAE
AFTY. Falzts AAAEE AFer] st BAA~
dolA 2HA FAF pozse £Axe AWARE
ARgEA] MBS PEert

B A B 2 2
T E AN+ 9 Ay
a3
B3l

g

54 %

)

fz| ke
s 2
f| R
1) {n

o
5
o)

}’{;2.:

+E AN E D)

g R
of

sl

3

> o
f!-)

A4

]
"J%C BRAFZ A%

Az
(Rmsh sy

)
(38 5) MEZEMHA LS| SBZR2EE

32 AgERAMYAIAte] 2BopIEA

AAAA LG qEgao] A7 st APl
o B ALgAte) BRE Hagat vl LA ose
£ 29 Yt ANBe g ARAgel 289
Age U5 Ao H2YRE 89 ABALUY o
NdAE (18 6% 2o

AEARAGA LS AA7IHAEA 2 A= B F4

ANAZEEE 0188 HUMBHAARY BRME 29 & 288 17

Ak Adle] netmEst HWARE ol§3fo] NBES T
Hn AAEAS $A ARA AW ASch 71D
ME AR 9F3RE AHSse] namsE A4S
A8 % FARANA HEBG FUAE APE FFH)
Foto] JWAMZRE BAAEES JALIL FARY 42
Aus AgAN AWe AFech ot maquBelz
A AREAG Ao AHg e AN 2EHE A %
A% F Y2 ANANE PARE LAE Auish AR
2ANGoEA HAYL FHE + o

71 a4

9=

T2 A

Al -
:‘07_ 1=
R =g
A awwms L A
\///ﬂﬂg Zj%v

(12 6) MEHEMHAlARe] S0k |EA

ARARAN LS $8 ol7|9AE FHHE Z2A
AW AFHE FE A5 (28 DI R ALAE 4
2ahn A ASA Aeo) AU aE ATVL 5 3
% EAYST YR ASAY Bl Auzg A

=544

(8 7) ZSAMEAILES] My|a 2=

AEHRAPAN LG UM AFete Mule T2
(28 87 21 AR ATAHBE AME3to M97)
TS HAREE AEEI ofF F-FURANA AF
ot AR Mgl dg rAAMLE FIdAHe ]
BF7IREC] BBty A7lel he ygF1e) B
of @b BdE RAI=E HEAHY R A
B71e] AFFrl A HEFE BIFYL JAMEE 2
A wmtet ZIEAEE M2e HEIEE YA Y
ot AL ARALEE Zdolrt 21 ALgAte] MH7IE
AdaA Ao dejais i AR AL
de Mwr)el ARFrld weA NAB7Y =74E 283
I FAF,

AEYBMFALE L AFHAXE dAgse AHAA
FAAZE 71N E FH ddd AE7ie 2249l Hetm
=9 Aae AEAE A% FALLS AR MR7IE
AdozN AF7Y w23 #dd BE 43S T2

ox (% mu rfr

b



172 BEXeS==8X C M12-CH M2%=(2005.4)

2 ¢ 3e Fde ZEed

7] A ¥
A
5= » ABFNEE o
S sl 1
€ A) 1) =2
Hets= Iy
auanes PEAEE]

(T3 8) 7IUMHAILHS Mu|A FZ

FARE (28 9% 22 AFIY AH F2E o] &3
A ol dFast Z2 Uil A FAE Y& A 4
st BAMEAI LR o] T BdI=g BT B
< RSAZHFS 949 dolez AREsA A%g7d A
718 ARE Fo M9 wAAE TS FAANA HE
ot FAAE MY AEE AHA mAAMA 2] g
A wotm=st dukddiAg FAEH de FAAEA
T=AEE RSAZIHFY 47 volHZ AMEA HFI1A
TNNE AEE T A9 WARE FFE.

X1 v 7]
or

HF7

(38 9) MYl ¥y 7=

Ng7)9t AF7)8 F2E (29 100% 232 £} B
dBEel A AAAPRE FAFHE MYIE AL
AR MqEata o] FAR A ALt FAzE
A 2RE F£AF BgREg $Aze AEYRE A
A AF9E A Tl MY S AP

LR =]
FAAe AEAE

(38 10) ME7| & AFFIQ 7=

A A5 AA, Y 103 2L H47)ue 49
AL AHRTI2L ol AAEAE WEeE MY A
Z< FYse tA AREA dalA Add A zs

A MEstn AFHEE gk HPTEE ol 2
719 AREAGE BAY) 2AY 2719 tholH2ERN
AYARE A2A7E &HE AFIUI3) o= Zolzt
2 AREMe] Mt Auet ARNEAZRE 44" 8
FFQl #Hze APt Ao NEe U HA ko)
A 2857 wEoltHi4].

AAE A 34

o

2~
T

R A

A

NE7— g meas ey ae

(32 1) MEHEAMHA|ARS] MU

4, MUMBHIEANAH M) U DY HS

41 AHAYE S ZA|AHO| M

AEAEE $E3 AEAAHY FHE AFHEA HAA
BoF A 2H”le] QF Z2EE MA % FaN6]d) #F AT
M AJx=lel NMAP(New Message Authentication
Protocol) & ARt NMAPE F47) ¢33 24 7)
28 T UASZREZE (39 12)% #Zo| $Ax AR
© BAMHAI2H AFAH| 29 5 MU AE A5
JAFEZSY 74T AFS 5Pt

API API

& A A HAAH Al A T AL =}
< &
5 %
A A
Ll H]
2 ol
A=A A

(22 12) NMAPA|AE]| OfF[EA

NMAPA &glo] 4EARE S8 MPA2gl of7ld
Ag TEE $&7xE (39 13} T FEA2ES
NMAP9| Q15 o d3Aifulse] Frise] Qe AREate] 4
BARE AHEEA HAREE Aste AEAMHAE AT
gk Madolt & - FAAE AAEA Y dE AETg A
€ 871 fl3AE NMAPA 2|9 AFAHAE o] &34
UG AR S & T2 Fo AEARE $E£F MY
Z2EZo] AT MPMB2E FiA BAR=E HY
BEE A

HbAB A A6
sa4 1 40 | avapizg [ sag

K T

o 5 | =

1| A A

& H] H]

A |~

ARE, AREA

(38 13) MENYESSAAH| MBETE

42 NUHENGA A 3829 AZ

4940s $8% AREUY gL FAN] 9



AZAEe AT FAS F - FARH0) Fold AYAY
Asgs EAuAgAcEe FERL A2 45
Mm BHSE A 48390 (3Y 198 LA
A% 9% 284 B2t 2dS BJFa Yok,
R E RS
G EEEIE]
L A%xz AN~

52 7

N

& Al

(08 14) A8Y Wt 24

F54 A A3t 94 2en B4le) 2aHE A
3 A9 e 5A87]) A% AgdolaA 2ol B 7
TYE NAEES Hololge (29 15)9 2 AYNT
AP ERREETVE PP ER EEREE ERCE 2R
299 7 4BF/ 25 UEE RAYAS HEHN BE
WA Bee] 285% Az HolHE 2t

£ 9949N29  HEFRAYAAY
A Ay -

- [} [
= FIBHRE 2y oE
AN

E v T

Hek mos |71AEFI | BAFE
A [ EE T oY | gyns

T 1

A

k3

N

E

H]
(22! 15) AlE3|o|MA|ARle| HEHE

FoaHy BHoz d2E SOMHze =52 20008 %
AA goA AAEAM 2718 ZoldA dto] HAAME H
AAE Aelsted £8HE AE FAs o Astdth

<E 1o Be R} o] AHERA T e
AEYRE A3l AFAERL ARSI MY
< FRE AGABA2ES HmHA A" Ao
Adde A& & F A ol HEFRABA|=T] A
B71E8 FAste EIREE 57 HAA B
FzAgol Wostn AWvie gl FrHHez Azl
4857 AFoln. £ NP2 $ERILS MEPx
REZY FFo L7t 9 MY MuizFe Fd
T e A2 PAor A2 £ Use FUsAh 4
HEMYA 2L Az Ta =Y whdd] 4%7)
§ A% 2742 71UMN S SR 24 B
X ERAY AWTASR FH op|dE RANES #

0/

MEYEE 0|8 Z2eMBHAIR-L MAAMYE 28 2 88 173

(E 1> MEX2|A|ZH

FE | 4w A9A2d | 4948 42" | R
100K 0.6358 0.60 0.0358
200K 1.0818 1.038 0.0438
300K 1.5078 1458 0.0498
400K 1.9436 1.8858 0.0578
500K 2.3796 23162 0.0634
5.d B

ARG AH Y 243 A NAAE Frar) HFH
AREAY FAR7L $ARE A s Abge] obd A
A SAAZEE A$HAATE A AT ARANEME A%
5 ﬂﬁWi AU E A FAG 5 Yojok dtm AR
A7 ARAEA Y F - A FAE BAse AL 0

A ¢ Q& HRete] AlFH ok 15 o] A J&H
842E A5 712E F AW wo] 9y A48

: H%‘Hlﬂlé% 1*6}71 A% 7rEe fYEg] sk

2, r\r

Alé%—e— BN i AZAY T3 &
Mg FiatA 2883 AT AAANE &
i fAgYStEY B =de a7
ole] AAE A% YAoE FAAHALGAN AHERE
YA AHe sdste AUAxdel ATHAY. 19
g gAY ate] NHAE BGOEA AEATL A

o
40 of
®

r_ﬁoﬂ,io_jz_\lrﬂﬁol%
>
ol
1
m.‘?‘
_\:_l,
L=
u2
N O
(
1o
>
o,
o]
g,
% O,
¥°
g0
fu
o
il
)
N,
I,

7€ #ested 2a7HE =Ye FaAgle i A7t
TAY AP wE2FHE AP ol BEHAHAU AMEE A
e 2 Fol gloke @l Aok

Hetd olel HFE A detez B =RAAE AR
& FHRE QAT & FUAS AYAHAZGAA B
WAFoZA BANWL BANY F U APRAL A
A3 ol WEYE AFAYE NP AT 4
AR $8EYL BANLYY A DA} AgAA B
Ho gle A¥ARE A§HN HH7S FHard B
TEE A48T $U4E HATES A JURRE
S BALE A AYT ABAE o184 AR
EA2RY 42d d9zd AP Fol FARA 2
4 dshe 398 Aserh

Add AEde fuagedslwe AgAsgel A

g QZ ZEEgo] ERAL AL P LY
G ERAA AR AYTHAE BN 2PY
F e NYPIZESS AL%ezN 082 F&A 5
A e AuA e Wil Horgd oz HE *1““\]
do] AT HAHS =4FE 5+ U3 A= 7},;“31];}
TE & FARA2EH APA "] g3 Mu| AR
A& sty A g & e APA 2 7H“‘°ﬂ
& d77t Basid,



174 FEXZIFal=EX C H12-CH H2z=(2005.4)

#1ES

[1] Krawcyzk, H., “The Order of Encryption and Authenti-
cation for Protecting Communications”, Proc. Crypto ‘01,
2001.

[2] Chokhani, S., “Towards a national public-key infrastructure”,
IEEE Communications Magagine, Vol.32, No.9, pp.70-74,
1994.

[3] Sarbari and Stephen, “Public Key Infrastructure: Analysis
of Existingand Needed Protocols and Object Formats for
Key Recovery,” Computer and Security Vol.19(1), pp.56-
68, April 2000.

[4] Merkle, R., “A Certified Digital Signature, Advances in
Cryptology”, CRYPTO.

[5] Fujisaki, E. and T. Okamoto, “Secure integration of
asymmetric and symmetric encryption schemes”, Proc.
Crypto '99 pp.537-554, 1999.

[6] Merkle, R. C,, “A digital signature based on a conven-
tional encryption function,” in Advances in Cryptology-
Crypto'87, pp.369-378, 1987.

[7] Rivest, R, A. Shamir and L. Adleman, “A Method for
Obtaining Digital Signature and Public Key Crypto-
systems”, Comm. of ACM, 21, pp.120-126, 1978.

[8] Whittle, R., Public Key Authentication Framework :
Tutorial, 1996. 6.

[9] Shamir, A., “Identity-based cryptosystems and signature
schemes,” In Advances in Cryptology, Crypto’84, Volume
196 of LNCS, 2001.

[10] Asokan, N. and G. Tsudik, and M. Waidner, “Server-
supported signatures,” Journal of Computer Security,
Vol.5, No.l, 1997.

[11] Mambo, M. and K. Usuda, and E. Okamoto, “Proxy sig-
natures for delegating signing operation,” in Proc. of the
Third ACM Conf. on Computer and Communications
Security, pp.48-57, 19%.

[12] Lamport, L., “Constructing digital signatures from one-
way functions”, SRI intl. CSL-98, October, 1979.

[13] Damgard, 1. B., “Collision Free Hash Functions and Public
Key Signature Schemes”, Eurocrypt, 1987.

[14] Rompel, J., “One-way functions are necessary and suffi-
cient for secure signatures.”, In Proceedings of the
Twenty Second Annual ACM Symposium on Theory of
Computing, pp.387-394, ACM Press, 1990.

[15] Fiat, A. and A. Shamir, “How to prove yourself: Practical
solutions to identificati on and signature problems”,
Proc. Crypto’86, pp.186-194, 1986.

[16] AE%, MAARLNAYY 9% Z2ES YA AF
bl shel e 8, FA ek ojshe, 2003

44

e-mail : experkim@dreamwiz.com

1989 AE g A% H EY (A

1992:d AE st fAE G A

20039 SHistn of3d AR A

(A BT
TAEE: AAFAH, Al &8, B
ABA 2 Ay 8ot

e-mail : expersin@hansei.ac kr

1988 AFdizta e EFH(ELE
HAp)

199449 ASSE ke AAANGH
(YA

20009 SRR HehA P u e o)
(FRaesA

19909 ~1994'd el MIS 7]&0]A}

19934 ~ 1995 FAFPAEUS AAALS AQ NS

19951 ~2003d FH st FEHE I Hesg Fus

20033 ~&AA FA R TS R

PAROE: AR, WEZ2EF, DA 2H

aTiA

)



