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An Efficient Dynamic Group Key Agreement for
Low-Power Mobile Devices

Seokhyang Cho" - Junghyun Nam' - Seungjoo Kim™ - Dongho Won™ - Hyejoo Lee™ - Jinsoo Choi™

ABSTRACT

Group key agreement protocols are designed to provide a group of parties securely communicating over a public network with a
session key. The mobile computing architecture is asymmetric in the sense of computational capabilities of participants. That is, the
protocol participants consist of the stationary server{application servers) with sufficient computational power and a cluster of mobile
devices(clients) with limited computational resources. It is desirable to minimize the amount of computation performed by each group
member in a group involving low-power mobile devices such as smart cards or personal digital assistants(PDAs). Furthermore we are
required to update the group key with low computational costs when the members need to be excluded from the group or multiple new
members need to be brought into an existing group. In this paper, we propose a dynamic group key protocol which offers computational
efficiency to the clients with low-power mobile devices. We compare the total communicative and computational costs of our protocol
with others and prove its security against a passive adversary in the random oracle model.
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