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Modeling and simulation of CNP-applied network security models
with application of fuzzy rule-based system

Jin-ah Lee, Tae-ho Cho

Abstract

Attempts to attack hosts in the network have become diverse, due to crackers
developments of new creative attacking methods. Under these circumstances the role
of intrusion detection system as a security system component gets considerably
importance. Therefore, in this paper, we have suggested multiple intrusion detection
system based on the contract net protocol which provides the communication among
multiple agents. In this architecture, fuzzy rule based system has been applied for
agent selection among agents competing for being activated. The simulation models
are designed and implemented based on DEVS formalism which is theoretically well
grounded means of expressing discrete event simulation models.

Key Words: network security, fuzzy logic, modeling and simulation
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