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(Design and Implementation of ARIA Cryptic Algorithm)
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Abstract

This paper presents the first hardware design of ARIA that KSA(Korea Standards Association) decided as the block
encryption standard at Dec. 2004. The ARIA cryptographic algorithm has an efficient involution SPN (Substitution
Permutation Network) and is immune to known attacks. The proposed ARIA design based on 1 cycle/round include a dual
port ROM to reduce a size of circuit and a high speed round key generator with barrel rotator. ARIA design proposed is
implemented with Xilinx VirtexE-1600 FPGA. Throughput is 437 Mbps using 1491 slices and 16 RAM blocks. To
demonstrate the ARIA system operation, we developed a security system cyphering video data of communication though
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ARIA addresses applications with high-throughput like data storage and internet security protocol (IPSec and

ARIA, Cryptographic, Security, Hardware architecture, video security system
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Az YU 5O =Y HA H FE

o
2

RN Q)

J
I

o | pice | stes || S0t | Py [ it | Thyes/cn

AES[6] | Encryption | Virtex-E 3200 542 10 21 119 1,450 1.65
AES[7] Encryption | Virtex-E 1000 | 1,857 - 1/10 125.38 1,604 0.867

En/De Virtex-E 1000 | 5,150 : 1/21 76 463.2 0.089
AES[8] | Encryption | XCVI000E-8 | 11,022 0 1 168.4 21,556 1.956
AES[9] En/De X(C3550-4 166 3 1/44 715 208 1.26
OurARIA En/De XCVI1600E-8 1,491 16 1/12 465 496 0.33

ARIAE  AESH] ulsl 3st=glo] AAIZE s E 5 ARAMAS =5 37|

Involution &8 o]Fo]A ARIAE A&l 718 A
ojshd a3l BAgat B3 Aol sttt whekA
Ba3lg e 327t 712 g AESe] HsiA 2}
& 3eg Y/EEVE AT 5 AUtk A¢E ARIA
dAE 32 272 Zol7] & s-boxdl FLE XE
ROMEZ A=stga, des 7] BA7]d wd ZHol
HE Adsigdtt. 4438 ARIAE 1,491 SLICESY =
712 49 Mbpsd AeS Hojx 9ot

T 49 A% #W7HEY A= ARIA 3|29 AES 3|2
S3 @Ay %S vasta ook AESP AESMe
otz 7)ol M7 FEYHE tFEL Y] Wi, iii}
7)%5S Zresthd AES# o] WA gl ol
7} dAolth kel ARIAE o/E3F3E 7|5& BEF
A YoM ok e A% wolw Uk AESY
= dz gy A $sitista a4%E 28R §
= ojZgAolnrh: 289 dudr AEA A
o Hge 3olth B =FA AgH FREY:
AESYs} 2o 3 wE T2 ARIAZ thA HAsA
Brrshe Aol Qs

¥ 59 7Zro] ARIAY] #¢E 7] A EEE& BRAM
& A9t AA ARIA slices® 69% <1 1,031 slices©]
o}, 4789] 128 H|E A ~E ¢ F 48 4X1 MUX 2L
2 wd ZeolE wEojr} FPGAIA: vlE ZH|
olH7} MUXE +& =0 B 32 g =
7t A e vl &l vr] el B gl ¢
A2HE F7lsle] 5% FR5E Eolrjgta 29
A717F A AXA F5E A58 5 Atk FPGAA
d&E MUXE uld ZHolEE T8¢ ARIA7 X 4
o} e Aes Hve AL FJog AAste] #fH
ZHOHE Holo}y FiA & =& AT 4L 3
28 % & 5 Ak ¥ st 3 Aol &
A Mg Fojr}

ARIA BES #4F37] &l 94 ARE s

Alzx=0

25=

Table 5. Block size of ARIA design.

Size Rate
Block (slice) | (%)
¢ Addroundkey 78 523
. SubstLayer 128 8.58
function DiffLayer 13| 857
key Initial block 334 25.7
scheduler | round key generator o047 43.3
controller 131 8.78
total 1,491 100
mlm,,,,,,,, ARIA Block
Key
Zound Initialization
Momay o Blodk Round Key
i Generation
(2? ool businterface |
O] e
.
@ eI
=
card

AL ot AlAHY BEE

Block diagram of the video security system.

a8 7.
Fig. 7.

ate] QlEIMl 3|M S B3] 1 g
gAel A G4 Bl AzESs st
Matety] A FRE vIvke] A

iPROVE emulatorZ AHg-srgci! 7AFEH F4l
& TCP/IPE AHE3tE L Zﬂ_%é% Ao FR=

(]

[PSec®] ESP (Encapsulation Security Payload)¢] ¥%
& Apgetnh 2Y 7 94 Bk AlaFle BEELo]
o 94 wek Alade) ojE sFe et Atk
1. AHEAF A AHER B BA1S AAsH,
PC-Cam& % A7t
2. 2934k dlo]HE USBE % 3 LAY wold
A5, PCIE 531 ARIA 95 B850 93
sto}.

(258)



20064 48 MAZ S

#» VIDEO_ENCRYPTION_SYSTEM

HESD: SRW
ad

Key 0123456783 abcdlef

Width:160 Height: 120
Width:160 Height: 120
[1] Request the video char

Frame 194

a2 8 YA Hob A|AH 5
Fig. 8. Screen capture of the video security system.
145:6‘}1:]-

4 48R BE AFRL
o= ¥Essle] glo] %9

HolEl% ARIA 93 B
2.

640+480¢] =S 2 GAg 2T 15 Zefgo
z A48 0 ANgeR FEsksy] A% Bl of

110Mbps©]t}. 33MHz 32-H|E PCI ¥ ¢ FFolA

ARIAS] g &o] 3iMbpsol2z ANz Ao
FEath 19 8 A B AlARY Ad Fvd

F A3 Aot
V& 8

EwolMe ARl =y
anglFe =g %1

ARIA &35S F7hR
f’C} 128-¥|E E5 g% ?iﬂa]*u‘o
H o] A AESHY L}e o% g Eo
nvolution SPN 224 strglo} A 71]]9}
5 melgy vasel e AT Yok @
Fol A 9 FHE AN FE) Sboxd THE
ol el e Wy wE 7] AAS 3 7%
Aorstdtt. HAE ARIA H5-2 1491 slicesst 16
BRAM & *P%w}o# 496 Mbps® A% S Hlth ARIA
szl Ax BRI A2 98 A Kk A
RS, 28 m ARIA ANZE 9y
sHEEEho) FRY Helgg Wtk =@ o] ¢
= IC 7=t o]-l,]a} dlole] A&t} Qe Betk
Z(IPSec, TLS)H 22 112 dlojy Ayt Had
gol At

e —\?l fol r.LE

o

me 4y o oo® o go 30 o
p—t

g2 o

=T e

}0{4

4N 2 e

kel
°

(259)

| =2X X 422 SD A 4 3 35
g#uaEd
[1] =7tRb7|ea4, ARIA  diEg  HAA,

http://www.nsri.rekr/ARIA, 2004,
F7}R et EA T4, ARIA HIAE #E,
http://www.nsrire kr/ARIA, 2004.

27 RAT Ed T4, Security and Performance

Analysis of ARIA, http//www.nsrirekr/ARIA,

2003.

D. Kwon, J. Kim, S. Park, S. Sung, Y. Sohn, J.

Song, Y. Yeom, E-]J. Yoon, S. Lee, ]. Lee, S.

Chee, D. Han and J. Hong, “New Block Cipher:

ARIA” Proc. ICISC2003, pp. 432-445, Nov. 2003.

H W Km and S. G. Ilee, "Design and

implementation of a private and public key

crypto processor and its application to a security
system,” IEEE Trans. on Consumer Electronics,

vol. 50, no. 1, pp. 214-224, Feb. 2004.

F.-X. Standaert, G. Rouvroy, J.-J. Quisquater

and J.-D. Legat, "A methodology to implement

block ciphers in reconfigurable hardware and its
application to fast and compact AES Rijndael,”

Proc. FPGA03, pp. 216-224, Feb. 2003.

S.-S. Wang and W.-S. Ni, "An efficient FPGA

implementation of advanced encryption standard

algorith,” Proc ISCAS™4, vol2, pp. 597-600,

May 2004.

Xinmiao Zhang and Parhi, KK, "High-speed

VLSI architectures for the AES algorithm,”

IEEE Trans. on Very Large Scale Integration

(VLSI) Systems, vol. 12, pp. 957-967, Sept. 2004.

G. Rouvroy, F.-X. Standaert, ].-]. Quisquater and

J.-D. Legat, "Compact and efficient encryption

/decryption module for FPGA implementation of

the AES Rijndael very well suited for small

embedded applications,” Proc. ITCC Z204. vol. 2,

pp. 583-587, April 2004.

101 4, 987, ddA, “E2935 ARIA 089 #|g
A Qe 34" A 168 JREHGS Yo o
gt Slads] =EE 122-129%, FHQH Uik,
2004w 9¢

[11] Dynalith Systems Co., http://www.dynalith .com

[2]
3]

(4]

(5]

(6]

(7]

(9l



36 ARIA %5 YS9 Yo HH Y TE i}

<ZEBARE : Uxd 3z A,
AZ A2 E>

4 2 AIY)

19903@ FEUgw HEFA
2t s} 291,

199393 E5dgw HFH T

2 A} 29

- 1989 ~ 1998 A1 &7|&dT 4

973

20004 ~ & A FE st A RFAFs T AL
<F AR oF : Computer arithmetic, ASIC 4 7},
YZA=F>

EEEEERD

198240 SAbTjeti A7) 3 e
Ak 24

19909 #FAstr1&d A7 2
A% o3t HA 2

19989 #3#371%4 A7) 2
ARFes F oA &Y

19821 ~20001d = #edT4a HIdTd

20008 ~ B FHAAENATY T4 F7huer
NedTs FYATY

<FAROR FEIEAN HA, ARRE, 5

33 Az Ae>

A

N XA
g Z M3 )
2004 SEOStw A7)}
R A} 24,
2005 A FHUTR FREFA
ekt 4Atag Aot &

pal

14 2

=

[

7 o 4(EFA83EY)

20049 FHT L A7)
I A B9,

20049 @A FRUNFE FRFA
Fora ey AoE

<FwARor: U g2 AA,

LS A ">

o & 2(439)

19929 %0 JRFA
ek A 24,

19089 RSN FREFA

. = Fot3t Aat 24

? 1992 ~2000d = EAT A
2000 ~ & A

dA+d
g HAAFTAATE FA
7R AT A AEdT+d
<FRAEoF gz ZEAAN AA, Computer
Arithmetic, R X35 Q= 3)>

7 4 dEAEIY

1975 A7 oistal =433k
AL &4

197543 ~1979d WA s A T4
a4

19814 Univ.of Michigan, Ann
Arbor 7148t A AL
=4

198613 Univ.of Michigan, Ann Arbor
A7) dAber ) Fstakal &4

19864 ~1988d FAWER (F7) Hd A+

19934 ~1994d olglZy st AAwg

19981 ~20003 ¥ FRATg nsdug

1983 ~d A Rt HRFNFEH u

<FHBAEol 1 VLSI 44 ¢ "HXE

3|2 A, 45>



