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An Optimum-adaptive Intrusion Detection System Using a Mobile Code
Se-chung Pang' - Yang-woo Kim™ - Yoon-hee Kim™ - Phil-Woo Lee™

ABSTRACT

A damage scale of information property has been increasing rapidly by various illegal actions of information systems, which result from
dysfunction of a knowledge society. Reinforcement in criminal investigation requests of network security has accelerated research and
development of Intrusion Detection Systems(IDSs), which report intrusion-detection about these illegal actions. Due to limited designs of early
IDSs, it is hard for the IDSs to cope with tricks to go around IDS as well as false-positive and false-negative trials in various network
environments. In this paper, we showed that this kind of problems can be solved by using a Virtual Protocol Stack(VPS) that possesses
automatic learning ability through an optimum-adaptive mobile code. Therefore, the enhanced IDS adapts dynamically to various network
environments in consideration of monitored and self-learned network status. Moreover, it is shown that Insertion/Evasion attacks can be actively
detected. Finally, we discussed that this method can be expanded to an intrusion detection technique that possesses adaptability in the various
mixed network environments.

S 2N Z2EBAE(Virtual Protocol Stack), Z XS (Optimum-adaptive), & EX|AIAE (Intrusion Detection System), 2b}
YUAE=(Mobile Code), Alel/3[H Z2(Insertion/Evasion Attack)

.M B

dojo] Jr3t Ao A = gFd FGAAN0S)E FA
R AFEHE] dHAY 47 v HEHIR
o] Qith o5 ZAF AR MulaE AFaA =HA

3, ol olgstd 9 AFs A2E A4S FEde
ARALE 2 WEA ol lnt. Tyt ol T &
715 ARAAHY HHAazt Srkstn Jow o9

A MEda Harta w3 343 Frbst e 44

# o] Ay 20038k FXigu AT Aol 93te] o)FoIRS.
T 3 QiAo g AR AR $AAT L FHATY
TEAY  ER NG ARFATYIY RaAF

g syd st FFEAete xas
Y 8] o EEA e d AT AKISTD, 2AEHRY7EAA4Y,
AT /oA
AT 120049 9¥ 109, AArE 120049 119 259

oltH1]. o]AL VB WEYA BAHoz g Fe& dHY
ZREZA TCH/IP Z2EE 44 2 78 A A4+
g $GAA #HAAM HEE B AFER QA &=
2 (Eavesdropping), ¥ & (Tampering), 9% (Impersonation)
59 9] FH =EFHUY WEol7|= dirh w2
Eule] 9429 ZhE FRALHE B335 93 FYAE
2 Alzdgle] zta e AA HAAH S BAstd gzl B
AAFE AASAY, dEsA 2 2 HIAAAN2H F
o] Het A2RE 7F, 93| % gt

gy 71EFHQ WolAl28E PRSI E BT
AR-oto] A4L s s &Ho e AEE T ¥
®H ¥# Ad(Covert Channel)2 9JF-ZHE9 Az
Ao o3 " AE FolA Ratd gt ol w

Nz BEASE ARAPe] e Bed Pol

al
4
Y
a)



46 FEMelE@l=2X C A2-CH M1=(2005.2)

ok oohet AY AEE B4, de 2 HuE e HY
Bh2) Al 28 (Intrusion  Detection System : IDS)[2]& =%
3o} 7]E AHRIALANE RAss aHAHor Hs
THo] die FHg HaxsstuA st 1Y DS
t AR Zty e FAZ At vAdd A
S3HA E3 2/A7) FUkske #AZF HAsk L, o
¢} o] IDSE #35te FAHsE J|ek Zo| LA
ogrt. &, ZAHA AYFAY &g WasE S-IF
A Fo gEH J1eed IP Z2WE(Fragment)(3]15
o] 487+ WEB "1‘5%«1 Fol @& zol9 1R F
Al41E ol &3t 5 o3 ‘5”“01 At o] F st o
g S9AAE HE 23 TCP/IP HWEYZ Z=2EZF
2ds FEHGE AL ol &3E AY/AH THth
{5,6]. °l9} Z& $3¥HL DS’ TCP/IP Z2ZEEZS
Ao digk F He A, RUEH}L de WEHI
359 ARANZzR#4E d2A o HfAS A ez
e JHZI ] ol 3l ‘4‘2 @era Ho & £& s AL
7o S3FAd dig J]?fﬂg‘
*1]7‘]3}7] -?‘]?'fﬂ —?—a],—‘:— J-H}?—-l A=E ¢ HHH &
& Mtz 2EZ29(Virtual Protocol Stack)% A
I Fastdt FMEEREZAYe g8 RUEH
T UYEHZ 3§ UidA AZ b2 FAAR
HE HARAAYES A0 H2ES S DS =Y
He 2474 AuAsgEe] U WRoE #3
A s st Zolth. o]FHA F2EA Al/3H

A ANEE dAsn IDSY L¥9A E& vgA ¢S

2

O

1

»

ol of R Ok

My ol mlo T oMo Qb > o

Anomaly
NZ22 Z28 24

Detection

Network/
Multi-Host

Based IDS

Misuse

NES 8 39,
NEL HE &3
Detection

= 7lesiy.

2. IDsel Exz 7

Z 9] (Intrusion) B A 2] 744 (Integrity), 7|2
A (Confidentiality), 7F-&4 (Availability)S A&fistE 94
o] FFojut FHEA2HY HAANL Yubste PHE
23 ch2,7, 8] E3 o3 YL BAEE A|AEUS
QA A 2" (Intrusion Detection System : IDS)ol2t &}
o gxld ALSEHE deoldy EXMHE AL BRIFAY
gxindd e EFE a‘ T ‘il‘:} AzE A UEY
3 7]4ke] IDS(NIDS)¢} = 714¥+e] IDS(HIDS)E
2y 2z19 BEFRE H]“é’%*@%%‘ﬂ(anomaly de-
tection)9t £ & ® X (misuse detection) ¥H o2 & 4
ok BN AER S Ui =odx AP STIA A
9] ofale I/ HAHA A2 Snort[10]% 5 ot
AEA A1 2e AT URE 2889404 S
At gl

EEA= 1980“1 Denningdl] 28] A& AAHA=
AN FEAEES 0|43t BAE Y= FHeold
[12]. &3] l"'1 dﬂl-J [DSE YEYA Qe o]~ =
9] 4A4& Fapd R =(Promiscuous mode)® A
FUEYAY BE AAE ¢8lo] 9 HA9Y o9 W&
< 71EY HUEAHE T vastE HAE TR W
o
a3 o3 @ 27] IDSAA AUBAE A sty
Ad g dgy DSV dFHAEY 25 4dF
9 Znld 29 FHYHQ dolHEE L3 d77)
. olgt #HEEo thEHe IDSEZE SRI(Stanford
Research Institute)oll A < 83= EMERALD(Event
Monitoring Enabling Response to Autonomous Live
Disturbance)o]t}. o] Rd & dojdEV} 24 YEY
A EHEE BT AEZaol2 BYEHAA 241

a1

o

Intrusion
Detections
System

Intrusion
Detection
Module

Network Driver

Packet Stream

<

b. NIDS2| T+

( aa])”:)so'xl-iol-l



2ME ByW de ez ZYUEE ol#dFd BuA
38 THHeE #EYdE FHE dojHEY JFe
F%o AEE 2= AW & dAHE Feholi13, 14,
151.

AF7A st Aver A8E DSE AYADA 2
(Firewall : FW)o] #& A2drns dAE FEsen A
AR o] =g AJAL7L ot A4 IdS
-3 FEE7] HA v gk o'x w4 EA)
¢ 71E AYgAgee] glod FAE R gl
et A A WESZ 718 NIDSE= AYE AL
22 g £ s FAE 2 Yok oA HF EA
B o2y AYWAA2E[16, 170l Mde s s =9
=3 ok 2y $-2 289 w9 NIDS/F thekdt
SAEEY MEHZ 874L TEHRE g3 oA
o} nEAE o FANZE HAF FRE YEE &=
IHEZRZEFANS A bsti A Este] IDSY HAA EA
i BASIEE syt

¢

)
=

=

3. 7takz= 2 E B A= (Virtual Protocol Stack)e] 74

JMIZEEZ~ES NIDSY 48588 F3sted A
50, AL BES A8 4% AN ARE AFS
th. NIDS7F H&sfof & thdd &4¢ g 3 71x o
% YW TCP/IP Z2EFo| OSvit} FHHAA LA sE=
Aolg o] &3 A9/ FHo] Urk o FF4L FFA
7} IDSS i BEA2AH T A A2" 7] A4
= A& dF3d T ALl e AL MZ gEA
A atA st AQdste FIFHTHE). F, ol g FF
% 3t TCP Header#29] #AA8E FEA &e @
o2 ALste el NEATZEZ e Fa3 A
& 4zbe] ke Al2gE ZUH s9 A 2drit o g
0S4l A2 dz2A 338" TCPIPY & AHE vy

ndg HAE AUPes £3 g 8 & gi A2
IDS7 A2 22 BHoz AL HIYFeE goz N
ARl/3ly FAc2RE AdE H4AE T F YEE 3=
Aol

4, 7tal= 2 E Z AB(Virtual Protocol Stack)el T4

MEERZEFAUE 3A BUEE Axds g A
2o g otk RUHY A2d2 TCP ZZAA
o IP T2 AN, AR H$E 9 o AE(Tester) 2 T4 5
of i RrtHo g YEYZ =dolbg At Fy
ojtt. & B A" FEL End 2= EREY 29
o]AE dloje] A=A(Client Data Sink) HE o2 FAEH
o] glen ZzZte) FHaAEC] e JFL JeF B
1=

2htg 2=

Teln

088 HNNE WYTAILY 47

41 2UEE] AlAH(Monitoring System)el +A

Intrusion

Detection M
Module Monitoring 2 Target
System ¢ System
............. 0040/0000000000000000000000scccecacsscssrsacenne
: Client
. eni
TCP/IP Processor Virtual E Data Sink
$ Protocol
:
Stack ¢ Mobile code
H Platform

: ‘A\ 5 0S
Network Driver Test Packet E
= H
Stack Querying :

(32 2) JZEEE AR IME

Packet Stream

4.1.1 EHZ =eholy
WEYA =g o|H = Packet Sniffer? Packet Injector

im

e 5 REo2 o]Fot) Packet Sniffers WES A
ERE HFE FHollo HAe o FEE ZAS F
o] #7& 7l H#+HE Bule 98-8 319 Libpeap 2
olB g o]&dtd TAHHCt HAE WA 9T =
T 4 EIAAERE g =77} dAIs Libpeap 2
olrgiE]s LFAAN d2A Fdd doelHPa
< st dEglel YT UEHAE e VPS A

A Mg weg ol& AMSSIETH18] 8l Packet
Injectors A A2del HAEZ RUleE HAE Aug
LE VEYIRE T3l g Axdoz BuyE 98 3
t}. Injector+ Libnet ZtolH 2] & o] &3l o EF
Libcpap ZtolBe|g]e} Z& o|F & o]71F QA A oy
qME 22 AEFHo)~E Ztu TCPAPY 2 Ay ==
EZo dd gt AAe s Bl £ glo Ags)
SR TH19L

4.1.2 %7 F$H

HEHZ Seho]HERE & 22 4
1g A2 RE i Al25ef P Fa
7t A HSEH Y P B2 9EX
Hl2E 23] Aueled dE HAAE uH Aad
27} B2 A Aoz uek o] BEE o
IP 47 9oH o] AL AT g A2dS B
IP Z2AAZ AFHo] Harh 28u EEd 5
01 93

>,

B Y
Y

)

>

A g H2 SeEE g8 e o

ox o B o Jjg K

4.1.3 H2H

HAHE 4 Alade TCP/IP FEAHE AAstn
A A A2 7MA a2 P9 TCP Z2AAE FA T
H7 487 PFE F29] digd Axde] P F47t
TEHA g HagolA A& W HAHE o



48 FEHSD=FXIC M12-CH HM1=(2005.2)

Aste] 2eoldE

[oZ

A AzEe Buld ZE FRF <
dole 43 HEHAHE "%?—\S}q ol HEHE ¢
HY HAE Atz Q9 [q"’/}’ﬂ 2249 718 i Al
2de 33}01‘”5 dolel A3 ofEg Aol AdqA A%
3l1 1 HAE Af: %E]-C’]?‘_E gl o] § ’6—:1-} 12 [
Ho Al g4 "4'6'5}‘4 o] HAE AFAE 71X

& Azgle] P9 TCP T2 AANE F43

F

e

‘..‘

= z ina
BG9Ee P 250 AAE 4 Axde P F4E 5
23,

4.1.4 TCP/IP Z&AA
IP Z2AA9 8L H2ed o3 AHE TH&

PR g A2 FYEA JdHY ZREZS A
st Aoz IP dy ¥4E dPdm P ZYIVEE
AzFHH20]. 22a [P T2ANE 828 o5 A
AE 7EE AR HZA1S Hsol 4 olvH A
slof &2 AAs) olgA ARG wol AT Fo
TCP AW E(Segment) #£& &d TCP ZRAAMR
Bdo

o] TCP ZZAMAE TCP 3y B= F8-& AAbg)
oleldt "= A2 HHE AAS, dolge A2 2
& Ui A&" Aol EAste $8EZ2ads shelv™,
deolHe A8 ARty s Bad dAEo|th fast
2 e TCP Y "=9] 9 TCP EF] A=
AA domw Fdo we W E £ JuH21] oA A
TCP #Adle o577 24 & A% 2 d&Fo] HAH
YA &t FMEEZRZEZAYL o|FA oo YA %
Aued dsl Aejg Wy DS AFEHe #Hzle] 9
A E ZEE St

42 ERZl MA”e) 74

4.2.1 Bvld 3= FYE

Eutd 3= FYPEL HAHA g3 dFHAAE 2
Aolds ol 32 AEAAINE LopEeln oIA
o] r,H}\L A]AE\] A]—oﬂ}\-] )\153% 2= glgi o]_ 3k
@,

KB
=

4.2.2 Client Data Sink
S0l E dHlolg JAE dF9 zAul FH2ZA Ay
Alzglol A Agg sH2g Aveled ARE AT o
Al H2HZ Buls 93-S st "2Els g A&l
A Hd d2E AdEle WSS £3589 P9 TCP
ZZAXNE FHFEE gt}
AR MY EREZ2Y g3 FA 9 J|E Wy
& (28 MY =48 + 9t
]a;ﬂ :,Lklg 7].1&.\—:.@5&)\ }_Eﬂ }"13 q
& A2"E9A4 (¥ 39 b 7.5‘0] 7—}7—}«1 T FEol
98 Hedrt ada $A A5 vk} o] Libpeap
4 Libnet gelB8elE 059 54 ©p2x g Feo]

AE dolg JAr Aul Fsz TAN] 7] e
At EPHoE AFAT. s MEeESsYe
TGEFd A2Fe SAd 9T ol EPHeR FAHL
dAsdc
| Network Driver
JER-Rll
Packet Router
Network P 2= AA
Driver
2RI 280 98 80 a8
I
Intrusion Exa TCP/IP Tester
Detecti — Processor HIAE AlLRI2
Module ntrusion AlLI2IQ ZaH | Processor 8%
ERTTe— Detection —_—
FaEx o TEmRwe | % T
—— Client Data
= l Intrusion ! Sink A
eport, : i Y
Reszznse D::;culon AR 21 o
08 e e
AUET
a J|E MK b NEREBAL HEA| HYE
(3% 3) JNEZEBAE N8 W% 5 A

5. Al ulE JNTZ2EZAE HIlet Ao}

JHEEZEEAHY HAEE IDSY 4 Ala"o]
& EZo] ATsEA HAlshE Aoltt. /MR EZ A
7+ o Al=de 548 Fohl BE ¢ 97| wEe

71% 87olgw M EREZAdH] ¥Ed IDSw AU/
TAE AT F Jrh ANEZREZ2H i H
Ex #3& EUHFSdZ de T diA Alzdd
‘hello'2te AL L Adste 7MFEREZ 28] )y A
283 2o waog FAEE e AL dFste
ALZ Linux(KenelHA 2212-X, 242-X), Windows
98/ME/NT/XP/2000, Solaris 8(SunOS 5.8), FreeBSD4.6,
HP-UX 110, AIX 433 5 t&3 0SE 53 ddsh

9 rlo >\£

2

51 1P Fragmenfation

o] HAEE EAEE 8byted P ZYIHUER Y1
o7& i AI*E“OE AEete Aoz gid Aj2dlo]
olg1dt IP ZYIHNEE AxHeE THE 21 YeAE
ARgrh g Alado] HAEEHW YZIEZAHD
A A Az e FAor mHaUES Ay
gt gl ZHavEd vg HAEE dbyteR 274 S
d ERde ga Aadod ApstE Wi o e

3} gol FRBT,

EE zou+0|E] hello |
Fragment &

e sumE‘ ‘oua guror] [ 4h”;|‘|"5

Fragment ¥

(32 4) IP Fragment



{E 1) IP Fragmentation E|AE &=

IP Fragmentation H|2E

FEMgE A

Fu i

Sbyte L1

Soyle ZHTUES &4 fo] ¥4

Sbyte TP1HER EAd +4 A

o
2
ili24
"
ol
X
o
u
>
|m
2
R
iy
Iy
=

8byte ZHIHEH B
9 ZPOHEE Aty HAE £} Y% dE
HaHEE St o AR o
TAERA 4 449 =
49t} LinuxkdlAE o] ZgPaHEE =
7t G2 A%, WindowsE H|EE U2 Aj2"e ofd

22 £ghalx] @7] o) ‘hello'dhs £xld At U2
184} Ptacek, Newsham®] %7] ZA} Z3= Windows$
Solaris & 719 OS% ‘hello'sts A9 A3 Uex
Linux® ®]#3 o8 0SE ‘xxxxo #2189 ZIE 2ot
[51.

ofy
_OlL
sl
ofy
)
2
o My X 1o K

52 TCP Segmentation

AdAEL FrEsHA #e AR Alds dr(Sequence
Number)& 7Hd #7& A$sted DS vlE7] Al7lEln
@k we DS/ AR AWz WuE A /18 A7l
3 #0d IDSE HE7]E dolge RUge) Jay B
A s¥o] "Wold 7t itk A EE AH2 ¥ E
g Alzga 2L ez AEsty] s MEEREE
288 ALSET olEle HAEE ‘hellods £x49E 67
9] lbyte AIZHER U¥A A4tz

‘%2 :hel, l,o WS thel |0
1,2,3,4,5 ’ 1,2,3,4,5
MHES: h, e |, mo ‘ &:h,e,xx, o
1,2,3,45 | 1,2,3_ .5

a. MIHE ¥ N3HE 28 £3

b.
(02l 5) TCP MOHE & 3

(E 2> TCP Segmentation HIAE &S

TCP Segmentation H2:E

shte) A1 By AE
ARE $4 A%
Arrde £ 4

#4 glo| A Ap

TES FANSE 2 #3449 719 97 A%

EaE TCPAP i |4

B3 TCP/IP =4

ZHIY REE 0188 HNNS AUFRAILH 49

AINES] FH %“—Zé HAEE “--xx-
o] g3t AIUEE AEstd A AW
= A Yol Eﬂ__
T RE OSE F3
3 ZE OS7 Axg @ FH AIUEE
S9M ‘hexxo'Zhe At U Ade Zolr)

i to rfr

53 TCP/IP st &4
A Al&glo] #d TCP/IP &Y 43

= TAES
E9 FH 4
24 Windows®# % olyz} Linux
+A QJIREE Hr|P) o
Ptacek, Newsham® %7] %A} ZA#¢! Windowsg A
iz wop

SATHS).

Aa8E 7t

) oAe A e W DSE oY 4L &

o}ﬂl H9 A2dg3 DS HAL HFse
A = 4d/3] g *7:18_ 38 5
HEZEZAHL HA
IDS7F M2 543

f

#30] gz

7 Al Bk weA g
E 2%E olgse By Axd
Weoz AL AUNES gk

(¥ 3> TCP/IP Header Option HAE &=

TCP/IP Header Option HXE

FEO TCP/IP A2 A%

e P WA AF

F &9 IP Header 7] A%

F&9 TCP Header 7] A%

(E ) HAE AU2]0 e Z23}

Windows
98/ME/NT
HrE Linux /XP/ZOOO
HAE 23 2211-X Solaris 8
= 24.2-X FreeBSD 4.6
HP-UX 11.0
AIX 433
IHE £
Sbyte 2ALUE SAAZ | o hello hello
A%
i EA o
Boyte XAIAE A GOl o hello hello
’\‘i-&—
Sbyte ZHIHE A4 hell,o o hello
+3 3 A4 /XXX~
el HladE wE A4 | hello hello hello
AadE 4 hello hello hello
/---m-
[ hello
Aoned 3 3 hello hello
/-—xx-
=X glo] A2NEE A4 | hello hello hello
Fa9 Seq HE9 w3
Ea A4l 27 g hello hello hello
Fae TCP/IP A2 hello No message | No message
&9 IP vjA hello No message | No message
T a9 IP Header 27| hello No message | No message
829 TCP Header 7] hello No message | No message




50 HEXMaIED|=FAlC M12-CH M1=(2005.2)

olg} & Ao ulg Z+ 0SH #akd AE Az
<E 4>} Zo| HHANET 4 Yv} ol& Ptacek, Newsham?)
Z7) A 279 24 ‘Sbyte Fragment E&E 3 %
A4 FEAT Linux OSTHe] o2 0S¢ vz2A Hag
< & 71 Sldh

Comma :ZIHE HAY A2HE ® x4 78
Dash c A AR NN AHEEH EA
Slash 1 % WAA FRA @A/5 AR

54 FUEX|9| Hal

- IP Fragment2} =&
- At ¥ : hello, attack, intrusion

hello
& 204i0lE attack
intrusion
BC 4HI0IE
!;Ei 8HIOIE| |3 8HIOIE + hell °
atta ck
intr ugion

(32! 6) IP Fragmentoll 25t ZIAEX| TEH H2E

FelA de AFHE EQRE d2A HFyshe Ao <
P EZRaHE F Sulo]E ZadEd EALL 4
o] A5HA Linux® Windows Ajago]l Axg o]y %
HEHA 873 F7] IDSYY Snort[1019 AEAA H2
Ezld H3ith &, (1% 6)MAY ‘hello, ‘attack’, ‘intrusion’
MY FAEE MAT 9AM AHE Wyem 449/Fd
2313 A H2EEZ 39t Sbyte Fragment 9 +4
% A% g2E AS MlEZzELANe Hasix] gL
Linux A]&€o} dalAs Windows A2€3 tl25 33
A o AYBAI HA ggey MEZEEEA
98 Hgsln 22 Yo HAE EXEL A4Ee 1
<E 5> o] ‘hello, ‘attack’, ‘intrusion’o)@t= s Elo] o
S3A 9 AYEA E(Rule)S! TestHello-1', ‘TestHello-2',
‘TestHello-3'0] 25 @A HItt ol /MFEZEEZ 2|
98 IP WAz 2do] B Hdg 48 + ¢l
£ Aot} (¥ 7)& o|F 3l ‘TestHelllo-1'9) AU
Aot H2ET o AE3 211.X.X83 PF29 1004
FEJA 211.XX114 IPF49] TEZ F3HE AL ¢
F At

CE 5 Linux 0Sofl chet Mel/zm P32l IDS BHXIFF

2AR() 7]”5”5%15?&"3 7}%22-55-&53
hello( TestHello~1) nl k3] TestHello-1 =]
attack(TestHello-2) g TestHello-2 &%
intrusion( TestHello~3) " g TestHello-3 &3]

[*+] [1:1000001:0] TestHello-1 [*x]

[Classification : Unknown Traffic] [Priority : 3]
11/27-16:06:42,713392 211.X.X.83:1064 -> 211.X.X.114:80

TCP TTL:128 TOS:0x0 ID:2091 IpLen:20 DgmlLen:378 DF
#xxAPxxx Seq : OxFD1C066D  Ack : Ox70AFCIDB  Win : 0x4470
Teplen : 20

[Xref => test test string]

(32 7) UK HE TestHello-12) EHX| 23

6.4 &
M2 9E F79 05§ Ze HrA2"E2 T
TCP/IP WEYZ aFdA YEHR 74 NIDS7}

e Yyl Al M2 dE FF9 0S7t
TCP/IP 249 78 o] wo] 4/3d FF0] 7t%
sitte Aot o] ¥4L DS/ BEUEHT st e HE
g3 2gd Ue 7479 AEAzgoR ALd AAF
g2 sdsEs YAle WA st AY-AEZ Fyee
FFolty, a¥dl 4A AAZ 0S FFAE] Ptacek,
Newsham®] 7] A ZdolA vebd Hopgde JAy
MM e AAstE M2 & Aole Ho| WAs
A sk}, o] g @4 TCPIP ZTREEL 0S TFA
Eol Z7] FE}EA WA= UY HAFAHE Ptacek,
Newsharn 59 ZALZ @[3 2199 )& AAT A3
g 590

MY oXx
rorr o kofa

IYAT B wRIA AAE APERESA )
& Aol AT FuY T, & BYE B8 2
£ ABA29e G42E ¢ FA U3 DS 55

o7 gg3td old HANS AAFLERN HAHY A%
& ZEE e AL FIT & dA )AL IDSH}
BYHY s AL Euld 3= ZHEC] Ju
LA 9 ngAE SHAAY Aol did HAF AvE
o7t EulE YR Fo|AE dHolH HAE AT Al
2do] By AU eE Agdtn Alzduit oE A
Y ARE HYsto D Alzwle wE TCP/IP ZEA
A& AT IDS7H AYEA 715E F357] A
Aol g BT 4 Yotk o]gA FozH DS gAY A
£do] 9% PHoE AAE HYY & dve Aol
X E 48 Zn Fd3ixH WEB AMH7 Xgd o
F3 BANAM AYEAE & A 2ng Z=F o4
st g ABE oplxn o] wet ve A ¥
Al oo 93 HaEst BAst e o F9E Sl
TCP/IP Z2AME &3 Alzde] oA AFAst
3 IPd i gatE MY ZREZ 298 wEo] WEB A
W Ef7o 2 AdHE TFHE AAL 5 g u
A ojd oz JMEZREZ2YE HEFo2H o
U3 FANA B} HEH L IDSE 4L F dE A

ol e},



B d3dMde 2uld o oF s
& o|&8A IDS7F B Hoh Hust Hu FFHo
oF UgdE ¢ UeE BAT 2¥AY o)A
d MY E2EZAY Yoz IDSY LHAE o
Q.

5
il
m
i
>
off &

SxAe A4 348
ARG 5 Sle AL ot NIZ2EF2EL oA

[—

(1] 3= AHAR R 5T, “EARILA", http//www.krcert.or.kr

[2] Rebecca Basce, Peter Mell, “Intrusion Detection
Systems,” National Institute of Standards and
Technology, Nov., 2001(http://csrc.nist.gov/publications/
nistpubs/800-31/spl00-31.pdf)

[3] ¥4, “IP Fragmentationg | &3 FAE" http://
www.certcc.or.kr/paper/tr2001/tr2001-03/1P%20Frag -
mentation. html, 2001.

[4] Whisker Web Scanner, “IX¥ # g AAST, hitp//
Www.wiretrip.net/rfp

[5] T. H Ptacek and T. H. Newsham, “Inserting Evasion,
and Denial of Service : Eluding Network Intrusion
Detection,” Secure Networks Inc., Jan., 1998.

[6] Denmac System, “Network Based Intrusion Detection
-A Review of Technologies,” Denmac Systemn, 2000.

[7] S. Axelsson, “Intrusion detection systems : A survey
and taxonomy,” Technical report. Department of Com-~
puter Engineering, chalmers University of Technology,
Goteborg, Sweden, 2000.

[8] Stephen Northcutt, “Network Intrusion Detection An
Analyst's Handbook-2nd Edition,” New Riders Publish-
ing, Sep., 2000.

[9] S. Noel, D. Wijesekera and C. Youman, “Modern
Intrusion Detection, Data Mining, and Degrees of
Attack Guilt,” Applications of Data Mining in
Computer Security, Kluwer Academic Publishers,
2002.

(10] Snort, “F70& HYEAA &, http;//www.snort.org

[11] #=24ERIAZY “AGAA/ AR/ B7RIFAE
#3” http://www.kisa.or.kr

[12]1 S. Kumar and E. Spafford, “A Pattern Matching
Model for Misuse Intrusion Detection,” Proceedings
of the Seventeenth National Computer Security Con-
ference. Oct.. 1994.

2HIY R

N

OI88 NG HYHAALY 51

131 G. G. Helmer, J. S. K. Wong, V. Honavar and L.
Miller, Intelligent agents for intrusion detection. In
Proceedings, IEEE Information Technology Conference,
Syracuse, NY, pp.121-124, Sep., 1998.

{14] A. Porras and P. G. Neumann, EMERALD : Event
Monitoring Enabling Responses to Anomalous Live
Disturbances. In Proceedings of the National
Infomation Systems Security Conference, Oct., 1997.

[15] A. Porras and A. Valdes, “Live Traffic Analysis of
TCP/IP Gateways,” in Networks and Distributed
Systems Security Symposium, Mar., 1998.

[16] AAA T, “FALAA 2" ETRI 71=84, 2002

(171 AEE, “2¢g #A A2" 247 ETRI 714,
2003.

[18] Pcaplib, “FHA A1 go]BHe", http://www.tcpdump.org

[19] Libnet, “dj1 A% golHe{2]”, http://libnet.sourceforge.net

[20] J. Potel, “Internet Protocol - DARPA Internet
Program Protocol Specification,” RFC 791, USC /
Information Sciences Institute, Section 3.2, line 1099,
September, 1981.

[21] ]J. Potel, “Transmission Control Protocol - DARPA
Internet Program Protocol Specification,” RFC 793,
September, 1981.

[22] L. Joncheray, “A Simple Attack Against TCP,” In
5th USEIX UNIX Security Symposium, June, 1995.

gt M =

e-mail : neovega@netsecuretech.com

19939 M7oiska Salska 2(shD

19959 M7OietE st Bets
(o15H42})

20039 FT st AduiEt HFEF8}-
A2 A B EAFEGI(F 84 Ah

1995 ~2000d 4H4SDI F¢d T4

20008 ~EA AANFAHAEHA(F) AL

TR UEHT Heb A2d Bt Psec, IFE XU

2 o2

e-mail : ywkim@dgu.edu

1984 AA gt 2 AH-g 8 2H(F 8

1986 Syracuse Univ. AFE &4 F
(FEAAL

199234 Syracuse Univ. AFE &4 F
(F8utah)

199249 ~1996d = AAFAATE AdET4

19963 ~AA sxistw ARFANFE

TRk AFETE, WE 2 B a8= AFY Azg




52 FEMeIE=2Xl C &12-C3 XM13=(2005.2)

PANE

e-mail : yulan@sookmyung.ac.kr

1991 oAt gt M Astak(gAh
19963 Syracuse Univ. AASH(F844})
200013 Syracuse Univ. A4FeH(FukAl)
1991 ~1994d IAFAAFAATE d74
20014~ 8A g g A FEF}
BARF: BAFFY, 2= AFE A2d, A2 EYS

o

o 8 %

e-mail : pwlee@Kkistirekr

1988'd T gL AAEEH(F A

1991)d Univ. of Tsukuba ©}3 3T}
HFEHTFAF(FEHAD

19983 Univ. of Tsukuba F8d13 2
FEFHAF(F AN

2000%d Univ. of Tsukuba ¥HAtE 219

20008 ~dA =237 EARATLEKISTD A AFHAE
GRS

T Eop: AR TR ZR2aHUE, EAHFY, J8E AFY



