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Design and implementation of prepaid service for Mobile-IP in
Diameter

Sangkeun Yoo*, Hyungon Kim** Regular Members

2 o

£ =% Diameter 7Nt AAA A|28]A] Mobile-IP 3-8 |53k AE Auj2e] A 2 7o) disted
71381k A% Au)A 7158 Diameter?] Credit-Control 2~8-l 7J4t 319129, Credit-Control 98- 7]&9]
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Key Words : AAA, Diameter, Prepaid-Service, Credit-Control, Mobile-IP

ABSTRACT

This paper presents the design and implementation of credit-control application to provide prepaid service for
Diameter Mobile-IP application in Diameter-based AAA system. Diameter credit-control application is designed to
support prepaid accounting service, which is not supported in RADIUS and Diameter accounting. Real-time
credit-control requires that an application must be able to rate service information in real-time. In addition, it is
necessary to check that the end user’s account provides coverage for the requested service, prior to initiation of
that service. In this paper, we design and implementation Diameter credit-control to provide prepaid service for

Diameter Mobile-IP application.
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=% / Diameter Mobile-IP 2-8-8 A3} Diameter A8 AlAge] AA 2 73

Billing)ollAE, 8 Aulae AAZISE Au|ad
vl4-& AAse 715 AFeor doh3) =, A
HlAE AFE] A AR AlAe] AMgAE 87
3 AE]29] vj8E AEFL = iR g’ &l
o Azt dRsp B ARRR] AAe] wlog
A 8737 AM|A vl RE]E A9 AulAae
AlF=A] ederh

e, 4] de ASET 9de A ZEEEA
RADIUS 4] He|v} Diameter Hlo]X TZE
9] HF A, AMula A A AF ARE
3 F 25 Ak F8A4 A7 wRrelzhe AelA
AAZE AR Aulz w2 HysA] otk o
Mobile-IP -3~8{5]%} EAP 3-£{6]3} Z-2Diameter2]
2858 4 80 e A Mula AIFHE
(Authorization) 71%5-& AF3IA|W, AE A¥|2=E 4
g A3 AF 715 A3 et

w2}A] Diameter 7oA ol2l3F AlE Au|AE
9% Hxe] 889l Diameter Credit-Control(¢]$%
ccel A2he) 5-8o] desitl cC 58] AlFsl
£ W3 FHF 7l dubdelejef s, A¥E Aw]
25 AH3laR) e ZE 8o A4 5 qlolok
gl B =58 o)#)3 Diameter CC & 7152
A7) SE Diameter 7|4k AAA
(Authentication, Authorization and Accounting) Al
elellA] Diameter Mobile-IP 3-8l A8 AH|A~E A
3 § e CC $-8-& AL, ol & +
ol dsfl 713tk

B =39 AL 85 gl 2A)4 Diameter
7|uke] AAAAIZHIA CCY] 71 H x| d8l
Adwdste], Mobile-IP -85 A¥E CC I¥ FHF
Aol s AL 3F M £ =EelA] 7
%l Diameter AAA A|AH] Fxe} FTEd tisle
Avgsta 43004 A2 deh

I. Diameter Credit-Control
Jls ¥ =

Diameter 7|4t AAA A|2EloA] A8 Au|~E A
F23l7] $lsiAs, AAA ZMEFRG] A28 Diameter
=2l Diameter CC Zle]1E} Az} B g3l

23 12 YubHQl Diameter CCO FE2F Yehd
o}, 236l Aula keAu]ag AFshe VEY
A %=, Service Element):= AREALA Au]AE A
F3h= AB]E Mobile-IP AH]28l 7-¢- FA(Foreign
Agent) 22 AR(Access Router)2 73t} CC &

Service
Element

AAA and CC

End- protocols ! AAA Server

User < CC-Client

CC protocol T
CC protocol

CC-Server

8 1. oduy cC =

ZoldE 715 AHla ke ZFE ¢ dTH
1), AAA Aol Z3FE $ ok £ =Fdlxe A
HlA ko] CC FEPl|dE 7l%o] XE He=2

i}
ARARZE AE)A s Agsle] 9F 2 A% A
Z 8AL s, A¥l2 kT AAA AEal

Diameter A{H2} AAA 7MHZE ol43ld 3-89
UF1AAFE sk, FA CC WHF 76
< Pt S8 AFyAWHS AAe} cc W’
A% AAs 374 At

aFeA AAA ABig} cC A¥E wlg dojal A
Az BdPAE, AA AAA AzHelA F AHE
EejA oz el Ao FAlo| 24 = YT
a3z zel F e Al HelEle] EAF F=
gltl. & E=Follde 3hte] Aol Diameter A<}
CC A7l EAghes ALE AAskick

CC Z=PlddEr} |A” Myl k=l AAA A
W7t TR EFL Diameter T2EEF CC Z2EF
o] AMEEH, AH|A kEo} CC AH7t ZTREELS
CC TREZo] AMgHE) CC TREEL g9 F
7VA] Diameter ®ARE AHEEIH, HAR7L EFFE
AVPS] Adue Ahslr|2 gl

E 1. cc HAA
Command-Name Abbrev. | Command-Code
CC-Request CCR 272
CC-Answer CCA 272

* Credit-Control-Request (CCR)
CC Z=o|dErt CC AMellA =z E JFA
Z 8A Al AHgsie, F71e| 7§Al(Update) 84,
Au)2 | A(Terminate) 83 Al A8k}
- CCR-INITIAL : & AFHZ A AHE-
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- CCR-UPDATE : 57te] 734 830l AMS-

- CCR-TERMINATION : Au]A sfi4] A] ARE-
¢ Credit-Control-Answer (CCA)

CCRY o8t ¢5teg cC A7t cc Salolad

EoilA A4}

1. CCeo| && Hx}

Mobile-IP AHEAP7} Aju)2 cd] Al Ay
25 aFshs A, Avle e ARl @
Mobile-IP 1Z/AIHZET} CC AIMFo| AF3]
AR AB|AE AlFsA] dech

AR MulaE 8AEE, cC FEpllEs
CCR-INITIALS AAste] CC A¥ellAl CC Q15 &
A& 3} cCc AHe AMERE dst F
CCA-INITIALS CC Z=lo|AEA ALt U5
A CC M= AHEAY] AA o] vl AT
S gleA] gk 8 A] Au|ae u)g AR
Aal =2 433tk CCA-INITIALAE AHlA kT
7 ARAA Au|2E AlFS F ¢ e Apla
AHgEF N} Azde) EZE ] gk

CCR-UPDATE: #Zx CC dIHZo] A3 F
CC AJ8i7} CCA-INITIAL®] AAF Mulx 54 A
Zro] wgEAY HE]F Mula AMEE BF AR
T AS AHERE] ZEYE ARE AAls] A8 At
43} old], CC MM ARERF Al Auls F
#e Apzlelm, AlAe] 8 AT ohA] ARSALlA
LI B ARg-EFo A& il
(CCA-UPDATE)

A7} FgRE Au) s ARgEke] ARl Al ellA
vpaEto 2 H85l oA, AHERPL AMu2E FR
g A2 cC EEeldEE CC AMH|AE sAls] ¢
8] CCR-TERMINATION-S- A3} CC A& AL
4xe] Aoz HEl AR} AHERE Au|a AMSEF
< M i * Al Fagct
(CCA-TERMINATION)

CCR-EVENTE 34 oMIER AL A% F
271 9= 71AAY(Price Inquiry), ZHeEQ)(Check
Balance), ZlE8%(Direct Debiting), IFHEIA
(Refund) 5l AH&-3lc).

2. Mobile-IP ¢IZn dglEl CC HIHT &
=} =R}
Mobile-IP 385 A3E cCc AFHZHAL oS
o] ¥ /1A whAe] gk
* Mobile-IP] UZ/AIHFo] 48" F, CcC 4%

18

ZHE 43
*  Mobile-IP9] 1&FHAIAE Aol CC AFH
Z 53

£ =Edxe, "AF WAAY g 24 5 9l
£ F A S ol8sld CC WIHSE YT
t}. Mobile-IP9] QIZ/AIAS Al CC ARA
< 3k 49, A¥l& k== Mobile-IPY) 5
233 wARe] cC #3 AVPE A Rk AHrhs
= AVPE ARlA AdAE B Aula 2 g $
slom, B =FdAde oo AVPE FEALE H
7¥he S ARk

* Credit-Control AVP (AVP Code = 426)
Credit-Control AVPE A¥]A 7} AE AH]
25 A3 7 2kEA] ARglE ook 3= AVP
olck. Mobile-IP 7| 1F/HIAHS A AAAH
(AAA Home : &% AAA Au)hE AHEA}|
gt AE Au)a ARERF JRE itk AL
A7 AE AEla ARERRD AS AAAHE
Credit-Control AVP2] & of¥e} g el
t}. Credit-Control AVPS] &3] o= AH]:
X7} Diameter Credit-Control -2-8-2 X% &
ok AL 9vidkek o] AVPY  3ho]
0(Credit-Authorization).2.2 dA=e] glewd Hxz
2] QFHAMAFE 8Ao|ER AAAHE CC AH
2 CC FE 84S Btk o] AVPY o]
1(Re-Authorization) 2 A =le] 9] 2% Mobile-IP
9] AlFe]E2 AAAHE CC AH=Z CC W7t
ZAZzeAe 2d #Hse gl
Credit-Control AVPZ} &A13}#] ¢fem Au]x
X7} Diameter Credit-Control-& A3k =
7]9o]BE2 Mobile-IP QAZF/ATHZTL Az
212

¢ CC-Request-Number AVP (AVP Code = 415)
CC-Request-Number AVPE A 3= 3 gl= CC
AAdeA CCRE TE3}aL, CCRI CCAS| #&
w237 2l dl=A] HeF Avpoth

¢ CC-Request-Type AVP (AVP Code = 416)
CC-Request-Type AVPE CCRS £7/-5 =HAs}
= 22 ¢ AHor gt INITIAL, UPDATE,
TERMINATION, EVENTE AA¥E £ it
Mobile-1P2] Z7] <IZ/HAZF wAA]o Algl=
£ CC-Request-Type AVPEINITIALE A4t

* Requested-Service-Unit AVP (AVP Code = 437)
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Requested-Service-Unit AVPE= CC 220l E7}
873k AMuj2g] FoE wiejs Fov 7,
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o] Agshe 7% FuloldEr} 877 AMla <
< et

o] olof} AlgiA} M2, Mu)x w4 AA Tl s
&t Service-Parameter-Info AVP (AVP Code = 440)
1} Service-Identifier AVP (AVP Code = 439),
Rating-Group AVP (AVP Code = 432) 5% 71
= qlck

End Service Element AAA cC
User (CC Client) Server Server
Service Request
AA-Request |
(CC AVPs)
CCR N
(Initial,
CC AVPs)
» CCA
(Granted-Units)
AA-Answer
(Granted-Units)
Service Delive
CCR
(Update,
Requested-Units CCR
Used-Units) (Update,
Requested-Units,
Used-Units)
. _CCA
(Granted-Units)
CCA
(Granted-Units)
End of Service
CCR N
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Used-Units) CCR __,
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Used-Units)
w CCA
CCA

12| 2. Mobile-IP 529 AZ/AASH A3 CC
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¥ 204 Aula kel AAA AW Alelel
AAAF (AAA Foreign : HHEHe] AAA Ao}
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& 4 gl cet s 53 T3] glom
2 a3elx Asigich

1. AM82pE AMu|2E 88, Aula k=9 CC
FloldEE AA-Request AIR]ol] Yol AF
gt CC AVPEE A8l AAA AollA] A5’
=8

2. AAA MY AP AlE Aule ARARIAE
wAgE F AR AMEla AR AR
AA-Request AR 2HE] CC AVPES 353
CCR-INITIALS AAcl AAA Ad= AAE
CCR-INITIAL =A)A]8 CC AMellA A4t

3. CC A¥iE= UPHEES 433 F, CCA-INITL
AL WARE sl AAA AwollAl A4l
Qo] AEE A9, CCA-INITIAL wAR|l=
CC-Request-Number  AVP,  CC-Request-Type
AVPS} Au]A 342kS ¥ A|3H= Granted-Ser_
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£ A7Fe A8 Validity-Time AVP (AVP
Code = 448) Ho] Eg=m, 585 Afulx oo
AHAE ARY e FHEEl AS-
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FEch W, AMRPE A8 Al AR
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2 AdAgck

4. AAA A& CC AW E5E] CCA-INITIALS +
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Unit-Indication AVP$} Validity-Time AVP 52
&34 AA-Answer HIAA] el F7IRE FAH)]
& reg Al

5. ARl ke olZHATRSF] AFF AT A

alellAl Au|~g Algsch <, AA-Answer?|
Result-Code7} Granted-Service-Unit
AVP7} 002 A= gledl AMAks AR A
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o] Mul2dz o AFAAE upEch

Aol

9



FLEAI83| = FR] °05-1 Vol.30 No.lA

6. AH|x rruolld Aulx 34} BF 4mEA
U AMula gty Ajgde] 23S Aele
CCR-UPDATE #AIR]E H$3hch
CCR-UPDATE w Aol AR} AHZE ]
2KUsed-Units)3®} A2 8738 Aujxof
(Requested-Units)-2- ¥E313PH, CC  A8dlA
CCR-UPDATEE A3A°Z Ay A5 A=
877 Ay acke] #-4EIch

7. AHAE Au|AE S5, 348 Au)age)
il 3% A2 reE
CCR-TERMINATIONS AAA AHellA] 43
¥ cC Ade Fs5h

M. Diameter Credit-Control2 7&

B =M shie] B8l AMulo] AAA 489}
CC A¥E T3tk AAA A¥+= Diameter Base

ZZEZ  JJX(BPB: Base Protocol Block)3}
Diameter ~ Mobile-IP S£(MAB: Mobile-IP

Application Block) ¥ Diameter CC -3-8{(CCB:
Credit-Control Application Block)el ®Al=lgich
d 32 B =FolA Adshe Al k= g AAA
Aol F25 FARRM

AAA Server

Service Etement

BPB : Diameter Base Protocol Block
C€CB : Diameter Credit-Control Block
MAB : Diameter Mobile IP Application Block

33 3. Aula k= g AAA A FE

ahte] Aol AAA A9} CC AMME FRIsks
75, 27 29014 AAA el CC AWizke} Qe
oAy W elEldle]l~2 WA UlR QEso)~
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aksle] 7ZF 2 FAIL HAIR] F ubae Ale-
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ARl CC AVPE #H7lshs AT AF52AE A
e AL 1¥ 49 2ok
1. AHl& k=9 MABE 2719 AdsddE 84
WA A]Q] AA-RequestE A3 ¥, CCBellAl CC
AVPS] 37LE gAjc) QlF ukale] EAPe} 7
o] Hel-2heg B3 AFE ol83l= S olF
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BPB MAB CCB

1.
Insert_ CC-AVP_Req |
2.
Tx Send MSG_Req
<—
AA-Request

Rx
e}
AA-Answer

AA-Request/Answer
may be multiple occurrences
Tx

AA-Request

Rx
I I S
AA-Answer 3

AA-Answer_Ind 4.
AA-Answer_Ind

38 4. Au|2 k=diA 2] CC WIEFE YRR

2] Q1% miAAel= CC AVPE #7kelA] gbech

. CCBE AA-Request "|A|Ajol| CC HIHIZ| 4

83 AVP(I1.238M A E H7IgE § BPBelA
HAx] HE£242 Itk BPBE AAA AHE CC
AVPE E3§F AA-Request HIARIE A4t

. AAA A ZHE] AA-Answer MAIA-E -2 BPB

L MABOA &% wAR S A2ie)
MABE 139 #HF ZA7E FI3 AA-Answer
HARE wy] Aol CCBAA Q% Ane Ad

BPB CCB
1.CCR_UPDATE
Tx
- x|
CCR_UPDATE
Rx
—_———
CCA_UPDATE 2.CCA_UPDATE
CCR/CCA_Update
may be multiple occurrence
3.CCR_TERMINATION
Ix
- x|
CCR_TERM.
Rx
———
CCA_TERM. 4.CCA_TERMINATION

1] 5. AH|A =o)X CCR/CCA-UPDATE %
CCR/CCA-TERMINATION Xz}
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81| d=ct
4. MAB:= 2132 3E AFE I AA-Answer

A2 & CCBellAl AYsle] cc AAFe] 2+

£ g 9% €a+7} A 7S, A k=

= Al—%z}oﬂﬂl AMUAE AlFsh Al 75l

€ AMl2E AFEA ?gtv}

I8 5 CC Mulast AR o]F AMu|A re
o4} CCR/CCA-UPDATE 2 CCR/CCA-TERM_
INATION ®AAl7} Aelsle HAE  delich
CCR-UPDATE/TERMINATION ®HAA & A$shs
e 1AM Adwsigich A Au]jzrt A"
3. CCR-UPDATE/TERMINATIONS MABE 73]
#] ¢35 BPB-CCBZF A4 Azt

a3 62 AAA AH¢llA CCR/CCA-INITIAL-S A
23he A& BoFt

MAB CCB
—_—Ex__—»
AA-Request
If Ad-Request is
successful,
1. CC-Auth_Req
CC Authorization
2.CC-Auth-Ans
Tx
AA-Answer

12| 6. AAA Aoll4] CCR/CCA-INITIAL 2|48z}

1. AAAAMHS] MABY: Mobile-IP <lZfAEHZ0]
Aoz gsw CCBYA CC ATHZE 84
<& gt} "t Mobile-IP Q1Z/HYAFo] Ald3]
W CCBeAl CcC WVIMF 8AE A d=ch

Qs wAlAlol= MAB
7} A3 AA-Answer WA)A|2} AA-Requestel]
3o 9id cC Avpr} E3HEch

2. CCB¥ CC AVPE o83l AE Au]2 APF
& It AWEFe] AR BE
AA-Answer WA]X]o] CC AVPE #715l] MAB
oA A3}, AA-Answer?] Result-Code AVP+=
WA gt B AE A)A JRFe] A
g A9 AA-Answer ©|AR|2] Result-Code
AVPE A3 oz AAZ F MABA AZ
gl MABE AA-AnswerZ CCBEYE A1
% Result-Code AVPE ZAHZ3lc) A3 A5
BPBE E3] A¥]A =2 AA-Answer "AJR]S

A43)2, Aol 45 MABE AdAelE & ¥
BPBE 3 Aula =g Hdgich
I8 72 AAA A¥9l4l CCR/CCA-UPDATE ¥
CCR/CCA-TERMINATION A7} Hzl=le Az}
£ Jepdich AdE Auj2r) AR 3 apla ko
<} uhRriR] 2 CCR/CCA-UPDATE 2
TERMINATION #A|A]¢] H2l= MABE AXA| &
i BPB-CCBZ AA Ae]€c)

BPB CCB

1.CCR_UPDATE

Rx
—
CCR_UPDATE

Tx
- Tx |
CCA_UPDATE 2.CCA_UPDATE

CCR/CCA_Update
may be multiple occurrences

3.CCR_TERMINATIOIN

Rx
CCR_TERM.

Tx
R T
CCA_TERM. 4.CCA_TERMINATION

% 7. AAA AWol]A CCR/CCA-UPDATE %
CCR/CCA-TERMINATION *2]4x}

X 25 AAA A¥9l4 MAB-CCB7} QlEjslo) A%
gt wAIA] FEA |

Evnt_MabTx_CcbRx_CClnit_Req_t= CCB el
o,
Evnt_CcbTx_MabRx_CClnit_Ans_t= o]l W& 5%
o) 334 elglo|ctk

¥ 2. MAB-CCB7} ZgAAzt EAS 9%
AAA A

Evnt_MabTx_CcbRx_CClInit_Req_t
typedef struct

{
/* AA-Answer message */
u_c8 msgBuf[DIAM_MAX_MSG_LEN];

i E

/¥ CC AVPs from AA-Request message */
T_CC_AVP credit_control_avp;
T_CC_Req_Num_AVP cc_req_num_avp;
T_CC_Req_Type_AVP cc_req_type_avp;
T_Reqted_Svc_Unit_AVP reqted_svc_unit_avp;
}Evnt_MabTx_CcbRx_CClnit_Req_t
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Evnt_CcbTx_MabRx_CClInit_Ans_t: AAA server

typedef struct

{
/* AA-Answer with CC-AVPs message */
u_c8 msgBuf[DIAM_MAX_MSG_LEN];
u_i32 status_code

}1Evnt_CcbTx_MabRx_CClnit_Ans_t

E 32 Aujx xcto] MAB-CCBZF Slej#o]~E
$1& wlAA] F2A o]t

Evnt_MabTx_CcbRx_insertCC_Ind_t< AA-Req_
uest WIAIR] Woll CC AVP 7S 83317 $i%
A|A] FZo|c}. 3}, Evnt_MabTx_CcbRx_AA_
Result_Ind_t= Mobile-IP <1Z/834% 2 ccel 4
HEF AAE 7] A wAR] FRAlIt

¥ 3. MAB-CCBZ} ZRAAZF £412 313 viAR] 72 A
H|A T

Evnt_MabTx_CcbRx_InsertCC_Ind_t

typedef struct
{

/* AA-Request message */

u_c8 msgBuf[DIAM_MAX_MSG_LEN];
} Evnt_MabTx_CcbRx_InsertCC_Ind_t;

Evnt_MabTx_CcbRx_AAResult_Ind_t

typedef struct

{
/* AA-Answer with CC AVPs message */
u_c8 msgBuf[DIAM_MAX_MSG_LEN];

} Evnt_MabTx_CcbRx_AAResult_Ind_t,;

X 4% BPB-CCBZ} AA-Request ¥ Diameter CC
ARE AFsr] A wAA] FxRAeL
F 4. BPBCCBZ IZ2AA7 A1 93 ojAx] Fz
AAA Ap] E Aula ke
Evnt_CcbTx_BpbRx_TxMsg_Req_t

typedef struct
{

/* AA-Request message */

u_c8 msgBuf[DIAM_MAX_MSG_LEN];
} Evnt_CcbTx_BpbRx_TxMsg_Req_t
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Alzdle] HeAdeg Y A7le 2SSk
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T B TRE Al old wE 7| W &
ik A8 Mulas oln] GSM HEHZeA =g
Al B9 og welEod|s glew, 7kixk
o} AR Al JAshAL gl FAlelck

w2y AAdlel] 548 WESa 3 4 7}
T3 AR A2y AA 2 7L v$ £-43
olg}t & &= ¢ir}. =F Diameter ZE2EEZE F T4
VEHZ 25 A4 7Fed AAA Z2EE0|n
Aol A BL VENI Au|zedd EFE
AAA ZZeZE Ad=ET 9le Adelt

£ =%¢ A Diameterdlr AHesta gle
Mobile-TP 3-8l A& 7Fs3 AR Aulx 7158
THYPA, EAP -$-8°]} NASREQ $-83t= A%
7153} TXo)2 2 DiameterZ #4431 RE Hold]
A 7]1%2] Diameter 7 TZEZo] YA ¥
AL Au|a 7158 AlFshs AAe] slck
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