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Design and Implementation of Traceback Simulator

for Distributed Reflector DoS Attack on Computer Network
Hyung-Woo Lee'

ABSTRACT

In this study, we suggest a new mechanism on the design and implementation of IP Traceback
system against DDoS/DRDoS by Zombie and Reflector attack based on spoofed IP packets. After
analysis and comparing on the state-of-arts of several IP traceback mechanisms, we can find their
own pros and cons primitives. And then we performed simulations on reflector based DRDoS
network packets. In first, we suggest a NS-2 based IP traceback module and implement it for
finding its real DRDoS attacker. As a results, we can find advanced new IP traceback scheme for
providing enhanced proactive functionality against DRDoS attack.

Keywords : Information Security, Network Security, DRDoS Attack, Simulator
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