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Development of A Recovery-algorithm of False-Positive Mail
based on the Property of the Privacy

IR (U B S NN N
Sangjin Seo’, Hyunjoon Jin', Nohkyung Park”

=2

120

A AASHL2 FHEA AL FR3 rtAT Frrto] Ha Qo ~d wWde FUtR A3 4E Alg &
xﬂ% WA 7 3 ek 29 S e #E 7|8 2 7)do] thekd geje] A9 A 7)ES st 9o
gt 2~ FGo] W o] 77 o]Folxlof R B A v gy AlxHe] BREs sbEE L Qv 1E]
28 A 71 AL A 29 8 FE ] FE £Ad] mel g 2 98(False-Positive Error)o] @bz o]&
A Ee] F FeES 73 & =dAe 29 Ad E 9 o) 8 AFEE FA7]7] 98, Privacy AE 7|8
False-Positive "1 5 7]H& At 2 Fdsdty 8% Z2E ElJS 53] FalsePositive Wd 5 24
AFsta, A AvE 24 ¢ Qo

To

L

F-l

Abstract

While E-mail has become an important way of communications in IT societies, it creates various social
problems due to increase of spam mails. Even though many organizations and corperations have been doing
researches to develop spam mail blocking technologies, more cost and system complexities are required because
of varieties of blocking technologies. In case of adopting spam blocking technologies, system reliability largely
relies on the False-positive error rate with the order of employing spam blocking filters. In this paper, a
False—positive mail recovery technique based on privacy information is proposed and implemented in order to
improve the reliability of spam locking filters. Through the implemented prototype, recovery procedure for
False—positive mails is verified and the results are summarized and analyzed.
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Fig. 1. DB-Training procedure of extracted privacy
information.



32

= 1 Rl ]
T v
—* SEEE R
| Al | —— dma
L R
| HL‘F\UI ¥ BYEE O I | &5
h.F FALS Poilin:
=1 0P

% 2. False-positive WY &
Fig. 2. False-positive mail recovery.

22 57 71H& A% Ay 72 2 A% gn
Privacy AR 74| o9ld wd B 7]y
Aste] m4aAL EAH9 Privacy JE% "Fi L
Aakate] ©ol® wole] BT
W F=AAe] Privacy ARE 3 2 #Hgs
Privacy A&7} B0l 4z 7HssteE gl
Aotdl B 7L Z 23(Paul Gram)e Hlo]A]
(Bayesian combination) 7]%-& ©]&3cg]. 19 3
AIQF 23 o] 88 bl 221H W 5 #A

ekl gl

A acke|
g3 2AE

E=2

5(]’ T=

o rlo r$

<~
BN [Sierge g
X DB

JpolzA

2l=g

FEMS HoIRE SR
Look Table

230id
oEEY o2

A0
False Positive HIZEHE

Privacy=4
FEII2

zcigl s

X K

z& 25

19 3. Privacy AX 7]4ke] False-positive #|Q E--
A A 7=
Fig. 3. Block diagram of the False—positive mail
recovery based on privacy Information.

AA o] FE A7), B2 A4 7], Privacy
22 717 B4 BE So7 TARC aao] TR 24
= T A 59 ARIE AlF
%2 (Property) JE|= Aggt
e 77 19=e FAME
% Privacy DBE #x3}o]
&4 jrl‘ix}“ ZEE}E} 73
]

e}

(110)

7| M Ateks] =&X[(Journal of IKEEE) Vol. 9. No.2

(False-Positive Mai) 2 &4 3tc} 2 =Fol s 17 4 9}
2ol oR1E WY EF HYE S8l WY 749 24E 579
FEE gttt o7, Pee Coll Al S5+ Subset OIE}
2% 5914 Privacy 719ke] 1€ W B daeE]F
YERHAL Qe
N, S, FP, FN = (S, P, C, V, E}
* o M = {N, S, FP, FN}
M N, S, FP, FNJQ) fE5e] 4%
SN AA mY
-S MY
- FP : False-Positive WY
- FN : False-Negative ™
< Sk i {Sy, Sy, ... Sl Spam KeywordE2] Hg
-P : {Py, Py, ... P2 Privacy Keyword59¢ 3%
« Cx : {Cy, Gy, ... Ci}2l Privacy Candidate Keyword
p=e) ;(1 8L
Vi : {Vy, Vy, ... Vi3l Privacy Keyword %%
Ak g A I
‘B 1S, P, GV FE &34 ¥ 9=

a9 4 B V) AES A Md 74 FE A9
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recovery technique.

~Input: Tuple FP = {S, P, C, V, E}
—Output: A judgement on a False-Positive mail

[0] Initialized the prototype.

[1] Copy a new e-mail.

[2] Analysis Body of Mail using KLT-Parser.

[3] Make Data-Structure for the protype.

[4] while(until reach end of a statement-list) {

[5] read a statement from a statement-list.

[6] Make a token-list for retrieving
privacy—properties

[7] }

[8] while(until reach end of a token-list) {

[9] read a pair of tokens from a token-list

[10] retrieve properties of Cyx in the privacy DB for
privacy-information

[11] if(a retrieved property is a pair of tokens for
a candidate)

[12] insert properties of Ci of candidate into

a lookup table.
[13] }
[14] while(until reach end of a lookup table) {

[15] read a property of Cx from a lookup table.
[16] validate relation of Px on a Ci.
[17] if(Is a validated property)

scoring a field related of privacy
[18] }

[19] processing analysis of a scoring table.
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[20] judge a inputed e-mail FALSE-positive

[21] if(a result of judgment is a FALSE-positive mail)

[22]  move a mail to user mailbox

[23] else if(a result of judgment is not a
FALSE-positive mail)

[24] leave a mail in spam mailbox.
[25] else
[26]  move a mail to unsure—folder.

[27] free resources allocated prototype.
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Fig. 5. False—positive mail recovery algorithm based on
privacy information.
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