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ABSTRACT

When a Certification Authority (CA) issues X.509 public-key certificate to bind a public key to a user, the
user is specified through one or more subject name in the “subject” field and the “subjectAltName” extension
field of a certificate. The “subject” field or the “subjectAltName” extension field may contain a hierarchically
structured distinguished name, an electronic mail address, IP address, or other name forms that correspond to the
subject. In this paper, we present the requirements for certificate holder’s privacy protection and propose the
methods to protect the user’s privacy information contained in the “subject” field or the “subjectAltName”
extension field of a public-key certificat
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3.1 X.509 public-key certificate
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3.2 Hongkong post office e-Cert format

Hongkong post office e-Cert personal certificate
oRAle X509 Y] QAEME sjRoZ Ty 2
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3.4 VeriSign’s CZAG extension
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