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Abstract

Recently, the pafterns of cyber attack through intemet have been varous and have become more complicated, and thus it is
difficult to detect a network infruder effectively and to response the intrusion quickly. Therefore, it is clmost not possible to chase
the red location of a network infruder and to isolafe the infruder from network in UDP based DoS or DDoS attacks spoofing
source 1P address and in TCP based detour connection attacks. In this paper, we propose active security architecture on active
network fo correspond fo various cyber attacks promptly. Security management framework is designed using active technology,
and security control mechanism to chase and isolate a network infruder is implemented. We also test the operation of the active
secuity mechanism implemented on test_bed according to several aftack scenarios and analyze the experiment resulfs.
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