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ABSTRACT

A secure index search protocol let us search the index of encrypted documents using the trapdoor for a keyword. It
enables an untrusted server to learn nothing more than the search result about the documents without revealing the keyword.
A lot of secure search protocols have been suggested but they only considered the search between a single-user and a
server. In real organizations such as government offices or enterprises where exist many hierarchical departments, the search
system for groups is arisen more often. In this paper, we construct secure index search protocols for hierarchical group
settings without re-encryption of the old encrypted documents when group keys are re-keyed newly.

Keywords : Index search, privacy, trapdoor, keyword, encrypted documents
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SIS-D(secure index search in a direct
way)Z AW et ARgAP7Eel]l 2 A Al Mo o] HA]
v Afelz, oE shtes SIS-C(secure index
search via a GC)&Z GCE& EslAite] #4 4
Ao 7bsgk etk 21 o] A2 oA 1
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A AHERIEA Q] BY EAE AAEE AR
el & 4709 2xle] &7 "ok SIS-GD
(secure index search for a group user in a
direct way). SIS-PD(secure index search
for a private user in a direct way), SIS-
GC(secure index search for a group user

passing through a group controller), SIS-
PC(secure index search for a private user
passing through a group controller).
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ing Stage), a9~ A wA (Index Searching
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se): §F dloJE= WA W2 A==}
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A A2E olgs @ Ao BAE chewghen]
ghg o wolct,

SIS-DE GCE E0alA obe Aulsh AHARE
o) AgAe A Bl o A Edxe
2 olgsjel tasE BAE O wonz AH
£ 2 AL ol Adelol el ol FHE

Q
&
ofy

20

Y

NE,

>

>,



TR E A SR e (2005. 2) 95

Jel kel o 4 itk @b SIS-DE £4
A4 AN ZejolmAE nAETT Y 4
okt

5.1 Hugtgr o™ M (forward secrecy)

o
“a
2

AHEANE Fo 2 B3R B 2709 <A

= 9 ARl wEe o8 Al Wl
EF— a2 7 BAA eEe 278 Ay A
A3} 3} oM (backward secrecy)o]th.

2 Al glo] AW kA e F A7 EF

g, Folzl 2Ev]) ZEEZ s SIS-Cell
A A" AAE gEAE 4 5 el YA
GCollAl Qx| stz Myt okdAilo] HAEH
I, SIS-DellAl GColiAl 7348 718 Agukx] &
g el AuEF sl4 g g)AQle dwkard el
os A" AAA7IE & F flel 2 Fof A
g Efizels AA4E 4 gonz o3 EA
AL Erssie)

bl A Z 7R Al Al 3 kA S At
Ae @erh 2Ed 27k A 7)ol 7l
Ao 8T AbgR2 Fk qkHAde] glelA olA
A AL 713 slof ske Aol «lE ol
AlQlAtlolg Ao dednke Akt 79 2 o)A
A9 AAe] Y shssle] aE AR A4l
AF-E Faslof 3l7| wielr}

3l

N
or.?L'
5

5.2 SIS-D9| F[AQl1} SiS-Ce| GC
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