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Abstract

Mobile Ad Hoc Networks (MANETS) are self-organized networks that do not rely in their operation on wired
infrastructure. As in any networking technology, security is an essential element in MANET as well, for proliferation of
this type of networks. But supporting secure communication in MANETS proved to be a significant challenge, mainly due
to the fact that the set of nodes in the network can change frequently and rapidly and due to the lack of access to the
wired infrastructure. In particular, the trust model and the authentication protocols, which were developed for wired and
infrastructure-based networks, cannot be used in MANETs. In this paper, we address the problem of efficient
authentication of distributed mobile users in geographically large networks. In particular, we propose a new authentication
scheme for this case of MANETS. The proposed scheme exploits Randomized Groups to efficiently share authentication
information among nodes that together implement the function of a distributive Certification Authority (CA). We then
evaluate the performance of authentication using Randomized Groups.
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