International Journal of KIMICS, Vol. 3, No. 4, December 2005

213

Human Memorable Password based
Efficient and Secure Identification

Jong-Min Park, Member, KIMICS

Abstract—Almost all network systems provide an
authentication mechanism based on user ID and password.
In such system, it is easy to obtain the user password
using a sniffer program with illegal eavesdropping. The
one-time password and challenge-response method are
useful authentication schemes that protect the user passwords
against eavesdropping. In client/server environments, the
one-time password scheme using time is especially
useful because it solves the synchronization problem, It
is the stability that is based on Square Root Problem, and
we would like to suggest PBI(Password Based Identification),
enhancing the stability, for all of the well-known attacks
by now including Off-line dictionary attack, password
file compromise, Server and so on. The PBI is also excellent
in the aspect of the performance.

Index Terms—Password Based Identification, Off-line
dictionary attack, password file compromise

1. INTRODUCTION

Authentication is the process whereby a verifier is
assured of the identify of a prover involved in a protocol,
and that the prover has actually participated. Identification
is a process whereby a verifier is assured that the identity
of a prover is as declared, thereby preventing impersonation.

The password system is most widely used authentication
scheme because of its advantages including easy
implementation, low price and usability, and the attacks
which must be guarded in the password system include
password disclosure at the outside of the system and line
eavesdropping within the system, both of which allow
subsequent replay and password guessing including off-
line dictionary attacks [12].

Several cryptographic techniques such as one time
password [9] and salting technique [10] have been proposed
for enhancing the security of the password system, but,
in spite of endeavor as yet, no identification technique
processing the password has been presented.

To overcome the weakness of the password system,
several challenge response protocols [2,6,7] and zero
knowledge identification protocols have been presented
[4,5,8], but the protocols do not process human memorable
password, some of the protocols requires the trusted third
party, and the protocols are not completed with one pass.
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This paper introduces a new cryptographic identification
protocol, called Password Based Identification(PBI),
processing the human memorable password, and before
we present the PBI, we introduce two identification
techniques that are related to the PBL

The security of the PBI depends on the square root
problem., that is, the security of the PBI depends on the
fact that if » is the product of two primes, then the ability
to calculate square roots mod » is computationally
equivalent to the ability to factor » [11]. The PBI is secure
against the well known attacks such as replay attack, pre-
play attack, man-in-the-middle attack, eavesdropping,
off-line dictionary attack, password file compromise, and
furthermore secure against the password file compromise
with having performed off-line dictionary attack[12].

Comparing the PBI with challenge response identification
protocols and zero knowledge identification protocols,
the PBI processes the human memorable password, and a
number of pass of the PBI is one.

II. PRELIMINARIES

A. Notation
Our notation is shown the following:

P : A password of a user.

X,Y,X,Y : Integers such that(X+X)mod N P and
(Y+Y)mod N P

N : N = pg where p and ¢ are primes such that N is
computationally infeasible to factor.

E : Symmetric encryption with key K.

D : Symmetric decryption with key K.

R : Random integer.

H : One way hash function.

B. Security of Identification
We present a list of basic attacks that identification

scheme needs to guard against[13].

e Replay attack: The attacker records messages which
were sent in past communications and re-sends them
at a later time.

e Pre-play attack: The attacker records messages which
were sent in past communications and determines a
message from the recorded messages for current
communication.

e Eavesdropping: The attacker listens messages on the
line and tries to learn some useful information from
the ongoing communication.

e Man-in-the-middle attack: The attacker intercepts the
messages sent between the parties and replaces them
with its own message. It plays the role of the prover in
the messages which it sends to the server.
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e Password guessing attacks: The attacker is assumed to
have access to a relatively small dictionary containing
common choices of passwords. There are primarily
two ways in which the attacker can use the dictionary
that are on-line dictionary attack and off-line dictionary
attack; (1) Off-line dictionary attack: The attacker
records past communication, and then goes over the
dictionary and looks for a password which is consistent
with the recorded communication. If such a password
is found, the attacker concludes that this is the password
of the attack; (2)On-line dictionary attack : The attacker
repeatedly picks a password from the dictionary and
tries to use it in order to impersonate as the user. If
the impersonation fails, the attacker eliminates this
password form the dictionary and tries again, using a
different password. The standard ways of preventing
such on line dictionary attack in practice are to either
limit the number of failed runs that a user is allowed
to have before the password is expired, or reduce the

rate in which the user is allowed to make login attempts.

For this reason, in this paper, we consider only off line
dictionary attack.

o Password file compromise : The attacker gets access
to sensitive data which is supposed to be kept secret at
the password file to masquerade as a user.

IIL. PASSWORD BASED IDENTIFICATION

The square root modulo n (SQROOT) problem is to
find a square root of a modulo n for the given composite
integer n and quadratic residue a modulo n. If the factors
p and q are known, then SQROOT problem can be
solved in polynomial time [1, 3]. If the factors p and q
are unknown, then the factoring problem of n is reduced
to SQROOT problem in polynomial time [11], and the
factoring problem of n is NP-complete [1, 3].

We first introduce an identification technique in Fig. 1
which well describes how identification scheme is to be
designed so that secure against off line dictionary attack.

| K=(X* +2X;X;) mod N

Prover Verifier
P Y2modN, Y,
Pick X1
XZE(P-XI) mod N
X,>mod N

A, X *mod N, X,

Get 6=(X,-Y,) mod N
Test 4-(82-Y%-X;%) mod N=X,%Y,” mod N

Fig. 1 : The first identification technique

In the identification technique described at above,
when a user registers P with his identity A, the verifier
chooses Y, in random (0<Y,<N-1) and determines
Y2 such that Y, such that Y,=(P-Y;) mod N, and then
stores Y;2 mod N and Y at A of the password file.

When the user inputs P with his identity A, the verifier
chooses X; in random (0<X;<N-1) and determines

X2 such that X,=(P-X;) mod N, and then sends A, X;*
mod N and X2 to the verifier. Let §=(X,-Y;) mod N, the
verifier knows (Y;-X;)*> mod N=8% mod N because of
(X1+X;) mod N=(Y;+Y,) mod N. Therefore, the verifier
can determine whether X,%Y,*> mod N=(4-Y(Y2+X,%-6%7)
mod N is hold or not by using X;* mod N and X2 received
from the prover, and Y,?> mod N and Y, stored at the
password file.

The technique is secure against replay attack, because
Xy is chosen in random. The technique is also secure
against off-line dictionary attack, because it is too huge
to store 2" candidates for X,> mod N. The technique is
also secure against just password file compromise,
because it is computationally infeasible to find X; from
X;* mod N even if the password file compromise,
because it is computationally infeasible to find X; from
X;* mod N even if the password file is compromised.
The technique is also secure against password file
compromise with having performed off line dictionary
attack, because it is computationally infeasible to find
X, from X;>mod N, and X; is chosen in random.

Let A, X]]z mod N and X21 and A, X122 mod N and X
be two messages sent to the verifier, then the attacker
eavesdropped the messages in past communications can
determine X;;? or X;, by using X;;?> mod N=(X;,+[)?
mod N where [0=X,-X,,. Therefore, the technique is
vulnerable to eavesdropping, pre-play attack and man-in-
the-middle attack.

The second identification technique in Fig. 2 describes
how identification scheme is to be designed so that secure
against eavesdropping.

Prover Verifier
P (Y{#+2Y,Y,) mod N, Y, mod N
Pick X 1
X2 =(P-X;)mod N
(Xl + X2)2 mod N

Pick R
A, X,’ mod N, Ek(R, H(R))

(X +X5)? mod N=(Y,Y,)? mod N
GetK;

Dk(Ek(R, H(R)))

Test HR)=H(R;)

Fig. 2 : The second identification technique

In the second identification technique, when a user
registers P with his identity A, the verifier chooses Y, in
random (0<Y;<N-1) and determines Y,such that Y,=(P-
Y;) mod N, and then stores (Y,>+2Y,Y,)mod N and Y,?
mod N at A of the password file.

When the user inputs P with his identity A, the verifier
chooses X; and R, in random (0<X,<N-1) and determines
X, such that X, =(P-X;) mod N, and then sends A, X,?
mod N, Ek(R, H(R)) to the verifier where k,~(X;>+2X; X,)
mod N. the verifier can determine K; by using the fact
that (X;+X,)? mod N=(Y,;+Y,)* mod N. The verifier
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performs Dk(Ek(R, H(R))) and then tests whether
H(R,)=H(R,) is hold or not where (R, H(R,))=Dk(Ek(R,
H(R))). The verifier accepts the prover only when
H(R,)=H(R,) is hold.

Property Let n=pq, and two prims p and q be selected

such that n is computationally infeasible to factor. then,
the problem finding x in(x+t)> mod n, for a given t,
quadratic residue a modulo n and n, is NP-complete.
We can see that above property is true, because the
problem finding a square root of a modulo n for the given
composite integer n and quadratic residue a modulo n is a
special case of the problem finding x in (x+t)° mod n for
a given t, quadratic residue a modulo n and n.

The technique is secure against replay attack, because
X, is chosen in random. From the property, it is
computationally infeasible to find X, in (X,*+2X;Xy)
mod N under weak environments for the protocol that X,
in X,> mod N can be found in reasonable time heuristically,
and the symmetric cryptosystem is vulnerable to ciphertext
only attack. Therefore, the technique is secure against
pre-play, eavesdropping and man-in-the-middle. The
technique is secure against off-line dictionary attack, because
it is too huge to store all candidates for Ei(R,H(R)).

The technique is secure against password file
compromise without having performed off-line dictionary
attack, because the password was not stored at the
password file in cleartext.

The technique is vulnerable to password file compromise
with having performed off-line dictionary attack because
of P” mod N=(Y ,*+2Y,Y,+Y,?) mod N. The PBI described
in Fig. 3.

Prover Verifier
P Y,’mod N, Y,>mod N
Pick Xl
X,=(P-X;) mod N
X?mod N, X,*mod N

A, X;*’mod N, X,>mod N

Test X,°X,?Y,>Y,>mod N = C mod N

Fig. 3 PBI

In the PBI, C=64"'(Y Y2 XX, 24X %X, 2-4Y Y, )%

When a user registers P with his identity A, the verifier
chooses Y, in random (0<Y;<N-1) and determines Y,
such that Y,= (P-Y;) mod N, and then stores Y;>mod N
and Y,”mod N at A of the password file.

When the user inputs P with his identity A, the verifier
chooses X, in random (0<X;<N-1) and determines X,
such that X,= (P-X,) mod N, and then sends A, X;?mod
N and X, mod N to the verifier. The verifier knows
(X1+X;)* mod N=(Y,+Y,)* mod N because of (X;+Xy)
mod N=(Y,+Y,) mod N, and therefore the verifier can
calculate 2(X;X,-Y,Y;) mod N=(Y *+Y,%-X*X,%) mod
N, leaded from (X;+X,)’ mod N. Therefore, the verifier
can determine whether (X;’X,°Y’Y,?) mod N=(64"
MY 2HY X2 X0 4X 2 X,2-4Y 2Y)?) mod N is hold
or not by using X,” mod N, X,>mod N and received from
the prover, and Y,> mod N, Y,> mod N stored at the
password file.

The PBI is secure against replay attack, because X is
chosen in random. It is computationally infeasible to
determine X, in X,;2mod N. Therefore, the PBI is secure
against pre-play, eavesdropping, man-in-the-middle. The
PBI is secure against off-line dictionary attack, because
it is too huge to store 2" candidates for X, mod N. The
PBI is secure against password file compromise without
having performed off-line dictionary attack, because the
password was not stored at the password file in cleartext,
and furthermore the PBI is also secure password
compromise with having performed off line dictionary
attack, because the security against password file
compromise of the PBI depends on SQROOT problem,
and it is too huge to store 2" candidates for Y,>mod N.
The performance of PBI is in Table 1. In Table 1, we
have assumed that the verifier first calculates ((Y*+Y,-
XX Y)-4X,"X,*-4Y,*Y,”Y mod N and then calculates
6471(Y Y- X 2 X2 -4X 2 X 2-4Y 2Y57) mod N.

Table 1 The performance of PBI

Pass

Random number generation 1 1 0

Modular square multiplication 2 2 1

Modutar multiplication 0 0 2
IV. CONCLUSIONS

We have presented an identification protocol the PBI
processing human memorable password. The PBI is
secure against the well known attacks such as replay
attack, pre-play attack, man-in-the-middle attack, eavesdropping,
off-line dictionary attack, password file compromise, and
furthermore secure against the password file compromise
with having performed off-line dictionary attack. The
PBI is also excellent in the aspect of the performance.
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