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Design and Implementation of Sensor based Intrusion Detection System
Jongmoo Choi" - Seongje Cho™

ABSTRACT

The information stored in the computer system needs to be protected from unauthorized access, malicious destruction or alteration, and
accidental inconsistency. In this paper, we propose an intrusion detection system based on sensor concept for detecting and preventing
malicious attacks. We use software sensor objects which consist of sensor file for each important directory and sensor data for each
secret file. Every sensor object is a sort of trap against the attack and it's touch can be considered as an intrusion. The proposed system
is a new challenge of sefiting up traps against most interception threats that try to copy or read illicitly programs or data. We have
implemented the proposed system on the Linux operating system using loadable kernel module technigue. The proposed system combines
host-based detection approach and network-based one to achieve reasonably complete coverage, which makes it possible to detect
unknown interception threats.

Key Words : Intrusion Detection System, Sensor File, Sensor Data, Linux, Module
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A Adge) Aok HAYAZREHS AR AN ) Y9
(29 10)4% SIDSE “AlA sd”o] HIHAAY “AA o
oJe]"7} E3HE o] UEYAE T HEHHn oY,
I EHE RE e AAE FXAA AR A E 9
o Y Zo)=E At

oA Hezk AEATE AN BA7S HISAY ‘Al
A dlole)”e] f&& ANEPOH, I AMARE o ol4te A
£3tx] R3hegE d@rh o] YL SIDS_sys_forkOol A F38
=M, QA Ze=rh (a8 )6l ZlEse] ok FAdeR
fork() &5 23 AMgAe dis] “Ald Sd"e "y
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SIDS_sys_socketcall( ) // socket A28 3& 7}27] g
{
/) AX delge] £X o8 gt} (SIDSE 3 F7iE ZE)
if (“AIA dYloje]”7t XjHe] gled) {
YEHAE 5 A4 IA
} else {
// 7129 socket A28 & F3
original_sys_socketcall()

I

(222! 9) SIDS_sys_socketcall() A==

D

SIDS_sys_unlink( ) // SIDS B3 4= kA Ao
{
/AR AR dig 2 A=sE 9od (SIDSE 3 F7Hd =E)
if(“AA sg” A2 | “AA dely” TR FHd F& AR ) {
BE #49) &3 FA
} else {
// 71&} unlink A 2® 3% £3
original_sys_unlink();

(22! 10) SIDS_sys_unlink() lAIRZ=

SIDS_sys_fork( ) // SIDS BE 4 ej2= A4 Aol

{
/A AR tid FT AR7) gled (SIDSE Y& F7HE ==
f(“AA FL"H T LA || “AA dolg” frEsed LA {
AZE Z2A2 PR 24
} else {
/) 71E9) fork A" 3F 53
original_sys_fork();
}
}

(3 11) SIDS_sys_fork() S|AtZE

k)

W, A fork(07h ABHA Y= ol A" AA
A2 AR H ol Azdd ¥ 2 9uEe 3§

45 ASY F GES Sk

5. 48 @

£ FelAe SIDSY #A 2} A% ol F3t 53 2
!

51 MM Tl FHZ

‘A Fd”g AZAS o SIDSE AyE B, ‘A4 o
Q¢ Aol A2, T A2 AERHPD), AHEA WA, FZ
Az 58 Z1E AA #97e =203 3 AR A
o a7t gl HYolB2 FEATY ALASE LS
Johd ZIE 7833 9 Z2EAAE FRAIA "

(I 12« “4AA 3Y9"¢ JL9e 9 V15 e 20 5%
49l SIDS_openlogq &€& HAFH 9t} 2Ia2HE

cat, vi, we &&0] A HdL HIZFPoW, cate] F§ =2
Az HAEAE 686, AHEAL AdAE 0 (B3 root AHEAD,
A A7 114 UE 7298 sote 4 gl

[root@oslabo1 /rootl# cat SIDS_open.log
[cat] accessed fetc/.sensord pid = 686 uid = 0 time = 2003/12/04
thy 11:34:07

[vi] accessed froot/.sensor10 pid = 687 uid = 0 time = 2003/12/04

thu 11:34:17

[we] accessed /home/aceoftop/.sensor5 pid = 688 uid = 0 time = 20
03/12/04 thuy 11:34:32

[rooteoslabot /rootl# 1l

(2] [2M] [FEA]

(2! 12) “MA me” 273 SIDS__open.log

52 MA diolg) HZ

“AA dolg"st E3td HYde 2FH AzdNT H
2 F87M5s YRE FEHAAE & He F2F 3
ojlBg HIE RE XAz e AHE VST (29
13)& “AA dole"7t 238 HdE 2 AagdA HI
3 ¢¢ ZT2aARE TRAA ¥l AL AEx HAD



AL SOl A 23 715& BjFa ok

“AA dele7t 388 Bde §ET 4$ SIDSY ¥A
THE RIS 9 UDPE ARgste] HdSg AHbdhs=
my_server_udp TEIHE st Ay By SIDS7)
158 (28 149 (28 13)Y 21 FGUA2ZRH my_serv-
er_udp Bt Z2%o] “AA gole]"7F E3E llo.conf Y
% passwd YL ARE FE3ET Pve AL & F Yok

[ruot@os]abm ,-’root]# cat SIDS_ read Tog
[cat] accessed fetc/lilo.conf pid = 683 uid = 0 time = 2003/12/04
thu 11:35:00

[vi] accessed fhome/aceoftop/sd2.txt pid = 690 uid = 0 time = 200
3/12/04 thu 11:35:12

[cat] accessed /fetc/passwd pid = 691 uid = 0 time = 2003/12/04 th
u 11:35:27

[my_server_udp] accessed /fetc/lilo.conf pid = 689 uid = 0 time =
2003/12/04 thu t1:52:58

[my_server_udp] accessed /etc/passwd pid = 689 uid = 0 time = 200
3/12/04 thu 11:53:07

[root@oslabol /rootl# I

[ZH] (2] [SEA

(38 13) "MM HIOIE" 23 SIDS__read.log

[root@oslab01 /rootl# cat SIDS_net.log
my_server_udp => [203.234.83.146) pid = €89 uid =0 time = 2003/
12/04 thu 11:52:58

my_server_udp => [203.234.83.146] pid = 689 uid =0 time = 2003/
12/04 thu 11:53:07

[root@oslab01 frootl# [l

[A] [2AM] [SFEA]

(22! 14) “MIA HlolE]” 21 SIDS_ net.log
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