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Reducing False Alarm and Shortening Worm Detection Time in Virus Throttling
Jae-Hong Shim™ - Jang-bok Kim™ - Kyung-Hee Choi"™ - Gi~Hyun Jung™™

ABSTRACT

Since the propagation speed of the Internet worms is quite fast, worm detection in early propagation stage is very important for
reducing the damage. Virus throttling technique, one of many early worm detection techniques, detects the Internet worm propagation by
limiting the cormection requests within a certain ratio(6, 7] The typical throttling technique increases the possibility of false detection by
treating destination IP addresses independently in their delay queue managements. In addition, it uses a simple decision strategy that
determines a worm intrusion if the delay queue is overflown. This paper proposes a two dimensional delay queue management technique
in which the sessions with the same destination IP are linked and thus a IP is not stored more than once. The virus throttling technique
with the proposed delay queue management can reduce the possibility of false worm detection, compared with the typical throttling since
the proposed technique never counts the number of a IP more than once when it checks the length of delay queue. Moreover, this paper
proposes a worm detection algorithm based on weighted average queue length for reducing worm detection time and the number of worm
packets, without increasing the length of delay queue. Through deep experiments, it is verified that the proposed technique taking account

of the length of past delay queue as well as current delay queue forecasts the worm propagation earlier than the typical virus throttling
techniques do.

Key Words : Virus Throttling, Worm Early Detection, Internet Worm
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FUNCTION enqueue {packet P}
Insert a new packet P into the end of delay queue
END FUNCTION

FUNCTION process_rate_limiter()
Remove the first{oldest) packet P from the delay gueue
Send P to its destination
FOR each packet S in the delay gueue
IF (P's destination IP address ==
S8's destination IP address) THEN
Remove S from the delay queue
Send S to its destination
END IF
END FOR
Update the working set

END FUNCTION
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FUNCTION engueue (packet P}
FOR each chained list L in the delay queue
IF (P's destination IP address ==
L's destination IP address THEN
Add P to the list L
END IF
END FOR
END FUNCTION

FUNCTION process_rate_limiter()
Remove the first list L from the delay queue
Send all packets in L to the same destination
Update the working set

END FUNCTION
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IF ({(CurrentQueuelength + WAQL) > Threshold) THEN
Worm is detected.

ELSE
Worm is not detected.

END IF
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