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A Statistic-based Response System against DDoS
Using Legitimated IP Table

+

Park, Pilyong" - Hong, Choong Seon™ - Choi, Sanghyun'

ABSTRACT

DDoS (Distributed Denial of Service) attack is a critical threat to current Internet. To solve the detection and response of DDoS attack
on BeN, we have investigated detection algorithms of DDoS and implemented anomaly detection modules. Recently too many technologies
of the detection and prevention have developed, but it is difficult that the IDS distinguishes normal traffic from the DDoS attack.
Therefore, when the DDoS attack is detected by the IDS, the firewall just discards all over-bounded traffic for a victim or absolutely
decreases the threshold of the router. That is just only a method for preventing the DDoS attack. This paper proposed the mechanism of
response for the legitimated clients to be protected. Then, we have designed and implemented the statistic based system that has the
automated detection and response functionality against DDoS on Linux Zebra router environment.

Key Words : DDoS(Distributed Denal of Service), IP Table, IDS(Intrusion Detection System)
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Auckland Trace Small ISP Trace
Date Percentage | Date Percentage
01-Mar-26 88.7% 00-Apr-20 81.4%
01-Mar-27 90.3% 00-Apr-21 76.9%
01-Mar-28 89.1% 00-Apr-22 77.5%
01-Mar-29 89.2% 00-Apr-23 79.6%
01-Mar-30 90.2% 00-Apr-24 80.7%
01-Mar-31 89.9% 00-Apr-25 79.4%
01-Apr-1 88.1% 00-Apr-26 80.1%
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