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Performance Analysis of a Statistical CFB Encryption Algorithm for Cryptographic
Synchronization Method in the Wireless Communication Networks
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ABSTRACT

This paper suggests a new cipher mode of operation which can recover cryptographic synchronization. First, we study the
typical cipher modes of operation, especially focused on cryptographic synchronization problems. Then, we suggest a statistical
cipher-feedback mode of operation. We define the error sources mathmatically and simulate propagation errors caused by a bit
insertion or bit deletion. In the simulation, we compare the effects of changing the synchronization pattern length and feedback key
length. After that, we analyze the simulation results with the calculated propagation errors. Finally, we evaluate the performance of
the statistical cipher-feedback mode of operation and recommand the implementation considerations.
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Error Propagation Results of the System
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