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Abstract

Ubiquitous Sensor Network(USN), the core technology for the Ubiguitous environments,
must be operated in the restrictive battery capacity and computing. From this cause, USN
needs the lightweight design for low electric energy and the minimum computing. The
previous mutual authentication, based on J#sang’s trust model, in USN has a character
that makes the lightweight mutual authentication possible in conformity with minimum
computing. But, it has an imperfection at the components of representing the trust from
a lightweight point of view. In this paper, we improve on the J¢sang’s trust model to
apply a lightweight mutual authentication in USN. The proposed trust model in USN
defines the trust information with the only degree of trust-entity(z)’s belief. The defined
trust information has a superiority over the J¢sang’s trust model from a computing point

of view, because it computes information by probability and logic operation(AND).
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1)3} o] HYA (confidentiality), 3EAF(mutual
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Aol Fl7) ARt £t whE o7 (symmetric key) S
7o = s} wWo} Bo] A8 n irk(7,8,9,10).
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& w,={b,,d,,u, }"2 FJatz o] RAL 7]z A
& BH37] 94 ookt AN S A3 TH25).

SRR, Jpsange] AFelM AtE AN Rde A&
£ BAF lolq Allde] Ha o)de USN A3y =
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Fig 3. Determination of trust state
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Fig 4. Direct trust relationship between node-i
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Fig.7. Indirect trust at multihops
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Fig 8. Determination of indirect trust
state
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Fig 9. Trust consensus of multiple nodes
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3t v eEold fud 48 A3 A=(P(O)f,))el
ARtk g Zeod Fejd ARE AdHe
{Trust}2 A%sH 7gt ZddMde 28 Adud
{ Uncertainty } & 23%}.

= Trust ,if P(Olf,) = 4,

= Uncertainty , Otherwise

45 5@1 (23 1003 Zo) x= i A3 A
ALBAE fRTRe N w2V, NN, N) B (2 10)

o

Agse] wT kol didle] J4ERE g AL4UA
(A)E 0622 AL AF k= 7} ARse =

ke A8AEE FoRb (28 1009 B xT kE
/ﬂ%({ﬂust})f&t}i AR NeF(f)e 2001, ==
ko 28387 282({ Uncertainty } )3tk 23
HNESR(f,)E 20t a28jme, O% (2,2)2 Z23sH
(4 14)e} <J8) P(OIf,)& 0.52 Axbat

o] Al (4] 16)E A &3 P(O)f) o 3ol A, Bk
Hor2 = i =E ko AU Egy)E

2

{ Uncertainty }'2 ¢t} dHoe xc jE &
g B giito g Hrki

8] 10. 424 e=o| ME%te|
Fig 10. Trust consensus of four nodes

34 AMEHEHOlA MA

USNg 748k BS B AMx=EL FF olfkE
59 AgAE e Aelsh] A8 (29 11)3 2ol 483

Bl ~(Trust Information Base:TIB)E Zejdith. TIB
de oiyd x=o AExNidentifier)E T2E Tk
xE D, JHE ol% =EE (V= {N, N, ..., N, })9
Aen, yegol AGYR(EL), 2R AP expire
time)S TPt} 53], USN 74 xSE &2 olF5 5
A g olo) mE o 74 xzof A3} geirz g7
Adwse] AgAR TP <uiyt goAA dot ol
e g Here TIB ARALS Fof Y =59
18857} TIBo 71250} dAAzle] AdFof JHx=
9 ZAGEE AT F i ==t AAHPE 2 A
oz AEy AEYRE A7 s AHE

{Bel(£,)}

a2 11, TiBe) 74
Fig 11. Configuration of TIB



248 WE WFBHEE HXHQ005. 12)
42 mMeor 2ol @t
£ Role A 182D 712 Jpsangs) N2
9E W8] 48T A9el vshbe NEEE W3Y
2 39S B BaE
v. Miohe 2 g 3 &7

o] el A3 AL USN A8=ee] thalo]
USNelel 2834 Agkiek. 2213 Jpsangs] d7oid
Atel g A Sdsiel Rolgsh e FEE 48R
EQS] g B A Y Suol W7} B

41 Mok 2ol USN HE

A A&2de (37 12)9 Zo] 4% USN 874
M = A3 NEHIE A8 HE e

(23 12)% 2ol 3.3.28404 Ak AFAE BA:
“BS; 1 N;", "N;: DNy 53 go] 3% 75 ¥4 el
Ehe == 437e] 249512 98] A 3.3.33
dlA Aetet HAE FAE “BS; 1 Ny", “BS, : Ny 5
3 ol A4AA We w= P50 AW o) wEF
9] AnE 53 ALWE g8 FHedo)

% : Base Station
—» FFHNE

- AENE

8] 12, mjeh A2e%ie] USN M2
Fig 12. Aoplication of the proposed trust model in USN

4.2.1 A2FY gHol oEM =Wy}

E =EdA Agke A& mde 322404 71 vl
9} o] Jpsange] A7 AdE J$2dE USNo|
HE3A ARAoZ QeI

(X DMe Jpsangs] AERdE L3 2497t
A E vms] A8 AEPEE I 84 Fosn
2t AUARE A3 AT} go] B T Wxs
(f,)& 8, WEd B W=7 (f)E 6 £ 83 dF()
& 22 JFERtH3). o] FPBEE 23 i ==(x)
d digt Jpsangel Algmde] 7w J8AH(w.)E
{0.5.0.375.0.125}1 2 Alt=ls} AEA4AX7 0.52 B4
A& A4S ==@)E A3(Trust) 2 Hriskn 444
AAZE 0.72 Fod e £ (Uncertainty) 3812
7} (3],

T B =M ARE 8RS 348 xu ()
g 21837} 23 (F 2olMg ol BPAFRE (8.6)
o2 Rofsta olF (4 3)o) Al xx(x)ol digt 4l
BRI )e 0.572 A, a2n ALYAA7L 0.5
2 FIRE 35 (4 5 98 ==(z)F A8
(Trust) 2 H7l3tn ALAA7} 0.72 Fold A5+= B
B2 (Uncertainty) Jei2 %7} 3}

B 2. ARt 48290} Jpsang ASIHO| Bl
Table 2. Comparison of proposed trust model and
Jpsang’s trust model

ZyEs f,=8f=6a=2} f,=8, f=6
AgME M | w, ={05,0375,0125} I = {057}
A2AAHI 05
MUBxEH | b 2054, <058, <05 I 205
Agale] 2y AUB(Trust) 2A2(Trust)
¥ asa 07
M= b, <0.7,d, <0.7,u, <07 I, <07
. &
sz | EE ety




USN 435S A3 A8 A82d 44 249

(B oM () tizld Agkd A8xdsl Josang
o] A8rdE 43 289t AAE vimsld B ALt
Fge] Aol EAThY ALUAA ) we} AdHE nE
o U@ AEH/E 225 & & o) ol F AE 53}
of AtE =do] Jpsange] Agrdd] g AgPEe]
FHol} glo] Azl =HA o old) wE AEgeE A3
37] 4% A8 ol W3} glgo] FuEn.

422 AHiH HEEM ot

AtE 2dL ool tiF ALFRE (4 2)oix9} 2
o] ZhAlel e Vel Hxg sl oen, old W A
A vt shesith =g AagdAe] He 9 2y
ALFAE Aolstn 10 ©tE NEFRE Ak A
oA (R 3)3 o] Jhsange] A4RHAE Aibe] B
B AEAL HAolMe] Alide] BESITH5,6). o
B =RoA At Agrde s 823 dat
o] ¢S BR A& gl (4 10),(3 1) #
AY =S89 A A8ged tE =uF(AND)gAke
2 Aoslo ool wWE ANEF At shsdict azln
(F oA Buiel o] o] diMz AgE 4R
g2 2IANS B3 doj tieee] AEAnEd] tisk]
(41 12).(4 13),(4 14),(2] 16)7 Zo} A8 Az
Yz digd &8 A old @2 Aldel B34
vt 7Fssi

E 3. Jeh M2do] At A2k
Table 3. Lightweightness of calculation by the proposed
trust model

 Jpsanged | ey
s | w,= {b,d,u,} | Jg={Bl(E,)}
Zlﬁ T e T —
ve | E= &) | I, = {Bl(E,))
B = b7 . b =alZoA
= EV= . & H :
ug oo S (SR S )
At otz ul =di+ui + b - dY ] WY e
4 BY= (8 - ui+ bl - )M o AT wiza|
oy | 7= WA ) Chet 28 A
el = (e i
n=aultul—ul o Ul (A12)~(4 16)

Axbe] 3] Hlws ZH M Jpsange) ALAA 7Y
o A¢RY(25)8 vlwald B (X H3F 2ok (F 4
ol m& USNS w=ef 48 uehhns dde s 1l
E=5e 74 29y AR} frofet

dE Eol, m=109 A% gl ¥ dike] 3
e Josang AERDL 27, AdRdE 971 ©ot
a2lm, HgAge] o At &3 Wmge Jpsang
2429 54, AMELL 271 Ft.

(F H9 9] dlo] A3E BH3le] B9, Josangs] A
SAA 2] vlg] AkEdo] 7 3uflolA 6wl TF A
Atgo] 4R S & 4 Aok EF (2 13)9M B vt
sh o) ZPAE) 2 AAF glo] USNS xxe) %7}
Z713tel we} Josange] AERdE A& AR A
o] Aol Aol ¢ & it

B 4. NSO o ¥ITs
Table 4. Frequency of operations in trust model

HHME 3 1
A2t =8 3+ (m-1) (m—1)
AR
el 6+ (m—1) 2

Aol ARY

14 7 10 13 16 19 22 25 28 31 34 37 40 43 46 49
=

—— Josang 2 —+— AR

a3 13, HRIRER} Jpsang 2R AR vlm (ZEHAR)
Fig 13. Comparison of calculating amount between
proposed trust model and Jésang's trust model
(indirect trust)



250 & AFEEREE RWEE(2005. 12)

V.4 &

£ =RoXE USNel 23g A% A8xde At
o A Agrde JE Jpsangs] ATlA Atd
429 B} A48 (E 2)o AAE A o] A
9| 737dol EAPY.

E3 2 =7dAe JidE USN A8rd2 14349
A7elM AP USNelxe] 8718 43905 2de] "4
SR 3305 F o] 28 st

USN A4 719t 3505 Bd 7]& Aol
B3 At B3E 37 71 A% JES HeEA o
1 ASFEE AN, 221 o 7INeg 3o USN
xE 437 129 Axg sl AFs] i
T Hgel AIFE EY 7 AUrk e BFYE wol
€ ujElE 222 Z9 USNY A 71k %] 7hs
A 2 Aol

olgt HE gore] AT Y AYoz AA, At
USN A8249& A83 7IE 45U% 249 Ad 2
2. &R, Bdg USNael ASA oF 29le] Agrd
Ao B8 A7, A, AdE AErdE 283 A4Y 7
i A2 BA(RBAC) B4, W, A829¢ A8 o
USN Hebleze] -8 uigt 478 +38 Ao|ct

it]

tng

(1) A&, A, 354, A3, “AMIEa B
Z2EZ alet JFIA, FIPRARR], A22
¥, A 128, PP. 60-66, 2004%.

(2) 3=4, 379, g Fad, e 33
A% FU1EFY, IFANTNATY ANBLTF
A, 4] 204, A5%, PP. 63-72, 200549,

(3) AFA, 27, o)z, "NERd 7wel 37 45
A% HA", FAFEFRAB=EA, A10H, A3
3. PP.237-247. 20054,

(4) A& 284, A8z Fad, 'U-4AAM dEH=
Het 71€5Y, dnANEIATd AAEUTHE
A A207, A5E, PP.93-99, 20054,

(5) A. Perrig, R. Szewczyk. V. Wen, D. Cullar
and J.D. Tygar, “SPINS:Security Protocols
for Sensor Networks,” Wireless Networks Journal
(WINET), Vol. 8. No. 5, PP. 521-534, 2002.

(6) 298, &, He, 13 M2 A
EQAdxe] AAY 455 ZREF, I3FH
A=l A 248, A}4E, PP. 187-197, 20054,

{7} H. Chan, A. Perrig, D. Sung, ‘Random Key
Predistribution Schemes for Sensor Networks,”
In Proceedings of the I[EEE Security and
Privacy, 2003 Symposium, P197-213, 2003.

(8) G. Gaubatz, J. P. Kaps, B. Sunar, "Public Key
Cryptography in Sensor Networks-Revisited,” In
Proceedings of the European Workshop on
Security in Ad-Hoc and Sensor Networks
(ESAS 2004), LNCS 3313, Heidelberg, Germany,
2004.

(9) J. Hoffstein, J. Pipher, J.H.Silverman, "NTUR:A
new high speed public key cryptosystem,” In
Proceedings of the Algorithmic Number Theory
(ANTS ), Portland, OR, June 1998, Lecture
Notes in Computer Science 1423 (J.P.Buhler,ed).
Springer-Verlag. PP. 267-288, 1998.

(10) Kaan Yuksel, Jens-Peter Kaps, Berk Sunar,
“Universal Hash Functions for Emerging
Ultra-Low-Power Networks,” In Proceedings of
the Communications Networks and Distributed
Systems Modeling and Simulation Conference
(CNDS), San Diego, CA, Jan. 2004.

{11) S. Zhu, S. Setia and S. Jajodia, “LEAP:Efficent
Security Mechanisms for Large-Scale Distributed
sensor Networks,” The 10th ACM Conference
on Computer and Communications Security
‘03, Washington D.C., Oct. 2003.

{12] L. Echenauer, V. D. Gligor, “A Key-Management
scheme for Distributed Sensor Networks,” In
Proceedings of the 9th computer communication
security, PP. 41-47, 2002.



USN #432%< 918 /Add J4xd 47

251

(13

(14]

(15)

(16)

(a7

(18]

(19)

(203

21

Laurent Bussard, Yves Roudier, “Authentication
in Ubiquitous Computing,” In Proceedings of the
Workshop on Security in Ubiquitous Computing
UBICOMP 2002, 2002.

Minoru Matsumoto, Yasushi Takagi. ‘Mutual
Authentication Method for Ubiquitous Service
Environmentss,” In Proceedings of the Global
Telecommunications Conference '03. GLOBECOM
'03. IEEE Vol. 3, PP. 389-393, 2003.

K. E Person and D. Manivannan, “Secure
Connection in Bluetooth Scaternets,” System
‘03. In Proceedings of the 36th
Annual Hawaii International Conference, PP.
10-19. 2003.

H. Yang, X. Meng, and S. Lu, “Self-organized
network layer security in mobile ad hoc
networks,” In Proceedings of ACM Workshop
on Wireless Security (WiSe'02), Atlanta,
USA, Sep. 2002.

T. Beth, M. Borcherding, and B. Klein,
“Valuation of trust in open networks,” In

Sciences

Proceedings of the European Symposium on
Research in Computer Security. Brighton,
UK: Springer-Verlag, PP. 3-18, 1994.

R. Yahalom, B. Klein, and T. Beth, “Trust
relationships in secure systems a distributed
authentication perspective,” In Proceedings of
IEEE Computer Society Symposium on
Research in Security and Privacy (RSP '93),
PP. 150-164, 1993.

A. Abdul-Rahman and S. Halles, “A distributed
trust model,” In Proceedings of New Security
Paradigms Workshop ‘97, PP. 48-60, 1997.
Xiaogi Li, Michael R. Lyu, and Jiangchuan Liu,
“A Trust Model Based Routing Protocol for
secure Ad-Hoc Networks,” In Proceedings 2004
[EEE Aerospace Conference, Mar. 2004.

E. Gray, J. M. Seigneur, Y. Chen, and C.
Jensen, "Trust propagation in small worlds,”
In Proceedings of the 1st International Conference
on Trust Management, 2003.

(22)

(23

(24)

(25)

(26)

L. Eschenauer, V. D. Gligor, and J. Baras, 'On
trust establishment in mobile ad-hoc networks,”
of the
Workshop. Cambridge, UK: Springer-Verlag,
Apr. 2002.

Y. Teng, V. V. Phoha, and B. Choi, “Design
of trust metrics based on dempster-shafer
theory,” 39th Annual ACM Southeast Conference,
Mar. 2001.

D. W. Manchala, "Trust metrics, model and

In Proceedings Security Protocols

protocol for electronic commerce transactions,”
In The 18th International Conference on
Distributed Computing Systems, 1998.

A. Jpsang, “A logic for uncertain probabilities,”
International Journal of Uncertainty, Fuzzyness
and Knowledge-Based Systems, Vol. 9, PP.
279-311, 2001.

B. Shand, N. Dimmock, and J. Bacon, “Trust
for Ubiquitous, Transparent Collaboration,” In
Proceedings 1st IEEE Annual Conference on
Pervasive Computing and Communication 2003,
Mar. 2003.

o

=

u\l

k-3
19983 ~#A} FEoig gk
AAA K Al (o))
19943 ~8A) A5 F2duigt
AR Z2 R Fas
(TR vES AR,
VESAFE YEYAH]
ol A4 %
1989 4w giEd
AAAE ) (Ph. D)
198213 ~8A] F5oigtn
AR FEI TS w
(Bl T2 eZAR| L],
vE AN YEITR



