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Abstract

In today's cyberworld, network performance is affected not only by an increased demand
for legitimate content request, but also by an increase in malicious activity. In this paper,
we research that network performance was affected by an increase in malicious Hacker who
make DoS Attack, DDoS Attack, SYN Flooding, IP Spoofing, etc. in using TCP/IP. We
suggest that Packet filtering in Network Level, Gateway Level, Application Level against to
protect by Hacker's attack. Also, we suggest that content distribution in Web Server
approaches to mitigate Hacker's activity using Cache Sever, Mirror Sever, CDN. These
suggests are going to use useful protection methode of Hacker's attack.
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