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Abstract

IPSec is a security protocol suite that provides encryption and authentication services for IP messages at the network
layer of the Internet. Internet Key Exchange (IKE) is a protocol that is used to negotiate and provide authenticated keying
materials in a protected manner for Security Associations (SAs). In this paper, we proposé a dynamic key lifetime change
algorithm for performance enhancement of virtual private networks using IPSec. The proposed algorithm changes the key
lifetime according to the number of secure tunnels. The proposed algorithm is implemented with Linux 24.18 and
FreeS/WAN 1.99. The system employing our proposed algorithm performs better than the original version in terms of
network performance and security.

Keywords: 7H3AHE %, WES 2 3¢k [PSec, IKE

3

I.M &

HZ AEdlY 2EE B VAN AHLH

A, AR BAATFAE AAY GEg
(Samsung Electronicsco. Telecommunication R&D
Center)

T A3, A4SDS
(Samsung SDS SCM Business group)

=AY, sty
(Department of Computer Science and Engineering,
Hanyang University)

Hadxb 2005339284, =ALEY: 2005910410

(701

22 FFHE o8t AAbe] Wide Area Network
(WAN) 91238 AL&3lE vWlE 32 Virtual Private
Network(VPN)& T+%38lo] ARg3la itk VPN +
FoA 71 B5Ad 7159 sve BtAolth a8
U dA JEY YEYI AFAMe Hdrlsel £
ol A @t} o] & A7 Y3t [ETFAE Ul
EYI AF BN Z2EF FFOZ PSecd BYsn
gt

IPSec GatewayE AH&3td VPNS FA4E 7
Gatewayztell 7139] BtEES TA8t Edd

=

=

3%
Y

34



32

oz ow3 @ dolElg A AT AP B
BYg W) 93 718 FAen Agss ZREZo|
Internet Key Exchange (IKE)o|d?. IKE|NE &E
e x2S W] 98] FrlHoz o4E A2 ANA
sofolnt k. 4 718 AN BAL ANAF
Mol Haog oFold goiq YEYZ 4SS A%
A7E 2o 29 F st o5 712 MAeE
BYS o AxY A7 Ao $PBAE AR
2 7 AR FBET. AR 7] ABYF7)
AReE Aol dANE AT} HolA Lol 1
9z BEA7} Qo2 ARHA ALSE EAt 9
L ER e 2a® A BAglel shie gz
Aol Ao HlEE&H o},

KE 22820 4%5& $4A77] A8y 71&
FNE SA9ZE AAE i ATE wEe
23450t} ol AL SA HFETHAA EFH<

A7 B Fo| HH} okdo] AL F Y
9.

Gepy B =BoAE SA 97 WA= ¥E wio
2 fA5EA BotEY 4o BE HRE 7] A4
712 ANem, 1 ANE o4l 7 gl EY
= s
]

moay e

2!

=

]
A

ok

P B

XU%o

£

¢
2,

—_—

38E ZUHY sto] oz 7] AN F7]

II. IPSec
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Fig. 1. The tunnel mode AH structure.

(TTLE A% Fo 2234 & e 25)8 A% A
A H917 9} g EEoA AH Z2EEZS H4d
el g FxE 19 19 2

2. ESP
ESPE: dlolg 7134,
WA Mu|A AdE EdY 58 7)Y

A 44

S AT 7| Aulae HS d3selr] g
=2

=

diold] 29 4%, 24,

dzdnElEe AHEgezn AT EY B
NEge BHe RzoAw AFErh BE EmdA
ESP ZREZS HEde 4F A9 F2e a9 2
o 2o
Original TP padket
IPHeader | Payload
NewIP packet after applying ESP

New | ESP | Origina ESP | ESP
1P Header | FHoader | IPHeader | © 7 | Tradler | Auth
18 2 E42E ESP PX

Fig. 2. The tunnel mode ESP structure.
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Fig. 3 A dynamic key lifetime change algorithm.
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