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Abstract In this paper, we design and implement real time IP security packet analyzer on IPv4
and IPv6 network. This packet analyzer sniffs and analyzes the packets generated by the protocols
that are used by I[Psec, IKE, IPv4 and IPv6 such as AH, ESP, ISAKMP, IP, ICMP and so on. The
purpose of this analyzer is to check current security status of the network automatically. In this
paper we provide implementation details and the examples of security evaluation by using our
security packet analyzer system.
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