L
H
r)‘
ik
ol
b
&
i)
o

A A107 A25(2005. 6)

2nfEFIEE o] 83 A2 T = F|uke]
4 AR AT T2

(New Password based Remote User Authentication
Protocols using Smartcards)

ALk
BOEIT

(II-Soo Jeon)

& 9 Hzd Ku®t Chen(Ku-Chen)& 7129| Chieno) A|¢ts AviEFN=Z o] 83 &
23 HAY= 7)uke] 97 AL} QlF TEEZ FAMS Holu AL AA ST
2 =FoAE Ku-Chend ZTEEEZ AA A A4 FAEC TAH 93 Holi, oF 3
A3dl7] Y3 F X ZREZE Aksitk WA, Ku-Chend ZEEZA &8t EAEE
A3ty Yste] 7188 B AWI(Timestamp) & o] 43 T2 Z8 At g g
el Zol) 7t 3 TR2EFo| b F2H0 FAMNE 4357 Yste] W] Jw & X2
EZS Aotgith B =R Aed Z2EZEL VE HAYE ue] AF ZZEZY
FHE GAEHEA o] W EAHNESL ZgHoE A3

A FEA] : UF T2EFE AntEFE dAYge )t Bl

Abstract Recently, Ku and Chen(Ku-Chen) showed some problems in the password
based remote user authentication scheme using smartcards proposed by Chien et al. and
proposed an improvement from it. This paper shows some weaknesses in the Ku-Chen’s
scheme, especially the replay attacks, and proposes two authentication protocols to solve the
problems in it. First of all, an authentication protocol using synchronized timestamps is
proposed to solve the problem in the Ku-Chen’'s protocol. Then, a nonce-based
authentication protocol is proposed to solve the inherent problems in the synchronized
timestamp-based authentication protocols. The proposed authentication protocols support the
advantages in the previous password-based authentication protocols and solve the problems
in them effectively.
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