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ABSTRACT

EAP (Extensible authentication protocol) is a sort of general framework for authentication rather than a specific authentication
protocol.  An important consequence of this is that EAP can accommodate a variety of authentication/key-establishment protocols
for different internet access networks possibly integrated to a common IP core network This paper tries a comparative analysis of
several specific authentication/key establishment protocols for EAP, and suggest a strategic viewpoint toward the question: which
one to use. In addition, we tried to make things clear about an intellectual property right issue with regard to some
password-based protocols.
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Fig. 1. Cryptographic authentication/key-establishment
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Fig. 3. EAP Protocol packet types
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1. EAP-MD5

Peer Authenticator

PPP link stablishment phase.
name (§am A’ o
e CHAP Challenge
Prove that you are really “A".
CHAP Reponse

Here isproof of my identity. .

QuccesyFailure

OK Ibelieve you're *A°./
Get out of here, you fraudger!

O 4 CHAP 215 =22
Fig.4. CHAP authentication protocol
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% 5. TLS handshake protocot
Fig. 5. TLS handshake protocol
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4. EAP-SRP

SRP (Secure Remote Password) T2 EES AU ¥
tigtae] Wurk Abgt H 2= 7|9k Q15714
ZEZZA [13], 2001\d IETFo] EAP 4 Q% Z2E
22 A=A [14]. SRP T2 EZ L, 199213 AT&T
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AQ EAE B9 oA @ Aeg BT 19, 20, 21
S FHA FL ERA W
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Table 1. Protocols related to SRP
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25

Plaintext Password-
verifier (not
password stored d itsel
in server password itself)
stored
forward-secrecy EKE, DH-EKE,
provided SPEKE | DSPEKE, SRP
forward-secrecy not
provided AEKE
A2A=S 13 B W2 AN, AWt B
24 gatel 2= AR dolEuel 2t xEE 3
5, 2377} ol gAel MRS AR Fhol s
Ak o2 oy fE wEo A, H2As A
292828 $53 3, & “password-verifier’ & A%
A% = Ao BE drldlE H4 B F2 29
t}. =, h(password) FENS] verifierZ A Hri 1Y
g}, o] password-verifier® T=& dl, sj4 F4E 24

ok, FH7] 53t 7S 2& 3] B-SPEKEe| A
AXEHAL, 2AF SRPAME o] &Hch 53| o] ¥
"Bo BSPEKE ## x]ZML} 14 7} Phoenix
Technologies A}2] & 2 (18] W¥3] HEsjoF
Ags ADL U gpﬂx] SRP Z2EZ & ALS
sl & A% BAL #7) 01245 AoZ Hodth
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g 24 g, 999 UF s 282G 293
Ave S
= h(s,password)
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AMB] BE (v, 5)& A9 password verifier 24 A33) &
t} o}7)A, ve] At 29 WAL GRp)el M A
o5} g= o] WE(field)9] generatoro|th. A, (x, &)
= CA(Certificate Authority)dl] 2}a] F91sx] ggtie
Ao Wi w2 A9 7)A7)-F 7] el &, Diffie-
Heliman Z2EZ)A 9] 8|3 (uncertified) 7§17
247 %% 92 v} glch. oyt Diffie-Hellman £73 )
AE o] %ol #g A4 ettt A& e vy, SRP &
Ao e Mgt oz A&Hthe Ho] 2k o]A],
ol# ZH) ©AE X1 YUY, A9} BE TS 22 vl
Az 23 Falo] AFH 7|E4AHE & F A Ik

A:Client, B:Server

I.A—>B: 4, g"

2.A<B: 5, vt+g", r,}
3.A->B: h(gh,v+g™®.K)

4. A« B: h(g™,3?message, K)

Session key, K for A: K =h((v+g"’)—g")"*"""
Session key, K for B: K =h((g"v™®)")

a2 6. SRP =Z2&E8
Fig. 6. SRP protocol
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5. EAP-TTLS 2 PEAP

EAP-TLS &4 A33 AAHH, TLS TZEZ
Al o] 8-z} R1F & Meatgteln, A4 tFEe HITP
BANM Ay A5 A4 7] AL TLSZ 3z, 4
A AR 95 o83 433l Adg T8 of At
P2 = Z 9% 81 otk EAP-TTLS® PEAPE Hl 2
o]#d TLS &89 ¥ otz & = gt o] 7 =&
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