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Implementation of Agent Network for Active Responses against Intrusions
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ABSTRACT

In this paper, we investigate the problems of existing solutions for intrusion detection and propose an agent network based on
stationary and mobile agents on agent system to solve them. The proposed agent network can detect intrusions, collect their
information and execute active responses against intruders by introducing various stationary and mobile agents. It will show a new
approach of active responses against more intelligent and distributed intrusions.

7l E
Stationary Agent, Mobile Agent, Agent Network, Intrusion Detection, Active Response
ary Ag

e} MA 7S ARES Jed HEg TP

e e A AAZ AZF dEYAL UEYI  Y(Virtual Private Network), 3 2HeA] 2 &l (Firewall)

Network of Network) 24 AR 3 AFE FAste $ 2 AYeA A2 = (Intrusion Detection System) 5] Th
8 7I1ge s Ay gich @A o AEIE A o wet D AFE AA sz ATHIL

oz A4Hm glon AzRGANE FAHH D e Qe Q] B wg 97]5e%

Ak a8y AR FHE FASe A JdHALS A2" 93, £ AY §F 5§ AT gU3 24

T2 HdAHoz Ad AR At A o A AY slwe] 5 - AAsn dd2)3]. =3

I.M 2 e & & e AFHE HEstn ot ofol disf

cEWYBUED HEESED MU Hedxt: 2005 5.4

S oo

« R0 D MAAFHEESUSESY ur



ASH Y dES AT ooldE YEHI 78 WUt

CECEREE EE R RER
g2 253, 2438, dold
2 A9 Y 71 HET ol ueel
ol dlste xAHoz Geal]
H3b A 2ES siwte g fdsta A
MN2F FEo] FFHolt3). o]F A
d NEHZ 87 stlA g g
R A 2 A7} b WA WES

7180 deae AU %
FEE BT F 5 HYE F
% 58 & e N2E
o] =YHOoF g}

2 AdFdM e IHY EE )5y dojAE] 7
Wb A2E oolHE YEYAES Atstn Yo
s H549 dgS g EdT 72 AYL 1
EEE ¥t olF St 27BN BH A1E2AH
Y 2 #A V)&d st A9, 3P E
AFHA AQ) S A3 ojo]HE HEHIE A
otali, 4o olo]HE MEYAL 78 wets
AN ET} s ato 2 5P E FE D &F JF
BA | diste] =olsigd

>
lo
2

1mm
[S111
L5
= X
_ur2-&.ﬂn2£
ooy, T o R oo
otz o & yo
RN
ol W 1o b ooe % ol o o [d

4
ox
o

“2%
_‘dd‘lﬂ
.P‘n!.

> [o xo

‘?nb
W
4
P
lo

]

0. 23 i+

HZ ANES FAY AAYoz 3t 7E =
Z oole] AYgATA 2 9 AYFAA2H L ofn)
FAE Ay, ARB T giafo] AstEe] 23]
T4 2 Aus ALl AWAAE B sorsts
2aKol ZuSA 53, I JFANY 57
oz AL ol P YT Aol slko] B we}
ChFR @ FANo] WAISGTE ol 2l Hetiele) wig
2 dstel “SPut BY7IE o) S HATH4L

TR B =Y B3E By oA
Hol~& T3 AU HuuF HA $¢, F949
23 9l g 23 AR sAY AN 2R Ad
BEAH EAA AT AHZY BT 75, dolHE
z3 :gx_l} ;q]o{_J qu L ylzwa 321-1 Bol B
AE FTHE T 2 FH(Secure Domain) A

} 333]9] x}%ﬂ a1 o]-;‘(jkl Q}_};}_ ‘=_4 z};d
A 4& AFLZAN 7MY HEF

o4

ol E¥Re A& Check Point  Software
Technologies, Inc.2] OPSEC[5]3} Network Associates,
Inc.®] Active Security[6]7} ATh

“OPSEC(Open Platform for Security)”&-
Software Technologies, Inc.7} A|¢tatz ¢}
3000 7} Beb AAZL Fefstn vk YA~
Eﬂ_‘,} E°]' _‘,].;_q ])\F;HE-.Q. )\}3,: oan-]. ;(} —i H?}

P B2 o8 SVN(Secure Virtual Network) T-3o
AFirewall-1, VPN-1Z}¢] A58 53 B 448 A
e daEy 249 Bt #AYE Y Aun
3 AR wE, 23 2UHE, 48 24 V)%, gXE
AR 71%5€ ATdTh 29 12 OPSECY 7| 74
248 BYF3 QY.

r!r
&:&:\
N
o
tu

2% 1. OPSECel 7|2 34
Fig. 1 Components of OPSEC

“Active Security”= Network Associates, Inc.7} A<t
# A48d FUwel Bt 2uza, uo AR 9 B
AR ZAe Adste dolnEY A4S 5)1‘1:!-9-
2 39 AFA g st
Active Security A E 5% 91§ Sensor, Ah’falﬁl 3
B AAE AT Arbiter, HEE AT ActorZ FAH
o], Gauntlet Firewall, Gauntlet VPN Server, Event
Orchestra 591 AL AEF-E dAste] B Al29e
F#en 9th 29 2% Active Security?) 7)& FA
Q4 ¥AFa g

OPSEC3} Active Security= zHz} B4} 53 @2 2
TS AT Y g HME & H2 P4 Helx
Qoo ofd Hhylo] o FaH<l ]"E | o
wet g "‘““ﬂ \:]— S 5

B m
‘T‘)ﬁr S

1295



Security Policy
{You decide what is important
and how 1o respond}

Vulnerabiiity

Event Orchestrator \ e

{Accepts all alerts, compares %
% Administrator
alerts

wilh securily poiicy, thern
initiates respenses}

Scanner
(Proactively scanning
intemal network)

a3l 2 Active Securityel 71& #4
Fig. 2 Components of Active Security
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