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Abstract

The design of efficient cryptosystems is mainly appointed by the efficiency of the underlying finite field arithmetic.
Especially, among the basic arithmetic over finite field, the multiplicative inversion is the most time consuming operation.
In this paper, a fast inversion algorithm in finite field GF(2™ with the standard basis representation is proposed. It is
based on the Extended binary gcd algorithm (EBGA). The proposed -algorithm executes about 188% or 459% less
iterations than EBGA or Montgomery inverse algorithm (MIA), respectively. In practical applications where the dimension
of the field is large or may vary, systolic array structure becomes area-complexity and time-complexity costly or even
impractical in previous algorithms. It is not suitable for low-weight and low-power systems, ie., smartcard, the mobile
phone. In this paper, we propose a new hardware architecture to apply an area-efficient and a synchronized inverter on
low-complexity systems. It requires the number of addition and reduction operation less than previous architectures for
computing the inverses in GF(2”). Furthermore, the proposed inversion is applied over either prime or binary extension
fields, more specially GF(2™ and GF(p).

Keywords : Finite field arithmetic, Inversion, Extended binary gcd algorithm, Cryptography

I.M & 7tela A%std 45 Aagy AAV eE T gl

, olof we} FUL HAEE FAIHA thE 7] o

AT fulFE2 #3749 HEBS hd #Ho F 3 A2gEg 42 Zdold 718 7 BeSAE o

g 43 Alaglo] FE gl

T e e i o BYIH ¢E Aade e JjRHoz 47
((C)Ie;lff)r f}(;f)rg;fo[?;?,t_lfn and Security Technologies ANE THHT Qom o] Axe) W s A2
RS, AgUeE Au R s T840l AR B f@A GF(2™)oA A

gielst) of Information and Security, Semyumg oA w49 g9 dde] ngaks ug &
% B ATE ARFAY L ANENATAFLY o g3t A7) G Aade) SYAte F2 ¥
B I’I;ﬂ:rLéﬂEi 4 - AdAdY d7EAR 73 W 9 dAAle SEAZHE JHto g Fn o] & o
A4an 05U, +AREY psaa PR A VI AT Bt ane e af

(593)



52 AEs NLHY HYys

o] =i gl

A VAL %84 GF(2™)9] Aas g
A#RE 7 o] AF7I1A (Normal basis)$} thatA]
714 (Polynomial basis)Z Wdoh #3A< 7147 4
T71A4Q BF 949 AF Qe agd e A
o2 B§ speaitt A GF(2™)9 9Jole) 94
A(z)e) dge san BPg ool A(z) ' =
A(@)" 72 AN £ Qou, A5 dae 584
o] & Agole= A&7 YEC A E AHE
e fFaAe 99 dAke F=2 Extended euclidean
algorithm (EEA)¥ Extended binary ged algorithm
(EBGA), Montgomery inverse algorithm (MIA)E 7]
o 2 gt} of ¢nEFELS dEE Fol w2 vE
25 FH3EA FolA FEAA Y AZE A, o
Aolu} WAl A4S FastdA 98 At

EFASH EBGAE 489 @l what dAte] v
357t AAHEA Fon g st=go] FEHA o
o] gut. wetd A GF(2™)dAN tIdArxg
7|fto 2 VLSI 7386 Agetes WiEfo] 2mioR
139 99 ¢ndsH A2EY o] 27t A
A geg 2 f84 5 mol RTHE

o

Azl A A2EY ojgo] FxE st=go] i
29} F7F Q7o) Zrsit). weka] AntE Fi=u

mulel E 53 e AFslo Ango] @ 7HE #7
o= 837 Tt

B =2 §34 GF(2™)dA td34si4s
vlgto 2 EBGAE 4 3ld 7]&9 ?___};_la]x,q a3

2
>,
%
Q

o N g (o
Lt

L

Fl

i

2
i
rx e

Home 2 2 ol my
ol X
4 R 8

(A

ke
g
02(:',

)
o
3

=2
a2
oo
o
N

R
ofl

o ok

ot
&)

o mAelAE u}fswﬂzi?—— Argte
A gelel A4 AL AREE 7]

A EBGA—~ a7g), MM =
:r-amn sl 4R, N
o AP Hedof 7

o
et

2
>
A
8]

3

2 Q e ol ‘E‘
I
]

o
fe i

ol
duE
(o]

ol Lo
e

2 2

o>

=2

BHY GF(2™)0IAMQ B& AT AaM 9
ZE AN VAAE Atsls 99 duEd
NNEY 99 duESd g F3A ALE H88)
o HAEZ A34F el VIZAE Adss &
THEY AE Held dis] AEEn, I 2ES
W=t}

599

I. /FEH GFRM0IM 7I1ES Ha LaE
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A GF(2") 9 999 o34 ¢k Bool i
A XOR 94t 48t a9
A(x) » B(x)= A(x)xB(x) mod G(x)°]
A(x)+B(x) = A(x) xB(x) ~! mod G(x)
ot o] W B(x)xB(x) "'=1 mod G(x)2]
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X A(x)+ T(x) x = D(z)

2 (Dol M T34 D(x)= GCD(A(x), G(x))°lH,
D(x)=1°1" S(x)xA(x)+ T(x)xG(x) =12 S(x)x
A(x)=1 mod G(w)°ltt. WA  Sx=A(x) 7!
mod G(x)°1BZ, S(x)& A(x)9 Hgolth

G(z) (1

2. §8tdl GF(2™)ollA 2] EBGA
EBGAT o]z ditel Agsly Aol gle A
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2n2lE 1.GF2mioA el EBGA [1]

Input : A(x)eGF(2™), G= G(x).
Output : A(x) ! mod G(x).

1. U=A(x), V=G(x), R=1, S=0.
2. While U#1 do the following:

3. If #;=0 then

4 If »,=0 then

5. U= Ul/x, R=R/x.

6 Else '

7 U=U/x, R=(R+G)/x.
8  Else If vy=0 then

9. If s,=0 then

10. V=V/x, S=S/x.

11.  Else

12. V= V/x, S=(S+G)/x
13. Else

14 If deg(U)>deg(V) then
15. U=U+V, R=R+S.
16.  Else

17. V=U+V, S=R+S.
18. Return (R).

o
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GCD(U(x), V(%)) = xxGCD(U(X)/x, V(x)/x)°| T}
o ok Ot Uln)e 2 WrolAu tEky V(x)
x2 WroAR ¥od, GCD(U(x), V(x)=

GCD(U(X)/x, V(x))°lth,

o uiok o] U(x)St V(xn7t x2 WroiAA &
oW GCD(U(x), V(x))= GCD((U(X)+ V(x))/x,

V(x))eltt.

FnZE 18 A(z) 'mod G(z) & AR A%
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o
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SXA(z) = VmodG(zx) 3)
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tnalE 2.GF2moliM el =X E
. Az) € GF2"),kG=kG(z),k=0,1,2,1+=.

Input

Output : .A(z) 'modG(z)

STEP 1. U=A(z), V=G(z), R=1,8=0,
state=0,8§=—1

STEP 2. t=u,—v, V=t- (zV),5=85+t- (z8)

STEP 3.

1. While U/ # 1 do the following:

2. If state=0 then

3. ¥ [(u, %) =(0,0)] then

4, U=U/i*, R=(R+kG) /2> 6=6—2

5. Else If ug=0 then

6. U= Ufs, R=(R+kG)/x,6 =61

7. Else

8 If 8§ <0 then

9. U—V, R—>85,6 =—2§

10. U=U+V

11. If [£=0] and(r,7y) = (s, 5)] then

12, R=R+ S, state=0

13. Else

14. R=R+EkG, state=1

15.  Else /* state = 1 #/

16. U=U+V,R=R+ S, state=0

17. Return (R).
Z 98 2955 o9 F92mo] 28€d, gu
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Table 1.

etne|E 20N El=l= SM ot
Addition operations in Algorithm 2.

s A
R=R+G+S
R=R+ kG+ 5+xS
R=R+kG+ 5+xS

(v, vy)
1
a1,
0,1

(o) uy)
©, 1)
oD
(1, 1)

U=U+V
U=U+V+xV
U=U+V+aV

U=U+V R=R+iGt+S
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Table 2.

gtialE 22| STEP 3142 kG ZH o
An Example of determining 4G in STEP 3.14
of Algorithm 2.
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E 3 «32|E 29 STEP 349 o=46-2 ¢t
Table 3.  §=06—2 in STEP 34 of Algorithm 2.

1L If /=0 and dy=0 then

2. D=Dfx*

3. Else

4., D=D-x% f=0
e g Re A Aatel ARk 3 State 014
WS RS A A mE G ol @T s
o dAxkg sy daeF 29 State 0 w st v,
o] Ztoll wlg} State 12 ¥3}H, State 12 E 19 AA|
2 g4 g uirEdt. ¢ngFE 29 STEP 316
oM B 4 Qo] STEP 2014 748 Bale] A%e
0]-§35} State 0.2 Walgtt). weba] A At o
2 g4 datg 19 AAE 2 s 23ty
uelE 29 3 WA Ao} FE e aeFe
B8] Zas9a, ¢ugdE 28 571skE dds 79
o),

duHF 12 deg()S deg(V)E wlwste A
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Z71sha o] il dite] me dueE s Aol
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g [V<x’& WE3HE o8t B2 T3 oot B9 A
We 58 o3 orjM wE &b s<0oH

L

deg (D)< deg(V)E gt WF o+
2, 89 A7l B E Yl HFER XYY
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E 69 F3E dguste AR, 00 f=0
ola, 1 &9 A f=1olth 49 HIH HEE 4,
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Q A% 1ol gy=0°th wtA 6<K09A #D
s dy=09 W5 f=10A FAdh daEF 2
9} §=—0% 028 AHesid, duzF 29 STEP
349 §=06-2& ¥ 39 o] Aojgitt.

¥ 42
A(x)=x3+x& A2 &
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IV, FQtsh= o9l QraElSe| sh=go] X

Wu et. al, Kim et. al, Takagi et. al..2 [2], [3], [4],

BlAA 2moz wESErE Q" 834 GF(2™)
Hel o9l TZEE FoR AAEY ofdo] F&

7} AkE At 23y F3A A5 mol Fhske A
< seglol BixE FUIstRE AFEH 87HE
A= AeA ¥} Lorenzo et. al.& [6]olA 3t
A GF(p)AAXY Nze 94 dugdFs Atst, o

=lE=1

of A3 sH=golg AN LorenzoZt At
o9 q7IZL FF 2mAY HHE FPS 3y g3
A5 AolE s HE @il 9&5—44 w3 s
go] F2E 7 dald wg du 23 x <o
G e Aol 22 o] EFsith= 79,—% JtAL, B
Ao e duglF 28 vigoR st 43 Aad
APEs 42 BHEE 7}x]r5/\1, =713t Aag
FRhshe M2E do] T2E Adgr). & =F

sh=
A A GA71E #
5 o] 7bsd

A3 A,

A GF(p)gP GF(2™)elM =
Tz, ol VIFlA A

uol Wl QA7) (Adder)7t 58
Aojstd, o9 el we} wF A A,
a3 12 B =E8dA Agsks 4L BFEE T
' dudF 29 s=dol £5 Fxoth 29 15 2
dugFE 29 s=go FERE  UV-Blockd
RS-Block, 28]z #lo] & £& (Control logic
block)o.2 TA4Erh 28 1¢ UV-Blocke %a2lE
29] W4 Ugt VE, RS-Blocke ¢uaE 29 W4

o]

4 2312|F 29 GRE)olAMel o
Table 4 An Example of Inversion in GF@) by
Algorithm 2.

index U \% R S 0
0 B+x  xttaxtl 1 0 -1
1 2+1  2Htx+1l 2B+1 0 -2
2 x4+t x x2+1 x° 2+1 2
3 P+x+l 2P+l x #+1 0
4 x° x+1 P+ x »X+1 0
5 x 24+1 AHx+1l B+l 2
6 1 x2+1 %3+ x? 2©4+1 -3




56 A NAHO HEs 98 GFEMAMS 14 e Aad 9|
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1 I"° (U+ V)/x& F338t] 1 2HE RegUell AAsta,

e vsioa 4 @A (Ut W)zt VHzE FR5) A3

Control state=1°] Aot WA state=1Y W RegUel| A%

S Ho} g FERY RegVel VE Halx 28F A=
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Eb’o & 7 dte] e gyl diaks gt oY 39
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S8 1 gl 22l siedlol 72 g oA WE ke (7D (5, 509 7l
Fig. 1. Hardware Architecture of Algorithm 2. web 18 19] Ao} 24 B2ojA ARG = 12 3
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A BE22 |-hot counter D¢ 1BE f 18]E stated] B9 (S/x+ 9e ditet} state=1Y W RegR9)
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1 ZgHow FH% 5 rh

oy 29 a¥ 32 747t UV-Block® RS-Block®]
ool Fzolth 2y 29 ¥ 30AMep 2ol
n=(m+1)8EY HYAXEE RegU, RegV,
RegR3} RegSe Ag3th 7 dx28e dudd
20} W& Ust V, A4 Rt Sg ovjsith waln
delel A& A(z) € GF(2™)q) g J4L A
37] 98 Z ARA2EHE gL o] 27)stdh

RegU= A(x), RegV= G(x), RegR=1, RegS=0

RegU9) 3191 24159 (uy,up) ol 98] dnelF 2
g Y3t ¢ueF 29 STEP 3744 STEP 316
A S AHRY state= 0°]3L #y$} vy7t BT
1o]® 9 29] UV-Blockoldl RegU3} RegV9] ©l
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it dae edste QA ditoly RegSe tshe
G4l dito] #3EL) 4 (49 4 G 29 29 1

Fste g A ved Aol

T
oA Bs U

H 3ellA
U=(U+ V+xV)/2={{(U+ V/x+ V}/x
R=(R+ kG+ S+ xS)/x*={(R+ kG)/x+

(S/x+ S)}/x

(4)
5)

(598)

FEG on] AN (S/x+9)E UF F

28% 3

Alx) G(x)
Mux U Mux V
n n
Reg U Reg V

a8 2. 3@ 12 uv-Block
Fig. 2. UvV-Block in Fig. 1.

Adder lil

a2 3. 22 12 RS-Block
Fig. 3. RS-Block in Fig. 1.
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Table 5. The Results of the average computational cost

in Inversions.
coa o e |BERA[BERN] BT [BEF
FA | 909T ) anas | anas | 299% | a2
Algo. 2 1441 68.4 201.6 1.78
creomylleo 1] 1844 [ 013 | 76 [ 246
(2] 219.7 1086 2224 197
MIA 1866 935 3726 3.30
Algo. 2 168.8 81.2 2346 1.79
Gr(poyAleo 1| 2168 | 1087 | 346 | 248
[2] 2585 1294 296.7 1.96
MIA 216.6 108.4 4325 3.30
Algo. 2 210.9 101.4 293.2 1.80
craieyAlse 1 2007 | 1350 | a6 [ 248
[2] 322.0 161.2 3205 197
MIA 269.9 135.1 539.1 3.31
Algo. 2 2489 117.0 348.8 181
CF(21%) Algo. 1 314.9 155.0 4746 2.46
[2] 376.8 1856 333.0 1.98
MIA 3199 160.1 639.1 3.31
Algo. 2 2934 124.3 4215 181
GF(2™ Algo. 1 || 3515 | 1588 | 543 2.34
[2] 42712 196.1 459.3 197
MIA 335.8 1931 7706 3.31
Algo. 2 289.7 102.4 4330 18.1
GripzoyAlzo 1] 3196 | 1218 | 5173 | 216
[2] 397.2 160.1 4770 2.00
MIA 396.8 198.1 790.3 3.31
Algo. 2 369.0 176.8 513.6 1.81
crepmylleo 1| 4687 | 2342 | 7032 | 248
{21 561.8 280.6 5654 200
MIA 469.3 234.8 938.8 3.32
Algo. 2 523.8 2314 746.8 1.83
woyAlgo. 1 6385 2989 977.0 2.39
GF2 ™)) 7123 | 366 | 8181 | 200
MIA 679.9 3398 1360.2 3.33
Algo. 2 750.7 3588 10395 1.82
crosnyAleo. 1 9604 | 4750 | 14208 | 249
{2} 11397 569.6 1146.3 2.01
MIA 930.2 4748 19034 333




58 AYS NAHO BB S GF(MOMY D @7 zad 9
E 6. Af7/o oist slEgof Sx=el Mo 2Eof it vjw
Table 6. Comparison Hardware Complexity and Conirol Logics with Previously Architectures and the Proposed Inverter.
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