312

1.ME

AR =R HAFEY A4 A 11 E A 4 Q068

SIP 7]ut "Helultjo] F4 A A8S 98
T2R2FE 47
(A Protocol Analyzer for SIP based Multimedia
Communication System)

= 1
Mool &

[

(In-hwan Jung)

R 9 SIP(Session Initiation Protocol)& VoIP(Voice over IP)$} Z-2 eyl denjt]e] 4 A
28o] A Aol Z2EZZ Ao Be TEotM st ok SIPE gt Feeo ore
9} it FAu Fdo] By AN o)y HEE AYsy) 3 B AA Ao dAE Ze
g} AE7A Y Z2EE BA7E SIP 7 BEvye] 4l Al2"HA dAEEe ERES A
BA8F2 Zaln gt} ol B mFdlMe SIP 7itel delrjre] 54 Alx"e] A AR A
dolel @ @ A HRd e AR FRE FH31 A9 £ Je =72 Q2 TZEZ 247)
2 dAsn 7T Aty Z2EF EA7)E STAT(SIP based Traffic Analysis Tool)e)gtil &
o A& A0 JEF PC WindowsolA AHE 7458 AZEH2 THHAL. STATE olvdl
2] E49 BH 71%5L o)83ld AFLE A& A 2Hgo2A SIP /N §4l Al2"d AHFHA
g glol AR 972 Aduiel Azt EdY RUHZy AFRE AFFD g B =RAM FEG
STAT+ SIP 7[4t HElride] B4 A& A% ¥ @Ay =72 83 5 Yot

F19s . T2 EF A7) SIP(Session Initiation Protocol), BElm|TIo] £4

Abstract SIP(Session Initiation Protocol) has been proposed for session control protocol of
Internet multimedia communication system like VcIP(Voice over IP). SIP has complicated session
control steps to support various kinds of audio and video formats and to assure service quality of real
time data communication. Up until now, existing protocol analyzers can not provide such detailed
information of SIP based communication system. In this paper, therefore, we propose a new protocol
analyzer as a tool that can analyze and diagnose SIP based multimedia communication system
throughout the session initiation, data exchange and session change steps. The propose traffic
analyzer, which is called STAT(SIP based Traffic Analysis Tool), is implemented on Windows
environment so that it is generally usable and extensible. Since STAT analyze low level packets
captured via Ethernet broadcasting property, it is able to provide session status and real time traffic
monitoring information without any affection to the communication system. The STAT which is
implemented in this paper, therefore, is expected to be a useful tool for developing and managing of
a SIP based multimedia communication system.
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2.1 SIP(Session Initiation Protocol)

SIP= ITU-T(nternational  Telecommunication
Union-Telecommunication)®] H.3239 tl$=Hw= T2
EZZA4 IETF(nternet Engineering Task Force)
MMUSIC(Multiparty Multimedia Session Control)
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User-Agent: RTC/1.2 g
Content-Type: application/sdp
Content-Length: 691
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m=audio 65424 RTP/AVP 97 111 11260
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a=rtpmapitl] SIREN/1GOQ0
a=rtpmapi 12 G7221/16000
a=rtpmap!6 DVI4/16000

a=rtpmap:) PCMU/3000
a=rtpmap:101 telephone-event/8000
m=video 38056 RTP/AVP 34 31
a=rtpmapi34 H263/80000
a=repmap:31 H261/90000
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Session description

v=(protocol version)

o= (owner/creator and session identifier}
s= (session name)

i=» (session information)

u=+ (URI of description)

e=+ (email address)

p=* (phone number)

c=* (connection information - not required if included in all media)
b=+ (bandwidth information)

One or more time descriptions (see below)
z=+ (time zone adjustments)

k=+ (encryption key)

a=+ (zero or more scssien attribute lines)
Zero or more media descriptions (see helow)

. Time description
t= (time the session is active)
r=+ {(zero or morc repeat times)

' Media description

m= (media name and transport address)
i=» (media title)

c=#+ {connection information — optional if included at session-level)
h=» (bandwidth information)

k=+ (encryption key}

a=+ (zcro or more media attribute lines)

ZL% 5 SDP EEEE’- —_rLZ

S$1P/2.0 200 OK

SIP - Start Line m

S1P - leader
SIP Commuaications Service”
Content-Type: application/sdp e e
Content-lLength: 341 3‘ Entity Header \
Y .
A
CRLF \ [\l
v=0 —_
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a=rtpmapi8 PCMA/8000

a=rtpmap:d G723/8000
a=ripmap:101 Lelephone-event/8000
a=fmtp:101 0-16
a=encryptiontoptional

S1P ~ Message Body
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2.2 SDP(Session Description Protocol)
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v Te]x] Sequence Number

Timestamp

Synchronization Source(SSRC) Identifier
Contributing Source(CSRC) dentifier #1
Contributing Source(CSRC) ldentitier #2

Packet Packet Packet
bt EA Send
User mode Application I I

e smasnase

[ Contributing Source(CSRC) Identiier #n ]

28 7 RTP si#19) 34

E 2 RTP #3714 3 WE

3 o W &

Version °RTP Z2EZ9] WAL A

- 4532 98 padding® octete] Y& 7A-Lol)
Padding 43

» 7H whAY vlo]E padding & B/
Extention |° X% RTP dtdl 718 &4 sost =4
CSRC |, 24 RTP &g He] 2 CSRC Alpe] 4
Count

°RTP Z2gd] wie} n}7] BlES] Ao Y

ARgo] Z2A
Maker - Hte Holzz : Zaigle] T8 HA|
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A EA
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Header

INUITE “lvl SIP Start Line
17890 113.10cal
ISEP72.9.

uia: SI
P/2_0/TCP 220.67
-226.78:10170. .M
ax-Forwards: 70.
Froa: “256" <si
P:uS6ED113 . local
>;tag=72h25ebbe
akk89ba7iedatbe?
120197 ;epia=215¢
7a5040. .To: <si)
:nvanns.xucug SIP Header
--Call-¥D: &16Rd
O01068082ke 1bOLSAF
d0zBcScFadeqz20.
67.226.78..C5eq: SIP Message
1 INUITE. .Conta
ct: <sip:As6aBI1
.1ecalz10170;ma
Adr=228.67.226.7
B;transport=tep>
..User-Agent: RT
C/1.2_.Contenkt-¥
ype: application
/sdp..Content-Le
nath: 267.... |

u=g
..0=- B 8 IN 1P8
220.67.226.78 .
s=session..c=IN
1Pk 220.67.226-7
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0. .mvaudin 375
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SIP DMK MM B(sIP AR @)@ RO SIP DMK ERE FESC.
switch( SIP BiMIRI] BF )

s DIMIN Y BRO wat 24 4% FF £ 2€ RSB AYEC.
case SIP_TVPE_REQUEST : SIP_IWFOO] SiP AT B HABCE
1w S DS FIECH

case SIP_TYPE_RESPONSE :  SIP_INFOO] SIP
, case SIP_ETC : ofied
siP GIMRIOIA BtEY 20jQt SIP Header 8 ZABHCH.
while( SI? OHAINE 20| > 248 20l »
ste mAAISl S8 A=C.
§e @A " SRHE RD S1P HO AR KABID Indexz VBB
switeh( SIP &4 Index )
¢ 2t sie SiG ERO W2 2 e FHIO B AYBCH

case SIP_HEADER From : Sie_cALL_INFOO) From FICI LIRS HAEIC.

case SIP_HERDER_To : SIP_CALL_INFOO To FIT u{gg RASHCT

case SIP_HEADEA_Call_[D :  SIP_CALL_WFOO] Catl-1D 3i|CH gg RACE.
case SIP_HEADER CSeq SIP_CALL_INFOO]| CSeqeuence 3{|C{ LHR® AZBICH.
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SIP_DecodeLine() o SIP wA)1AS 3

SIP_Request_Line()
SIP_Response_Line()

o SIP WAAY A& PR dd F=E FHALT

SIP_KnownHeader() o SIP WAIAY F WEE E4317] $I8k

SIP_TransactionBelong( )
SIP_TransactionInvite()
SIP_TransactionBye()
SIP_EqualMessage()

o
- SIP AR} 3 EdAde] S8eA Bad
. Ewdge] AN 44 £E AM TIA BEd,
o SIP WAX7L FAEA] DA

SIP_CreateElement()
SIP_DeleteElement()

o ARG B3] A F2E FPST AP

SIP_CreateTable()
- o A A&
SIP_DeleteTable() SIP A

AGes) A PERE ARSI AT,

SIP_ElementAdd()
SIP_ElementUpdate() o AL F7h W
SIP_ElementDiscard()

3 AAE S

SIP_SdplsContained() o SIP WA]1A] o] T3E AA FRre A7 ]% ahgHghc)
SIP_SdpCallerUpdate() o EF Aol e 3&Ae A HRE HATC
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SIP 7%t

SIP Element Information

SessionOpen = TRUE
SessionClose= TRUE
CalterSdp =0
CalleeSdp =1

Transaction : INVITE

Call_ID : 84529ddh9d6ad44218¢232320ba55e11c@220.67.226.83
From : sip:789@b113.local

To : sip:456@b113.local

CSeq: 2

Transaction : 100

Call_ID : 84529ddb9d6a44218c232320ba55e11c@220.67.226.83
From : sip:789@h113.1ecal

To : sip:456@b113.1ocal

CSeq: 2

Transaction : 180

Call_ID : 84528 44218¢2323
From : sip:789@bl113.local

To : sipi456@hb113.1ocal

CSeq: 2

55e11c@220.67.226.83

Transaction : 200

Cali_lD : 84529ddb9d6a44218c232320ba55e11c@220.67.226.83
From : sip:789@bl13.local

To : sip:456@bl113.1ocal

CSeq: 2

Transaction : ACK

Call 1D : 84529ddb9d6a44218c232320ba55¢11c@220.67.226.83
From : sip:7838@bl13.1ocal

To : sip:456@bhl113.local

CSeq: 2

oY 15 SIP A4AE AR

||noL SDP_DecodeLine(..., TRANSPORT_INFO_POINTER pTi, SOP_FIELD_TYPE SFT)

¢ LF( SFT == OWMER_CREATOR_NMD_SESSION_IDENTIFIER )  return SOP_Decodeline 0(...,
1F( SFT == CONMECTION | INFORMATION )

16( SFT == GANDWIDTH_TNFORMATION }

1F( SFT we TIME_THE_SESSION_1S_| acrwz 3

16( SFT == REPEAT_TIMES )

16( SFU we TINE_2OME_ADJUSTIENTS }

LF( SFT a« ENCRYPTION_KEY )

46( SET = SESSION_ATTRIBUTE_LINES )

IF( SFT == MEDIA_NAHE_AND_TRANSPORY_ADORESS )
L¥( SFT =m MEDIA_ATTRIRUTE_LINES )

|

veturn SOP_Decodetine_SA(
return SDP_Decodeiine M{.
return SOP Decodetine Me(...,

veturn TRUE;

19 16 SDP B= 24 &+

SDP Information
220.67.226.83
audio 5558/0 RTP/AVP 97 111112608453 101

red/8000
SIREN/16000
G7221/16000
DVI14/16000
PCMU/8000
PCMA/8000
G723/8000
DVI4/8000
GSM/8000
telephone~-event/8000
video 19540/0 RTP/AVP 34 31
H263/90000
H261/90000

SDP Information

220.67.226.78

audio 37554/0 RTP/AVP 97 0 84 101
red/8000
PCMU/8000
PCMA/8000
G723/8000
telephone-event/8000

video 0/0 RTP/AVP 34
(null)
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SDP_DecodeLine()

SDP_DecodeLine_O()
SDP_DecodeLine_C()
SDP_DecodeLine_B()
SDP_DecodeLine_T()
SDP_DecodeLine_R()
SDP_DecodeLine_Z()
SDP_DecodeLine_K()
SDP_DecodeLine_SA()
SDP_DecodeLine_M()
SDP_DecodeLine_MA()

SDP_CreateElerment()
SDP_DeleteElernent()

SDP_ElementAdd()
SDP_ElementDiscard()
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goz FAHEY B =Rdx 7YY SDP REL
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Ao 2H9 A4 ARolmw, ¥ 45 SDP EEIA
ARl g4l

3.4 RTP 2E&

RTP E&& R2UEd A7l o3 ALd RTP
B9 FHHE A8t AFd RTP ZES 7o)
X (Media Parser)® A3E RTP 7l Holz=9
FTHE st ZYEHE HY)dA Hol2=9 FF
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AHgste] A@Agth RTPINFO F2AE RTP #7
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Zo 322 3% S ALEAM wTo] dog
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28 98 EM5] HFE RTP HAY sy Frg
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E- | Header |
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(N0 XC &D AF § 52 &1 51 AE | 59 SC AF RE | 53 69 FY 7R HLMOS2QNYWONSL . 2
70 61 58 57 | 58 66 6F 56 | 58 57 57 58 | 5B 6B 58 56] [paxuxjexumR{kxy
56 55 56 57 | 50 78 50 59 | 58 5¢ 58 5C | SC 78 66 SC JeIvimziv
59 5B 5B SC | SE 73 6F SR | 59 SR 57 S5& | 5% 6B 54 55 V[[IASGZVZWKKZU RTP
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RTP Information
bPaddingFlag =0
bExtensionFlag =0
nNumberQfMixedField =0
bMarkerBit =1
nPayloadType =0
nSequenceNumber = 31813
nTimestamp = 3302184443
nSSRC = 1027423292
nDatalength =160
RTP Information

bPaddingFlag =0
bExtensionFlag =0
nNumberOfMixedField =0
bMarkerBit =0
nPayloadType =0
nSequenceNumber = 31814

: nTimestamp = 3302184603

| nSSRC =1061043516

H nDatalength =160

{ RTP Information

bPaddingFlag =0

bExtensionFlag =0

nNumberOfMixedField =0

bMarkerBit =0

! nPayloadType =0

| nSequenceNumber = 31815
nTimestamp = 3302184763
nSSRC = 993671739
nDatal.ength =160

¥ 19 £44€ RTP =i AR

SIP packet

Fragment exist?

Fragement Find?

Get Fragmented Data
Create New SIP message

Y

@e parse?

No

4——1 Set Fragmented Data I
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Find Session Index

Add Monitoring Database

No
_.EYED:'““W
y: o) S E - ki1
a4 21 EYEY 279 §% 5F-RTP AR

£ 5 2"y A7 289 4 ¥5
F A
o A1A | wT]o] BA
785'-3 w3t
A wt]e] BAHPRE
ZVJQ T Us FRE
ABgska AbA g
3 Aol it vicie
A HRE F7) WA 2
A g},
< B2H SIP HARAES
ARsL AT F A=
TZE A3 A
&9 SIP WAREH
PaE ARE ARt
g HEE o83
AF/AA HLech

284 SIP AARAES
A%, A 2 Fagh

Monitoring_ManageData()

Monitoring_CreateData(}
Monitoring_DeleteData()

°

Monitoring_DataAdd()
Monitoring_DataUpdate()
Monitoring_DataDiscard()

Monitoring_CreateFragmentData()|
Monitoring_DeleteFragmentData()

°

Monitoring _SetFragmentedData()
Monitoring_GetFragmentedData()

Monitoring_FragmentAdd()
Monitoring_FragmentDiscard()
Monitoring_FragmentFind()

o

MONITORING_DATA FZAE AME-3td A5ty
Edgs EXMsled ANtk MONITORING_DATA
TEAE SIP BEEo o) #eEE SIP A A<
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MD Information
m_nMonitoringDatalndex
nSipElementindex
nCallerPayloadType
nMediaNumber

5

34(58779)(209) 111(3400)(85)

oo o

nCalleePayloadType 111(3600)(90)
nMediaNumber

MD Information
m_nMonitoringDatalndex =7
nSipElementIndex =
nCallerPayloadType = 0(14560)(91)
nMediaNumber =
nCalleePayloadType = 0{13600)(85)

nMediaNumber

MD Information
m_nMonitoringDatalndex
nSipElementIndex

nCallerPayloadType = 0(38720)(242)

nMediaNumber
nCalleePayloadType
nMediaNumber

8
4
0
1
0

0(17760)(111)
1
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Header | SIP Data | SDP Data }

ession Information

23 SIP Deati! Tree
e)D SIP Start Line
i (9 SIP Method : INITE
|13 Asquest URI : sip:220,67.228 76: 10353 ransponttcp
(9 SIP Version : SIP/2.0
& SIP Header
2-C3 Via Headers
Via : SIP/2.0/TCP 220.67.226.81
Via ; SIP/2.0/TCP 220,67, 226.63:14807
- (Y From : sip:456@biidiscal
— 9 To : slp:123@b113 focal
Call~iD : 000 tc d@220.57.226.63
CSeq : 2INVITE
(— {9 Content-_ength : 631
(9§ Content-Type : application/sdp
=-(3J SIP Content Body
E}D Connection information

50 Address Type : IP4
© {1 Medla Name : audio

9 Number of Ports : 0

—~9 Protoca) : RTP/AVP

5 FmtList : 97111 112608453 101
- [9 fpmap:97

1 (9 Apmap:11) SIREN/16000

(9 romap:112 G7221/16000
f_‘l fpmap:6 DVI4/16000
dpmap:0 PCMLU/8000
Apmap:8 PCMA/8000
(9 romap:4 G72/8000
~ {9 fpmap:5 DVI4/6000
- (9 rpmap:3 GSM/B000

2-L3 Media Name : video
(Y Port Number : 53830
—(Y Number of Porta : 0
‘—g Protocol : RTP/AVP
B5-E3 Fmt List : 34 31
tﬂ ripmap:34 H263/90000
{3 romap:31 H261/790009

Bession Informstion .
Callor URI : sipvideo. 1@biidtocat
Callge URL ; sipwiden.2@b 113 locsl
Total Traffic : 282,84 KBytes

Trafiic Information

Caller Detatll Trafiie
audio : Payload(111) Traffic(32.27 KBytes) Packets(826)

Cates De&;gl I Pa pad(34) T Packets(720)
% | BANRanT, AR T KR B
Caller Session Descdption Protocol
Connection Address : 220.67.226.81
Media Name © audio
Port Number : 8624
Number of Ponts 1 § e
Protocol : RTPZAWR
Frnt Ligt : 97 red/8000
Frnt List : 11} SIBEN/16000
Fg List @ 112 G7221/16000
Fmt List : 6 DVI4/16000
Fmt List | 0 PCMULB000
Fmit List 1 8 PCMA/G000
Fmt List : 4 G723/8000
Frat{dst 1 5 DVI4/6000
Frat List 1 3 GSM/8000
Frat Ldst : 101 telephone-avent/B000
Media Name @ video
Port Number : 44678
Number of Ports : 8
Protocol : RTP/AVP

Frot List : 34 H263/30000
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Frmt List 1 31 H261/90000

Caltes Session Description Protesol
Connection Address : 220.67.226.83

Heador SIP Data | SOP Data |

Madia Nama ; audia
Port Numbsr @ 12064

ACK i 456@&1! local SIP; l] J
Via: SI 67225,
fax- m'm s

12F < 23@b113 local tag=Bdc 7598450 94425dbe23 3 7291 30H2;epid-5d43164530
To: <s|p ASGGhIHIacal)?d%s:lgshzi&cdmﬂimlbbﬂc! c4Bit%e
C HD 07065 3adcd4 10981 1abod8aB@220,67.226. 78

Usef- enﬁ 1.2
urlz on Ferbsros qop="auth”, teaim="SIP Communications Service”, opague="851a%88"

(H | _»_I':3

Number of Posts : 0
Protocol : ATPZAVE

Frt List : 97 r9d/8000

Frnt List © 111 SIREN/16000
Fmt Ust : 112 G7221/16000
Fent List : § DVI4/16000

Fmt List : 0 PCMU/8000
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Frnt List : 8 PCMA/8000
Fent List : 4 G723/8000
FratList : 5 DVI4/B000
Frat List : 3 GSM/8000
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R
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Media Nems ! video
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Fmt List : 31 H261,/90000
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Session [ Trafiic |

Numbar Caller UR! ! Calles URE Status 5@ tolor ;.
i sip:123@b113local sip:d%@biliiocal closed
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Header [ SIP Data | SDP Data |

Header [SiP Data | SDF Data |

EL=]
SIP Start Line

(3 SiP Content Body

Connection Information

{9 Network Type : IN

9 Address Type : IP4

3 Connection Address : 220.67.226,80
-] Media Name : audio

9 Port Number : 14038

{3 Number of Ports : 0

{3 Protoco! : RTP/AVP

m-{) FmtList: 97 111 112608453 101
= 3 Media Name : video

{3 Pont Number : 5376

(3 Number of Ports : 0

{3 Protacol : RTP/AVP

B3] FmtList 1 34 31

SIP Start Line

SIP Header

SIP Content Body

El Q Connection Information
i Netwark Type ¢ IN

-3 Address Type : IP4
-[9 Connection Address : 220,67,226,84
{73 Media Name : audio

- Port Number : 20852

Number of Ports : 0

-[§ Protocol : RTP/AVP

23 Ft List : 97 111 112608453 101

Media Name : video

(3 Port Number : 63402
-3 Number of Ponts : 0
(% Protocel : RTP/AVP
-3 Pt List: 34 31
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