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ABSTRACT

We propose and implement a flexible secure peer-to-peer(P2P) file sharing scheme which can be used for data sharing
among closed user group (CUG) members. When a member wants to share data, notification messages are sent to the
members with whom the member wants to share data. Each notification message includes one-time password encrypted with
the receiver’s public key. A member who received the notification message can download the data by using the one-time
password. The proposed scheme provides selective sharing, download confirmation and efficient storage management. In terms
of security, the proposed scheme supports authentication, entity privacy, replay attack protection and disguise prevention. We
also implement the proposed system and find that the system is very useful among P2P service of closed user groups.

Keywords :

i . Introduction

Peer-to-Peer(P2P) been
widely used for data sharing among open
users(peers). A pure P2P system does not
use a centralized sever, while a hybrid
P2P system requires an index server to
locate the data. Napster is a typical ex-

ample of the hybrid type. Gnutella and

system has
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P2P security, data sharing, file sharing one-time password, symmetry key, public key

Freenet are well known systems for the
pure types.m

Researches on the P2P system include
routing algorithm to find wanted data,®?
scalability problem®®, trust of users®
and data security[“]. However, data shar-
ing among specific closed user group(CUG)
members has not attracted much attention
in the P2P researches because a P2P sys-
tem is basically used for data sharing
among open users. However some data
need to be shared with specific members(a
group of friends or some members of a
community) whereas others may be shared

among open users. For example, one may
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want to share a music or video file among
intimate friends. A plain P2P system does
not support authentication or privacy for
such a CUG application.

For secure data sharing among specific
CUG users, additional functionality such
as authentication or encryption should be
implemented over the plain P2P system.
Requirements of a secure data sharing
system are:

- Authentication of proper members

- Confidentiality of shared data(entity

privacy)

- Confirmation of data download

- Prevention of retransmission(replay)

attack

- Disguise prevention

- Avoidance of storage waste due to

long term archiving

- Support for sharing of large data such

as music or video files

Historically, many file sharing algo-
rithms have been studied in the field of
shared storage systems. However the file
“sharing algorithms can not be used directly
in the P2P system because the require-
ments of the two systems are different
each other. In file sharing algorithms, the
provider of shared data needs receiver au-
thentication and safe access control meth-
od, while the receiver needs authenticity of
the provider and the data. In (7), a dis-
tributed polling algorithm was introduced
which can be used to investigate the au-
thenticity of the shared data before down-
load in order to avoid download from a ma-
licious node. However this algorithm does
not provide access control to limit the ac-
cess only to the specific qualified users.

Similarly, a data encryption and key
management algorithm in a distributed
storage system was introduced in [8].
However, this scheme does not include

user authentication. In (9], a mechanism
which enables only eligible users to access
encrypted shared data was introduced for
secure distributed storage systems.

In this paper, we propose and imple-
ment a flexible secure peer-to-peer file
sharing scheme which can be used for da-
ta sharing among specific CUG members.
In the proposed scheme, the sender no-
tifies by email or messenger to the mem-
bers that a shared data has been posted.
This notification message includes in-
formation needed to download the data,
e.g., URL and one-time password to ac-
cess the data. For authentication of each
member, public key cryptography is used.
The members may share public keys each
other in advance or a key server may be
used for key generation and management.
From the implementation, we see that the
proposed scheme is very useful among a
closed user group for sharing valuable da-
ta or paid contents.

Il. Data Sharing Scheme with Security
and Flexibility

At first, we will describe some defi-
nitions and notations of the data sharing
scheme in this section.

(0 Peer_List The list of members to
share a data by a specific member.
When the specific member shares a
data, selected members from its Peer_
List (i.e. a subset of the Peer List)
should be made up before sharing the
data. Each member has its own Peer_
List. Therefore, deletion, addition or
change of members in the Peer_List is
performed for each member indepen-
dently. A new member may ask to
others to include itself in their Peer_
Lists via sending its ID and public
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key through an e-mail or messenger.

[ Password_Table : The table which
includes selected members from Peer_
list for a specific data and one time
password for each selected member.
The Password Table also includes the
download information for each se-
lected Peer_List member.

[J Password(B) : The one time password
for member B to access a specific
data. One time password is generated
for each member when the specific
data is created and destroyed after
each member downloaded the data.

(1 Shared_Folder : The folder where
shared data is stored, which is acces-
sible from outside the system.

(0 Access_Control : The control module
in a system which manages the access
from other members to its Shared
Folder.

0O Archive_Folder : A data is moved from
the Shared_Folder to Archive_Folder
when the data is shared by all the
selected Peer_List members or life

Member A

time of the data is expired.

00 Ks © The symmetric key used to en-
crypt a shared data. Different Ks is
generated for each shared data.

O Te : The life time of a shared data.
After Te. the data is moved from the
Shared_Folder to Archive_Folder.

O {W}k : denotes that message W is
encrypted by the key K.

In the proposed scheme, for secure data
sharing, each member should know IDs
and public keys of other CUG members.
When a member wants to share a data
with some other members, he(she) gen-
erates a one-time password for each mem-
ber and put this one-time password into
the notification message.

Each member has a Peer_List which
contains IDs and public keys of the mem-
bers whom he(she) wants to communicate
with. Fig. 1 shows the sequence of data
generation, posting. notification, and down-
load. Fig. 2 shows the Peer_List and Pass-
word_Table. The Password_Table is gen-

Peer._ List ! data_generation Data N

A
& \u Shared .Data

2. PT_generation Password_Table(PT)

Timer
3. posting_to_Shared_Folder

8. time_informaiion
Shared _folder

B8 E

Data t Data

2

3 y

Access_Control

e 5. . OK.
l \ 4. notitioation
y y

\\—»

Member B Member E

downioad_reque sH 5 OK 7. dowanload

Member M

Fig. 1. The sequence of data generation, posting, notification and download
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erated for each shared data. The Pass- D Public Key

word_Table contains members’ IDs, one- B Public_Key(B) Lifetime : Te

time passwords(or states) and life time of C Public_Key(C) Password/State

the data. D Public_Key(D) B Password(B)
Let us assume that member A has data E Public_Key(E) E Password(E)

to share with others. Each step in Fig 1

is explained in the following: M Public_Key(M) M Password(M)

@ Member A chooses a symmetric key,
Ks which is used to encrypt the
shared data.

@ Member A selects CUG members to
share the data with in the Peer_List
and makes a Password Table which
includes one-time passwords of the
members. Member A also sets a life
time, Te, of the shared data.

@ The shared data (encrypted with Ks)
and Password_Table are moved to the
Shared_Folder. The Password_Table
should be hidden from other members.

@ Member A notifies the posting of the
data to the selected members through
email or messenger. The notification
message, for example to the member
B, is as follows:

A—B : {A B, {A, B, shared-data-URL,
K. Te. Password(B)}private_Key(A) } Public_Key(B)

where {W}k denotes that message W is
encrypted by a key K. shared-data-URL
represents the location of the data to
be shared, and Ks is the symmetric
encryption key. After life time Te, the
shared data will be removed from the
Shared_ Folder to avoid storage waste.
Password(B) is the one-time password
which will be used by member B to
access(i.e., to download) the data. The
notification message is encrypted first
with A's private key, then with B's
public key. This makes only B be able
to decrypt the notification message and

Peer_List of Member A Password_Table of Data N

Fig. 2. Peer_List of Member A and Password_

Table of Data N in Fig. 1.

guarantees that A has sent the mess-
age. The notification message is sent to
each member in the Password_Table. It
1s noted that notification message (which
is small in size) is encrypted by the
public key of each member, whereas the
shared data (which is normally large)
is encrypted by the symmetric key for
efficient processing.

® Each notified member sends a down-
load request to A. For the member M,
the download request message is :

M—=A : {M, A {M, A shared-data-URL,
Password(M)} private_Key W} Public_Key(A)

The download request message con-
tains one-time password Password(M)
for authentication. Part of the down-
load request message is encrypted by
member M’s private key for digital
signature, and the whole message is
encrypted by member A’s public key
for data secrecy.

® Member A sends back O.K. message
to member M if Password(M) is in
the Password_Table. However, mem-
ber A sends back failure message to
M if the Password_Table does not
contain Password(M).

@ After receiving O.K. message, mem-
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ber M can download the data and de-
crypt it with Ks. After the data has
been successfully downloaded to mem-
ber M, member A sets the state of
member M in the Password_Table to
DOWNLOADED. This prevents an-
other access to the data with the
same Password(M). If the download
is not completed due to various rea-
sons including unstable network con-
ditions, the state of member M in the
Password_Table stays unchanged for
later access. In this way, Password
(M) is used as an one-time password.
When all the states of the Pass~
word_Table are set to DOWNLOADED,
the Access_Control module deletes the
shared data and moves the Pass-
word_Table to the Archive_Folder. It
is noted that Password(M) is also
used to show whether the member M
downloaded the data or not, in addi-
tion to authenticate the proper user.
® Access_Control module monitors the
time elapsed from the generation of
each data and compares it with the
life time Te set for the data. When T.
has expired, the data is removed,
and the Password_Table is moved to
Archive_Folder. The data is no longer
accessible to any members, whereas
the sender knows who has down-
loaded the data by checking the
Password_Table in Archive_Folder.

it. Analysis of the Proposed Scheme

In this section. we analyse the functions
of the proposed scheme and compare its
characteristics, especially in terms of se-
cure data sharing, with a plain P2P sys-
tem, data sharing via e-mail attachment,
multicast using a group key and shared
storage systems. And we explore the se-

curity aspects of the proposed scheme.

3.1 Features of the Scheme

00 Selective Sharing ' In the plain P2P

system, a peer shares data with all
other peers and there is no selective
sharing function. The proposed scheme
provides selective sharing function-
ality. Each individual data can be
shared by different group of members.
This selective sharing function can be
considered to be an advanced function
of the plain P2P system.

O Download Confirmation '@ In the

proposed scheme, the sender can con-
firm that the data has been down-
loaded by a member. This can be
done by checking the state field in
the Password_Table in Shared_Folder
or Archive_Folder.

0O Efficient Storage Management : 1f

the shared data reside forever in the
Shared_Folder, data that are no lon-
ger to be downloaded will use up all
the storage especially if the indivi-
dual data tend to be very large as in
the case of multimedia files. For effi-
cient storage management, the data
are removed when all the members
have downloaded the data or when
the life time has expired.

Integration with existing P2P sys-
tems @ The proposed scheme can be
easily implemented over a plain P2P
system. To implement the proposed
scheme, the Access_Control module
and the Peer_List management soft-
ware need to be installed over exist-
ing pure or hybrid P2P systems.

3.2 Comparison with other schemes

O Comparison with multicast using a

group key @ Multicast can be used
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for data sharing among a group of
members, in which a group key is
used for the security. However multi-
cast is different from a P2P system
where data retrieval occurs when a
peer wants to access the data. In a
multicast system, all members of a
multicast group receive shared data
all the same time. Furthermore the
proposed scheme needs not to handle
group join, leave or updating group
key, because the proposed scheme
uses pubic keys of members.
Comparison with Email : Email at-
tachment can be used conveniently
for data distribution among a group
of members. However even a member
who does not want the data can not
but receive the data, which will
waste the storage and annoy the
receiver. This makes a serious short-
coming especially when the data are
very large. Furthermore some email
systems do not transfer large files
e.g., more than 10 MBytes.
Comparison with Shared Storage
System : A shared storage system is
the traditional means for data shar-
ing among specific members. However,
a shared storage system requires mem-
bership enrollment and does not pro-
vide selective sharing, download con-
firmation or life time of shared data.

3.3 Security Analysis

O Authentication : The proposed scheme

provides authentication of the recei-
ver. Only a proper receiver can use
the one-time password because the
one-time password is encrypted by
the receiver’s public key.

O Entity Privacy @ Shared data is en-

crypted by a symmetric key which is

sent to specific members encapsulated
in the notification message. Others
who do not have the symmetric key
cannot decrypt the data.

O Prevention of Retransmission
When a member has downloaded the
data with proper one-time password
the member’s state in the Password_
Table is changed to DOWNLOADED.
Second access to the data with the
same one-time password will be re-
jected by Access_Control module. This
scheme prevents the replay attack.

(J Disguise Prevention @ As shown in
steps @ and ® of Fig.1, the notifica-
tion message is encrypted with the
sender’s private key. A receiver knows
that this message is from the proper
sender if the message is decrypted
with the sender’s public key.

V. Implementation and Discussions

4.1 Test bed

The prototype implementation was de-
veloped in the following environments.

Peer Desktop OS Windows XP
Development Tool Microsoft visual studio .NET
Development Language C++
Server Linux ( Hancom Linux 3.1 pro)

In the basic operation of the proposed
scheme, any server is not needed. Howev-
er, a server is introduced for this prototype
implementation to send notification emails.
In practice, when the proposed scheme is
exploited in the market, the SMTP func-
tion of the server can be replaced with the
other existing email system.

4.2 Menu Configuration

Fig. 3 shows the block diagram of menu
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Fig 3. (a) Main dialog (b) Login dialog

configuration and Fig. 4 shows the menu
screen shot of the implemented system.

O Main dialog
posed of 3 sheets: download property
sheet, encryption property sheet and
decryption sheet. Each sheet performs
the following functions.

Main dialog is com-

*Download property sheet @ download
related functions are performed.

It displays lists of users who are

Control 1 sharing data with this user.

It shows encrypted files for this user

Control 1 to download.

It shows tree-structured directories
Control 2 | for this user to select the place for
storing the decrypted data from.

Button File decription start button.

It displays the shared data of the

Contro! 2 other user selected at Controll

Button Download start button.

* Encryption property sheet encryp-

tion related functions are performed.

It shows tree-structured files for this

Control 1
user to encrypt.
Control 2 It shows user list for this user to
share the selected data with.
It displays calendar for this user to
Control 3 | select the expired time for sharing

the selected data from.

Button 1 Encryption start button.

It is used to add another user to

Bution 2 share data with.

* Decryption property sheet @ decryp-
tion related functions are performed.

Fig 4. User interface

[0 Login dialog : When the user runs
the program first, the system asks
him/her to input the ID and e-mail
address to use thereafter. As the
next step, the system generates a
public key/private key pair for the
user and the user’s profile.

4.3 Implementation

The login window simply requires user
ID and email address, and notifies the
user that the login information will be
stored in the system for later use. The
next login process will automatically use
the stored information. E-mail is used to
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get notified of the shared message or ad-
ditional user information, which allows
off-line use can access the system. The
message and request messages are en-
crypted with RSA, which requires en-
cryption with private key and decryption
with public key with authentication. Data
part is encrypted with 56bit key (symmet-
ric) DES algorithm. We selected a short
key size algorithm for fast processing. For
more secure system, however, we can use
long encryption keys. The user interface
is shown in Fig. 4. The sharing duration
of data is given by date rather than num-
ber of days for convenience. We did not
restrict the number of Peer_List members,
and allowed the number to be increased
via “join” process. The size of a shared da-
ta is not also restricted, and we test the
system by using a 800Mbyte video file.

4.4 Discussion

We implemented a prototype system to
test the proposed scheme. We used Win-
dows and tested text, audio, and video
data. Data encryption and decryption are
performed at the user's PC so there was
no transmission delay. Unlike the tradi-
tional P2P system, the proposed system
required authentication in the login pro-
cess. However the encryption and decryp-
tion time was short enough because it
uses a simple text for authentication. The
system uses sharing folder scheme in or-
der to share data, which may require
much disc space for many sharing data.
In order to alleviate this problem, the
system removes old files by setting shar-
ing duration. The proposed system can be
used among a closed user group for shar-
ing valuable data or paid contents. The
system will protect authorized data from
(traditional) unlimited P2P file sharing.

V. Conclusion

In this paper, we proposed and im-
plemented a peer-to-peer secure data shar-
ing scheme for CUG members. For member
authentication, the public key cryptogra-
phy is used. When a member wants to
share data with others, the member sends
notification messages via e-mail or mes-
senger to the members with whom he(she)
wants to share data. Members who re-
ceived the notification message can down-
load the data by using one-time password
and URL of the data, which are extracted
from the notification message.

Unlike conventional P2P, e-mail, group
multicast using a group key or shared
storage systems, the proposed scheme
provides selective sharing, download con-
firmation and efficient storage manage-
ment. In terms of security, the proposed
scheme handles authentication, entity pri-
vacy, replay attack protection and dis-
guise prevention.

We implemented the proposed scheme
and see that it can be very conveniently
used among a closed user group for shar-
ing valuable data or paid contents and it
will protect authorized data from (tradi-
tional) unlimited P2P file sharing. The
proposed scheme can be implemented over
a plain P2P. thereby can be used to ex-
tend a plain P2P to satisfy more compli-
cated data sharing applications.
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