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0

Lok
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(=]
ped

3.09] W3} W& £4°

F|** 71 X EH** -*—l AOL Aok

+, 01 Y £

_|

ok
oF

ISO/IEC ISO/IEC 154082] CC(Common Criteria)= A AA AR H S A} Al Holola] AMET 7]53 HZd
A3 254 g, "ok 2 ERAAR A=A A T4l RS CC 220)A1%, 200413 396l CC 242
Ayt HEEF, FAWA] =Hr|x A 2005 7€ell CC 3.0 (3} 4 2%)o] LEH U CC 3.02 50%014 of
I st glen A 1047 AFPd CCo| FAAE s dslei g E4o] gl £ =FoMe CC 3.09 W3S
CC 249} 3 zA} 2 BA319w M3l o & FAI4= g A A gt

.M E

ISO/IEC 154088 EF3}sle] gle CC (Com-
mon Criteria)® 2% AR¥E AE/A28 (TOE:
target of evaluation)ellr FEA22 AME 4= gl
t ElE 2 BRESTARE ASH Ajeld. CC
= 7152 TCSEC, #¥9 ITSEC, 7hcte] CTC-
PEC# z& AHBHIAE PPes 5343 Held,
$tel s 233 ARl A=E CCE HrplEes 3
£ ARRIAE FrllZAA (scheme)E #3381,
CCRA A& E3 CCdl w=} #3712 A Ze Hrln
Z AFE e AuAsta oV Seueie
2004 3h7]ell CCRAC 71)-& Al gL i},

CC 1.0 19961 194 LE=gles, 2005 7
o] FAMAL CC 2.2(20043 1)o7 o]&= 1999
W 8Ye MEE. CC 2,19 252 443 Aot ?
Selvele] AR usAae FEY/P1E(20024 84,
AREARADTA)E OC 2.1¢ MG Zolgf? ¥

7, Zgx Jgit= 9 ugeg A
‘CC Z2AEXUYRAL 20049 3¥d] CC 242 W
E3d 2519 2005 T9elE 3F/FAUE, B,
dE 2 asQle] 712 sl CC 3.0(ZehH) &
2hEstdek 179 0C 3.0 ok zal $EolA T ¥
Fo] Arud AFe] MHE 2 ey 24
o] & Aot} 53], $¥uehe CCRAJ 714e 24

o 51 9l FRHEE AFY AL L Hrr|es A
23}7] 18 CCeol w3t 38 FAslokdlt}, oj9f 7
2 A4, 2 =FedME CC 3.09 H3hpee &
Mgt CC 2.49 w3l 42 ¥ (20)& sy
CC 3.09] dj=Ad w42 3 (27)& =3
t} CC 3.0 o ZgFolmg 7t ¥obr)% %
S REAET FEBA Y Wizt e B8
2 kgt

B =7 23dAE CC 3.09 ¥WAe BAds v
i} kel g dviglel WskE ugen 3
Al 4R Bl s e TARls BEQFAKE
H3lE Zb7b BAslgdct. 546xE CCY HAAA
ol CEMz} PP} ST H3E w4y, 68dAe
CCe] Wislol] gt #4425 A& 3 A7},

Il Ao Fx1} ma{rielo| ws}

2.1 CC 3.0 Mo =5y

CCe ¥AAF} CC 3.04149 dZ2d=L g3}

7‘2_1:]_.[27]

o BAA . ofviA 2 uldfA FA ¢ 2% 7L
TAFEE 354%F<lA 130% 0.2 zhekslsigln &
Aol )] $8 HF F9o, AH4d &
o8] = Foln WHI] Ao dAYE
Az},

* R =R AR Y AYFHATA (R12-2003-004-01001-0) A|¥o g £3x=9le.
** gl BAFE S ({dusi82, jdcom, gess09) @se.hannam.ac.kr, gslee@eve.hannam.ac.kr)
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enzapAstel pyeldl W F%  BEFATA
AR AY % AR AR 37k
I

& AAYRL HFoll B8 FobE I

9
Zz3ct.

o /izte] Apgsio|lA] AW : NEA} A F &+
AEE CCY CEME A7A3. 53], Nir
ZZUA(ADV) & Be3lsted H7iabt of71dA
o} ¥leg A oldd 4 AxE Yt

e A3 HAE(TOE)Y HrPIE F71 ¢ ofvl
718 “3-E3¥ TOE" (component TOE)ES
E3ksle] 723 "848 TOE™ (composed TOE)
o) Hrr1EE Frhskd

2.2 maciele] st

CC 2.401%elxtE Bt 2 Hrte) 7lg=t A
g sgjcigde] wWalgdelk 28 13 23 2004 B
o] mek /MdellA “FH A (vulnerability) olZhe
deje)sl AA=EGz, FrpidA S FE

valye
A |
“L%x} wish to minimise

impose

L]

i

F(sufficient)lehs At S &, A
G4 elelels meblde] ozt HrbidedAt A
£ Ade] =k AT A9 A=ER e &
A 018 AHgste £l Al wet, vis
chepaiA AelEc Y metd, CC 2.494% ‘Rt
M’k FrNG elA efvista S5 <AEE HE
3 Ho F @ 7HA gk RSk Qleh aed,
a3 33 ze] e AdeAe HH AEE
A A3 sl

value

7 %‘i}r}g&ﬂﬂ Aa4 |
. : Y wish to
::113}10:0 hbuse to minimise Y
may dampge @@ ,__—" %9}’@ ]
‘give rise to in
Age ki

(28 3] CC 2.40llM FIHEl 4L} ZHeat 20A

may be aware of
v‘;}%;pohte that increase
4 give rise to Pr ° 4 3}*:'__}
XP‘\“E:] to X
to A wish to abuse and/or may damage
wish to abuse and/or may damage
(a) CC 2.2 (b) CC 2.4, 3.0
(2@ 1) 2eizignt zAe| wist
(sz7e ) 34 ) (2372 )34 )
produce give evidence of produce give evidence of
P 23
i AL ivin,
'glvmg Foat 3 . ; g
require A4 require = are
e,
that have to and_therefore *

minlim_ist
.

(a) CC 2.2

(38 P 98 )

and therefore to
minimizg -
ST

(b) CC 2.4

(3 2) "obidn 2HAe| wet
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I, 2PV |SLTAIES] Hs}

3.1 CC 2.29] E2b|59| EAIH

ojd A|EF(d: 2AvlEsI VPN, OS, DBMS
)9 PP(protection profile)+ CCH9 xRolkrl%
S AXGE(EE, Faa)T s sl
3, Bl Ed e A REg HAg
#oB AA(E, g9 2 Add)sle A Heb)F
TS T PPE tEE Algtolebd od
Bl 5 87Ae HENES A% AQVME Addsles
A& vlf Pz FHHQ dolr}, ol 7|9 CC
Bols AXYUEGEE, F9) o g
A7t 9l7) wFold,

B

2R CCY Ra]s HEWE Flel&

Aslt), dAd, CC 2.29 FDP_ACF (access

control function)® FDP_IFF (information

flow control function)Ztelle 7150 F&
ol FAT (TOE access)®t FTP (trusted
path/channel) 2= AHAE o& 7553
u-¢ FE= o 3)c}.

e7]52 ofuiAd #Al : FPT _RPL (replay de-
tection)e|} FPT RVM (reference media-
tion) A3 dubdal Hebr|FoR Hr] o
AEE ot AN, FAU (security audit) &
2] FAU_SAR (security audit review),
FAU_SEL (security audit selection), FAU_
STG (security audit event storage)< FAU_
SAA (security audit analysis) EHA} 218
A Aol 2= 7)goletas B 5 gloh

o 7]558] F7] o] FA 1 HeE HEWNEESS
dol=ut 7169 ‘371 (granularity) 7t A2 o
2 F Y% A € ¢ Qe AEAE(:
FAU_GEN.1 (audit data generation) %)%
AV A AREE AzxdE(d: FDP_ROL.1
(basic rollback) ¥ FDP_ROL.2 (advanced
rollback) &)7} Eagc},

o715 W9 FA : CCe dARez ¢437]%F
oli} EE|A HiHE e ohbFA WA,
CC 2.2¢1= FCS (cryptographic support)
229 FMT (security management) &
re CCoe HEe HyRRIFAAR] "dzm

EHFZ2 R (CMVP)'et "HRrA A8 Hlate]
AZ(ISMS) ol Z}7+ =gl =3 FPR (pri-
vacy)W2 FPR_ANO (anonymity)$} FPR_
PSE (pseudonymity) zle o) e}
AHES 75z B 4 9f 4+ = ot me
A, FCS¢ FMTHS AFXIES Adsg o 2
Aojzle}. CC 3.0914+& olet & FAIA-E 7)
Azl di % HAEA

3.2 Higlo| bk g
321 Hob|s E2o| Clts]
TOEE FALE o7 o] 57Xz Hel7|5-%

RS et

¢ TOEWH9] HoW|s @ HZEA 5
DR

o 9% SElE]Z} TOE AL : AW =

e TOES A&E 93 Adggzle] Al : 7]
04 78, 544
e Bokzkal ¢ 27 Mokt AMAY dlg

e Hl7|F AHAY B3 Bl 34, A 2
2 BE9 Hel)Es A BE

H.
-9l B4

plind)
L~

322 FH|-Hx|-2HBo| M

CC 3.0014E 2§ 49} 22 HEZQ relundal
ZFA (subject), ZAAl(object) ¥ £ (operation)
EHA('SO0RD")E Algste] ZHE Habr]e-S A3}
2 Bl ARgAlE Ay & glarlsolr) o]
2dlg o]85to g Holr)Fe Aol Rl £o]
3 7o v F5E FHasE 4 ok

TOE

Fx|e| ol Name=Joe, Type=12, ld=2A1
A of: level=TOP, tag=now.mdb
299| o: read, update, write

(33 4) SO0 =&

FA(S)

CC 3.09] Hsk]s #€=]al FDP_OSD (object/
subject destruction), FDP_UNL (unlinkabil-
ity), FIA_UAU (subject authentication). FIA_
USB (user-subject binding)., FPT PRI (pri-
ority). . FPT RSA (resource allocation)elAl=
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‘SO0RE ' F3 Halrle& Astz o

323 7|UM-BZHMI|ISMDGH M2

CC 3.00lME Xt FAs= 39 slg £A4
714 A (confidentiality), F2A (integrity) ¥ 7}
44 (availability) #1(e]& “CIA ='olg} 3lz})
oA B4l BelsE Aosty EFske sid. CC
2.2l CIA 2dE& AA 75ddA A3 §lol
AHg-gozH (el FDP (user data protection),
FPT (protection of the TSF)dlA CIAZ S o]
4 Ezlo] glgler} CC 3.00ME obg % 13 %
o] FCO (communication) Ze2dAq CIA =
98 /‘}‘9“3}—1— ek, &, FCPel9e] rHebr]5 29
2ole FEA, 7HEA H 71EA SolE AMSEla

A %—?C}.

3.24 M-ME 2E NE

TOEZ9] xd‘%;l(import)ﬂh?&} A% (export) A
B2 AN BeE A H R k(o]
£ IE 29olg} 3x1). CC 2.29014& UDP (user
data protection) F#2d4 FDP ETC, FDP_
ITC (import/export from/to outside TSF con-
troDeld= Az o] & YA,
FPT (protection of the TSF)2] FPT ITA, FPT_
ITC, FPT_ITI (availability/confidentiality/inte-
grity of exported TSF data)dlAEs AEuHg 1
gl onz AHQlah AEv)5Y Abdel gloiA U3t
Aol ¥-Zsltt. CC 3.094+ & 17 #°] FCO &
Yo ek TERD" S A3l 7l5dY E3s £
ol glet.

(£ 1) FCO Ezi20AM CIARE 4 |EXH2| &8 o

3 9 A4 A (imported) | A& (exported)
Ple 4 &4 28 28
7144 FCO_CID FCO_CED
24 FCO_IID FCO_IED
7144 N/A FCO_AED
W3} (translation) FCO_TID FCO_TED
Hol 4
(non-repudiation) FCO_NRI FCO_NRE
1ol FCO_UNE
) &A7HeA Tvabili
(unobserva%ility) N/A (ung})seil;)voa;kt);hty
FCO_ETC FCO_ETC
HoW 1 5EA (import from (export to
(TSF control) outside TSF outside TSF
control) control)

3.25 Hobv|sjala] 2x9o| i

CC 2.20l4= meblssidele] $A4o] sidedy,
ddejse], AERIE HolEd), A AxEEg 74
Hx = CC 3.0004= Hdef3ye] tial ‘A (narr-
ative description) 2.2 W73 FHAA4Fe] F

7= it
3.3 Mi¥ HAAfs
RE AdlE CC 2.29 CC 3. 07]'9] Bolbr| s
Algke] zlolE Holw F4o WHAWER 23 )
CC 3.094 Ri7159 =HA& “43}7‘] AT Al
gl Wl ol wg-g& Fosfofit}.
3.3.1 7|28~
IS 6712 93 3538 925 Egsiddch
e 4d A4 © FCS (cryptographic support)

= 2387 79 e (means)oll siEst
=2 oAs] AR

or}2 Zef~2 B} : FMT (security manage-
ment)= FDP (data protection and pri-
vacy)Z €% FPR (privacy)+= FIA (iden-
tification, authentication and binding)®}
FDP2 #4F %% FRU (resource utilisa-
tion) FPT (protection of the TSF)& %
% FTA (TOE access)+ FDPs} FIAR #
Ab E&: w2y CC 3.0904+= FDP9F FIAS
7)%5°] Zd=%S: FDP (user data protec-
tion) FDP (data protection and pri-
vacy) 2 AlF HAe] HAH

e A Zell~ ¢ FMI (miscellanous)?} 715

3.3.2 7|szjae|
6712 4571% Zolx
o= WA}

&% FYLE WAsE T

o2k Al FCS7} Az FCS_CKM
(cryptographic key mgmt.)® FCS_COP
(cryptographic operation): FTP7} AHA=
o2 FTP_ITC (inter-TSF trusted chan-
nel)s} FTP_TRP (trusted path): FDP_
DAU (data authentication)elr =32 4
+#d(authorization)& Bel7)se] ohjzt &%
Ao dgst=g: FDP ITT (internal TOE
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transfer)= #4F TOET swsleg; FMT.
SMF (spec. of management function): FPT_
RVM (reference mediation): FPT SEP (do-
main separation): FPT SSP(state syn-
chrony protocol), FPT_ITT (internal TOE
TSF data transfer), FPT_TDC (inter-TSF
TSF data transfer) ¥ FPT_TRC (inter-
nal TOE TSF data replication consis-
tency)e e Zieel EFE Heb|gelnE:
FTA_SSL (session locking)®} FTA_TSE
(TOE session establishment)® £417)%
Pz AkA|
ori2 Huelz B3l ¢ B} 715<el FAUL
SAR (security audit event review), FAU_
SEL (security audit event selection) ¥
FAU_STG (security audit event storage)
o] FDP_ACC (access control)® E3¥:
CC 3.09 FDP_ACC (access control)<
CC 2.29] 12749 sfde]e] W4& 532 39l
+ (e 4z FE Ades AA 670
Ade]F 390 ol2y, AL HE A
3k}
o A19F de] : FCO_TID (translation of im-
ported data); FCO_TED (translation of
exported data): FDP_OSD (object/sub-
ject destruction): FIA_SAS (subject au-
thentication): FMI_RND (random num-
ber gen.), FMI_CHO (choice)

o

>

V. 8259 s}

4.1 CC 2.29] HEQTALEe| 2XF

BTN HoAES drhd <kAF RellA
(5, Be3H), AYslsla bdd METH (Z2A
2)& FH(E, AWF7)), AT BAAEE WL
AlE 2 RN E st AHAEAE SulEA AL
kel oigh AANE, AFAHZHEIS Bl o
g g FAREe|t

CColld B2 $£58 EALI~EALTeH 97+
717138 EAL1~EAL47FA % 3718k}, EALC] ¥
248 & v 724 (structured), ¥HE4 (metho-
dical) 2 A3A (formal) 2.2 TOEE /MY 2 A
LS BEFFokatel,

Bl 9 FALEe de] B2 e FARNS HaAE

ME AEUES Adste Zel ohlel, %E BALT
He old) B2 RFLTAY AEYESe) vz A
A4 slemz. PP ST A olsige oid
ht, Wpel ket Re EAH] nFaTA
EA.

e BT FEBA FA : CM (configuration
management) F#d2& TOES et & 24
A7 Eok AAHE Zolmg ALC (life-
cycle support) ZeAet i FEEC E3),
ACM_AUT (CM automation)= ACM_CAP
(CM capability)7} eleng FHEc}

e 393t M2 73 : ADO (installation, ge-
neration and set-up)® CCe Wz xche
Helge|(ISMS) ¢ H4l=t & 4= sk 53,
AVA_SOF (strength of TOE security func-
tion)& 35HLE HP|5Y A=E B5de A
o|Ak, CColAe EFaFal 7539 EALe] 3
Leng 24983 RE8gANolch w¥, 2%
IRGE(E, u1BEA, w883 4 AHYA)e] 4
ez AEsiElelgld ADV_SPM (security
policy modeling)- 1719 AFWUE(F, I
FoArd) g Hglch ol RobgAE 1A
£ F27 AyHolelo} & ovidic],

e B2 diate] ofmjAl : AVA_MSU (Misuse)E
TOE®] &4 digh B3o)A|wt egolehi= 7l
d& BE QAN £34)7])7]7} ol ol il

oY AT BZ FA ) HrHE 71&9 A
Z(d: 0S, DB 5)¥ell A2$ Holr|5L 3
7HE 4 AlF dig HrplEel gt

4.2 #islo| alb Lig
4,21 STH7} EelA9| £}

CC 2.4% CC 3.0904+= 2359 534 92
2 FAEe] 9l"l ASE (security target evalua-
tion) W27t 4 EALEZE F7lslgles EALLS
23 ST(e1E stgjZ ST el EAL2 oAe
A STY F=7F FEHAS =3 AVA_SOF
(strength of TOE security function) @27}
AtAlElgl e AVA VLA (vulnerability analy-
sis) Lo FEAe] AkA|= et

4.2.2 ACO (composition) SziA 7}
ACO BZZY 2= 270 oAk “AxJE=d" TOE
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7} A HAY TOEER 382 4 el o
T BEE Hrislr) $1d Z1Eeld, 43 TOES
Hrlelgk 43k, 43 TOES s, o5 Ak}
£ Hrheid
- ‘71N HEIE (base component)D7F EAE
TOE®Y 8739 235 AFs=A& 2A
- 74l Hxieel “FLATIE" (dependent com-
ponent)?7} 384 (compatible) A 2A
- M EQEe} FEAFIET st FAY
TOEZ 449 A=l HA& =4}

423 AZEQ0{SEln DERERE(Y HB
A9 BaAde 4 EdT e HEL R
#&(modular decomposition) ¥&]"g 439
Baw g Zol7] Y8 RE3te} AF3Hlayering)
zstz gloh. B3] mEWS B4X(cohesion)
E7rel A= (coupling) & 4 2 ZA3H
o) BELES Wrlsta vk ASEed AgEs
&5 sz o (skl sl Aol 78 A,

Z,

2ot one Ko
j‘ﬁlﬂ%-'

e coupling call, data, stamp, control,
common content
functional, sequential, com-

logical (proce—

e cohesion
municational, temporal,

dural), coincidental

E 2& dEEA (19)9 WE&S Holn, 2571 Q)
& & 4 9lvk &, ADV_INT.4¢l ‘temporal ©]
Z7=elg)z. ¢ B3 cohesiond ‘common’
o] A spdeje] EgHelglt E 3 BATHe]
A A g vl AAS Bl o] FAle A o
T7} Holof gt

(B 2) Z5x/Zgae BE4E Zlo| BA(RFIF EXED

sz JADV_INT.1|ADV_INT.2|ADV_INT.3] ADV_INT.4
EAL N/A EALS EAL6 EAL7
functional, functional, | functional,
cohesion sequential, sequential,[sequential,
communicational, comm, comm.,
temporal temporal
coupling call, common

2utEFlE OSY (E$= A et Aula AFRe
9%-$ sl TOEe]thH(dominant peershh).
Al A 23212 988 sl TOEoItHminor peerz}t ).

1

~—

Do
~—

(E 3) Z5/ZYce BE4F 7iof A

H2zl | ADV_INT.1|ADV_INT.2 | ADV_INT.3 {ADV_INT 4
EAL EAL 4 EALS EAL 6 EAL 7
functional, | functional, | functional, { functional
. sequential, | sequential, | sequential
cohesion
comm., . comm.
temporal
call, data.
. call, data,
coupling| stamp. call, data call
stamp
control

424 REQ 27

HuAzE Yol ohgre] HBAARER 74 e]
et oA, DBt AR ESALE(S, TSF: TOE
security function)d %%, OSY 9¥9 AWM EL
IT 37'(%, Non-TSF)elz} &t} CC 3.044%&
ARAXENS 715 o3} o] /3L Aok

* SFR-enforcing ®% = Assigned SFR-en-
forcing & + non-Assigned SFR-enforc-
ing &%

¢ Non-SFR-enforcing %% = SFR-support-
ing ¥ + SFR-non-interfacing =&

o]7)4], non-Assigned SFR-enforcing ZE-2
Assigned-SFR-enforcing 2E3} d3lsle 2Ed o
At AR} (ustification)'d A& 878k o}

425 g0 B4 ‘

CC 3.0¢1M & olAlel] AE3ld 805 chgst 2
o] el A WA} ole weld, Fejart )
W] o|gx WA=}

o BobgY = HokEA A2

e B2} (administrator) A& = FIHAHEA}

(operational user) A3

o AL8AH(user) AA = F¥)AAHE-AL (prepara-

tive user) A3

e 95 (high-level) AA = F-E(architec-

tural) A
* 31$15-F (low-level) A4 = H71WA3E(TOE)
A

4.3 Mt HZALE
% Belle CC 2.2¢ CC 3.07 RF 2743}
9] zo|& Hal}

3) CC 3.09] 255 A3l £ d7do] AU A
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CC 3.09] %3t Hg ¥4

431 €3 SajA

o2lA] @ dE Fulas £ galIe|e AL
o Aol AA JFo]= & ACM (configura-
tion management)e] ALC (life-cycle sup-
port)2 £3 ADO (delivery and opera-
tion)”} ALC® AGD (guidance document)
2 A3

o A9 X3 TOEY B3 913 ACO (com-
position) F7}

432 2= mjalp|

o AZAA ¢ AFEE 7] Tl B9 Afgle]
B2 ACM_AUT (CM automation) A

ADVEH 2 AA = HeolmZ ADV_
RCR (representation correspondence) 4}
A BetEe B33 FEEI FHPAEA 4
Hrlslm 2 AVA_SOF (strength of TOE
security function) 24,

o2 A olf 4 £3§ : ACM_CAP (CM
capabilities)”} ALC_ CMC (CM capabilities)
2 o]%: ADO_DEL (delivery)= W&z} Ajo]
Ex ALC_DEL (delivery)&, AFHAPA}olEE
AGD_PRE

(preparative user guidance)®

N
N
!

bz BelEle B owgule Be (MPdee ¥
2B #z)

o AT : ACO ZHAWe A7 sdelel REd
e oew 2 '

ACO_COR (composition rationale) : ¥4

Al ZMAHEAES A 1Y B35S AT

e wal

- ACO_COR.1 (composition rationale) :
7R EGE A AR AT (SHAX
WEeS HELT U 257])

ACO _DEV (development evidence) : 7|4}

AxJES] YA 87N}

- ACO_DEV.1 (functional description) :
Je|Ho] 20 EA Al

- ACO_DEV.2 (basic evidence of design)
: QlE]Hlo] A9 EAH wAx Hepde, At

B, Q4atal, .5 AA),
ol7|¥lA Ay
¢ ACO_REL (reliance of dependent compo-
nent) : FEAEKIEI} 7MIAZIES A1F](re~
liance)dche Mg gk 24 E Al
- ACO_REL.1 (basic reliance informa-
tion) : Z|MIAEIESY] 7154, ]
2 9 Wae Ae
- ACO_REL.2 (reliance information) : 7|
Uiz Ee] sledy, qefde]l~ B4 9
Has, gede, oA dat 2 Ax dE Q
elHo]xof tfd] LFAE A
- ACO_REL.3 (detailed reliance informa-
tion) 7|WMHAEWES] rleAdw, el
A 9 vie, gepiE, o4 dak 2 A3
BE qlE]solzd ti3] SFAE] e
¢ ACO_TBT (base TOE testing) : 7IHHHE
UES Alg AA
- ACO_TBT.1 (interface testing) @ &%
EFYEI} Y&t sl /MR EIEY) A¥H
& REFAEEA, B AgAE, A¥
Axp A, A EAT e AR He) 5 Al
¢ ACO_VUL (composition vulnerability an-
alysis) @ @A AFE ARIE FH$AdS £
~ ACO_VUL.1 (composition vulnerability
review) @ Akl FUAo] 8ER Uge B
o ST 7M# E4o] $5¢& B &
A gE T 2AL AR AA
- FCO_VUL.2 (composition vulnerability
analysis) @ %] FHAo] o854 &
Bl ST 713 Fdo] 2SS HY!
FHorMo g FNas ZAL ARAY AAL
534 Fdid AA
- ACO_VUL.3 (extended-basic Composition
vulnerability analysis) : Zho] FokAlo]
oHaER] oks-g H9) ST 7T B4
3258 v HIAFANT FNEx AL
AFAY QA 594 AR A (ex-
tended-basic 444,

TR ERES

2F, LFEAA A8
- ACO_DEV.3 (detailed evidence of de-
sign) @ dE|Ho| A0 A dxr el

441 EALS] w3}
EAL 7}&¢] ASE (Security Target evalua-
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. A A C by E Level
C class Family - .
Assurance Assurance Assmtnce Components Y ¥ [ FALI[EALI [EAL: |FAL | EALS |EALG [EAL?
class Family |y TTEALZ | EALR | EALA | EALS | EALG | EALY ADV_ARC 1 1 1 ! ! !
p AN ADT N : 3 3 ADV FSP |1 3 3 1 3 :
ACM CAP | 1 2 3 4 ] 3 5 D ADV_IMP 15 1 2 2
ACM_SCP 3 2 3 3 3 ADV_INT 3 4
Deliveryand | ADO_DEL 1 1 2 2 2 3 ADV_SPM 1 1
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ACO VUL | 1 2 3 6. EAL2 %7}|5. EALA 7H|7. Hrtzzoe) gl %
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ed IT security requirements)s APE_REQ
(security requirement) H7A= %}t PP H7}Aol
£ ST9 TOE H-te} &el HrrsodkR w4 (ESR)E
AAslA] ¢kew, EALISTES PPl dsllA PP &
A, E2A 27, A" HAIYE Ao Bk 27FANE}
o8 AW BHEA Aol BohEA2 Ak},
ASE (ST evaluation) F#H4% APES {ASH
HA=E ek, A Raleke L5 BE Fagich



BHREEEEE (2005, 8) 89

v, B4 o HE

6.1 CC 3.09] HsHE £

A 1047 CCE ol43td PP/STE 2AshA
v TOEE H7Ht of A A (o ®abls
AEJES] FEA, ofufd, Hrt HAeA 5)& 3
gt chg3t 7o) sjA g},

o Zhdala dubAel Bl o] g FA-dA-A A
2ds} A-AEnd s daste] Her)5S &
HA o Eietach

o ZAZ} HAW Bk ¥ nZEQ AR
F AXUE, g, FYAS WA, A
F7keldct. Bl eE 50%7F WAEYL 2E
< 30%7F WA=, CEME 70%A%7}
HAE A

* CC W98 wgs : sh3y)s 2 nead 7%
< ASJstsin}. o]2A4, 71&e] CMVPY ISMS
o}o) ZE o] FolEec

e H7HE ZIRMHEIE(: AmlEFIE O8)9
FHEATIE(: 2vES=E o483 UFA
)& 85 AU $A4Y TOEE F7lslr)
#18l ACO (Composition) RFZHA7} Z7}

(# 6) PP2| w3}

91 353029 AXVEREHIA (S, CAP-A,
CAP-B ¥ CAP-C)7} 7tsigih. 7k 2y
E rx AEXUEY TOE+= 7599 EALE o
7FsIARE, $ 8 TOEE: 35728 7R},

e PP/ST¢| Wiz} &4l %A EAL 1559 PP/
STe "$ 7] AHE 4 glA s, »3
Bt ST H7He zgshdch

*CEM 3.09] #3} : =5 EALd] i3t 7123
<+ AR AFstZ 9}

ez Eol e Ao AHE : BAs FH3)
= ARl RESY ASI dALEE A
43t gk, B3], g AgEe ZEUY
AEE'E ZAst A T2AE Hr1

6.2 CC 3.09 Hslof me 2AIH

*CC 2.2% 43 24 2 H71d PPy ST&
oAl A o grislejeliict. §3], CC 3.0
HE WAHRemz CC 2.29 7%y 22H
EJEEL CC 3.08 A7} 1:1 9o o7
o} wabA, 7129 PPy ST 4 CC 3.002
HAE o ojeige] A

*71& CC 2.27]4F PP2 7} ¥ &% TOE
CC 3.09 wzt A= 7ts)o} 3},

ifu

CC 2.4 9 CC 3.09 PP
CC 2.1, 2.29 PP
. T PP 5% 9% PP (BALIS)
gz | *PP AEGd.) *PP 3% (ref.) 1. 9y} PP |dut PPs}
1L PP AZ | pp 7H8 (overview) L. PP A2 « TOE 7l S (overview) o 3d | BY
o CC 58 ° [}
2. TOE 4% : 2. 2427 |+PP 249 SR L R
e H71A Feed °
o Tom
5 TOE 2% g T feen #e | W
73 « 24¢] Baly) o * 2H 2] wabya
<TOES| B¢ RaI%A
= o MU gk HebEA o
4 ey | *TOEd o 2% 4R L sqnad g nags | 99 e
LA PP R e e uEHS] 2]
5. 241 Ax 3. ¥t PP |4t PP
WE me | 2T AEUES Ao s 2al |=al *
TOE #ebls &
*TOE 1| ° " ° - N e B3l7)%
g | TTOEE Sy BT 2T i
SUET RS eTOE namz 2le waatae|exonz a7y s Al B
? ? | 3w » ke A 27 R ety
STTEA A waTre ST
6. PPZ _
wE * o fe s e
o HohEael 27
B Bl s s 2 9¢




80 CC 3.09 wis y4 £4

(E 7) ST9| #st
CC 2.4, 3.09 ST
CC 2.1, 2.2¢] ST :
A % 5T 9152 ST (BALLS)
ST A4 (id.) o ST 3F2(ref.)
1. ST A€ | ¢ ST 7H&.(overview) L ST A2 ¢« TOE 2r=(ref.) 1. oyl QT |olulSTeh
¢ CC F<(conformance) : = ¢« TOE 7§ & (overview) 9 54 |Fd
¢ TOE 47 (descr.)
9 TOE A9 |- e CC 5294
° 9 487 | ePP 299 Al
o H7)A FAd ° °
o7 1
3. OT&%E RS 3. 3ekA] Aol e 91y 133 L
i o 228 HoAA o 229 B
¢ TOE® gk Heh5A
o 7R ol gt HolEA
s | *TOESI A warz 4 BERA | oqund o neree | 0 uE
4 BEFH L oo g nere e 5359 2A
44 A |, TeldE ST |9
*TOE Rsb]&s
. - N a7 %
*TOE 2| T4 o Bok7)% 874} . * o
51T ¥U laaay |+TOE uau3e |6, uadag |« usiug apda 4ORQAT | TR
7 P8 PP A A
o ITE7 o & Bt ALY A7
6. TOE & |*TOE ®bl% : 5. uk ST |<dut STe}
Rapcweys FECE 7. TOE £2F34] | « TOE 224l s} ol [zl
*PP 3=
7. PPE4Y) | » PP 4 (tailoring) L7 8o 7= e S
* PP 37}
o Bl 53R e 27|
e nla Ao 27
8. 27 “TOR fotaAel an N/A N/A N/A N/A
*PP 299 <A
*CC 3.0& ofa zgloln] oF1} vwishA] F-Ro] Al g shie] siAtE A AL Poln,
wrh(ell: ADV_INT, FMI (miscellaneous) I sjZAHeke] AR E Al AFsopde}. =

5. gt A Ae] =\ 7R 83 A=
of g},

e de ARRIAZL A" U=ZH0S, DB
Z)oellAl AEFHE@ Bob|SF BlH]S7
o] FRol mEslh CC 3.09014% o] #AE
Z o A s kit

6.3 [hH U &% HTWA

AT o AdS B52, 2 FAe 92 2 A
HEEE el A, 9 % 25F 42 W
£ weg whlAZ, CCol sl Aol A
wWeb, Coe dhe e S22 U vk
SeUHE CO2 Wl g BAAFAAE 5
T Bt Ao AAAE B SAR oA
CCe) Wehe T3 2 & JES slof T Aolet

CC 3.0 %959 &3 ¥oln HIFrte] £

T, CC 2.299) We AR ARse] 71 PP}
STE CC 3.0 ZA WA u AREsjolsich

i

[

MO
ek

(1) KISA ¥R /MW +5x=8, http://
www kisa.or.kr/

(2] Common Criteria for Information Tech-

Part
1 Introduction and general model,
CCEB-96/011, Version 1.0, Jan. 1996.

(3) Common Criteria for Information Tech-
nology Security Evaluation (CC), Part
21 Security functional requirements,
CCEB-96/012. Version 1.0, Jan. 1996,

(4) Common Criteria for Information Tech-

nology Security Evaluation (CC),



HHRARESEE (2005, 8) 91

B2 A CC2.2¢ CC3.0Zte] Heotylse7Ale vl (i)

CC 22 3 CC 24 SO |SQPAE

CC 3.0 HO7|SQ7AIE

FAU (Security Audit)
FAU_ARP (security audit automatic response) = FAU_ARP
FAU_GEN (security audit data generation) = FAU_GEN
FAU_SAA (security audit analysis) = FAU_SAA
FAU_SAR (sccurity audit review) = FDP_ACC
FAU_SEL (security audit event selection) = FDP_ACC
FAU STG (security audit event storage) = FDP_ACC

FAU (Security Audit)
FAU_ARP (security audit automatic response) 4= =FAU_ARP
FAU_GEN (security audit data generation) 4@ *FAU_GEN
FAU_SAA (security audit analysis) 4@ =FAU_SAA

FCO (Communication)
FCO_NRO (non-repudiation of origin) = [FCO_NRE, FCO_NRI]
FCO_NRR (non-repudiation of receipt) = [FCO_NRE, FCO_NRI]

FCO (Communication)

FCO_NRE (non-repudiation of exported data) 4= [FCO_NRR,
FCO_NRO]

FCO_NRI (non-repudiation of imported data) 4= [FCO_NRR,
FCO_NRO]

FCO_CID (confidentiality of imported data) 4= *[FDP_ITC, FDP_UCT]

FCO_CED (confidentiality of exported data) 4@ *[FDP_UCT, FDP_ETC,
FPT_ITC]

FCO_IID (integrity of imported data) 4= *[FDP_UIT, FDP_ITC,
FPT RPL]

FCO_IED (integrity of exported data) 4@ *(FDP_UIT, FDP_ETC,
FPT_ITI, FPT RPL}

FCO_AED (availability of exported data) 4m *FPT ITA

FCO_ITC (import from outside TSF control) 4= *FDP_ITC

FCO _ETC (export to outside TSF control) 4= *FDP_ETC

FCO_TID (translation of imported data) 4= 215

FCO_TED (translation of exported data) 4= A5

FCO_UNE (unobservability of export) 4= [FPR_UNO, FDP_ETC]

FCS (Cryptographic Support) = 2}
FCS_CKM (cryptographic key management)
FCS_COP (cryptographic operation)

)

oo

FDP (User Data Protection)

FDP_ACC (access control policy) = FDP_ACC

FDP_ACF (access control functions) = FDP_ACC

FDP_DAU (data authentication) = [2}4]; ZAl2 94 fHL2
HoksAo 3]

FDP_IFC (information flow control policy) = FDP_ACC

FDP_IFF (information flow control functions) = FDP_ACC

FDP_ETC (export to outside TSF control) = [FCO_CED,
FCO_IED, FCO_ETC, FCO_UNE]

FDP_ITC (import from outside TSF control) = [FCO_CID,
FCO_IID, FCO_ITC]

FDP_ITT (internal TOE transfer)= [2}], 4 TOEd| % &

FDP _RIP (residual information protection) = FPT_RIP

FDP_ROL (rollback) = FDP_ROL

FDP_SDI (stored data integrity) = FDP_ACC

FDP_UCT (inter-TSF user data confidentiality transfer protection)
= [FCO_CID, FCO_CED ]

FDP_UIT (inter-TSF user data integrity transfer protection) =
[FCO_IID, FCO_IED]

FDP (Data Protection and Privacy)

FDP_ACC (access control) 4= [FDP_ACC, FDP_ACF, FDP_IFC,
FDP_IFF, FDP_SDI, FAU_SAR, FAU_SEL, FAU STG, FMT_MOF,
FMT REV, FMT_MTD, FMT_SMR]

FDP_ROL (rollback) e -FDP_ROL

FDP_ISA (initialisation of security attributes) 4@ [FMT_MSA,
FIA_ATD, FTA_LSA]

FDP_MSA (management of security attributes) 4m [FMT MSA,
FMT_SAE, FMY_REV]

FDP_OSD (object/subject destruction) 4m [Al5f; FIA_USB2] ulej7]\d]

FDP_UNL (unlinkability) 4= +FPR_UNL

FDP_UNO (unobservablity) 4= -FPR_UNO

FIA (Identification and Authentication)
FIA_AFL (authentication failures) = FIA_AFL
FIA_UID (user identification)= FIA_UID
FIA_ATD (user attribute definition) = [FDP_ISA; user/}\d
el
FIA_UAU (user authentication )= FIA UAU
FIA_USB (user-subject binding) = [FIA_USB;
HH] 7l (destruction) . 2 AFS- 2 ¥ )
FIA_SOS (specification of secrets) = FIA_QAD

FIA (Identification, Authentication and Binding)
FIA_AFL (authentication failures) 4= = FIA_AFL
FIA_UID (user identification) 4= [FIA_UID, FPR_ANO; FPR_PSE]
FIA_URE (user registration) 4@ [FPR_ANO, FPR_PSE; user/}1d-2-
o ]
FIA_UAU (user authentication) 4= *FIA UAU
FIA_SUA (subject authentication) 4m [Al17F; AME-A}7} €A1 & <l
FIA_QAD (quality of authentication data) 4m = FIA_SOS
FIA_USB (user-subject binding) 4 *[FIA_USB, FPR_ANO, FPR_PSE]
FIA_TBR (TSF binding rules) 4= [FIA_USB, FTA_MCS]
FIA_LOB (lock-out of bindings) 4= *FTA_SSL
FIA_TOB (termination of bindings) 4@ + FTA_SSL.3
FIA TIN (TSF Information) 4 [FTA TAB.1, FTA TAH.1]
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FIA (Identification and Authentication)

FIA_AFL (authentication failures) = FIA_AFL
FIA_UID (user identification)= FIA_UID
FIA_ATD (user attribute definition) = [FDP_ISA; user/l'd ©<=3}
FIA_UAU (user authentication )= FIA UAU
FIA_USB (user-subject binding) =» [FIA_USB;

dho] 70 d(destruction) .8 AR 2 W3]
FIA_SOS (specification of secrets) = FIA QAD

FIA (Identification, Authentication and Binding)

FIA_AFL (authentication failures) 4m = FIA_AFL
FIA UID (user identification) ¢m [FIA_UID, FPR ANO; FPR PSE]
FIA_URE (Eliser registration) 4m [FPR_ANO, FPR_PSE user7ld

513
FIA UAU (user authentication) 4= *FIA_UAU
FIA_SUA (subject authentication) 4m AI-FF AHEA 7L AN E Q1F]
FIA QAD (quality of authentication data) 4@ = FIA_SOS
FIA_USB (user-subject binding) 4= *{FIA_USB, FPR ANO, FPR_PSE]
FIA_TBR (TSF binding rules) 4= [FIA USB, FTA_MCS]
FIA_LOB (lock-out of bindings) 4= *FTA_SSL
FIA_TOB (termination of bindings) 4= + FTA_SSL.3
FIA_TIN (TSF Information) 4@ [FTA_TAB.l, FTA TAH.1]

l

FMT (Security Management) = 2}z
FMT_MOF (management of functions in TSF) = FDP_ACC
FMT_MSA (management of security attributes)= FDP_MSA
FMT_MTD (management of TSF data) = FDP_ACC
FMY_REV (revocation) = [FDP_ACC, FDP_MSA]
FMT_SAE (security attribute expiration) = FDP_MSA
FMT_SMF (specification of management functions)= AH4]
FMT_SMR (security management roles) = FDP_ACC

FDPZ %3}

FPR (Privacy) = 2}z|
FPR_ANO (anonymity) = [FIA_URE, FIA_UID, FIA_USB]
FPR_PSE (pseudonymity) = [FIA_URE, FIA_UID, FIA USB]
FPR_UNL (unlinkability) = FDP UNL
FPR_UNO (unobservability) = [FDP UNO, FCO_UNE]

FIA} FDPE %3

FPT (Protection of the TSF)

FPT FLS (fail secure) = FPT FLS

FPT_RCV (trusted recovery)= FPT _RCV

FPT_PHP (TSF physical protection) = FPT_PHP

FPT_TST (TSF self test) = FPT TST

FPT_RPL (replay detection) = [FCO_IED, FCO_IID}

FPT_RVM (reference mediation) = [2}#]; ADV_ARCO|A #HH]

FPT_SEP (domain separation) = A}

FPT_SSP (state synchrony protocol) = [2}A]; §+&¢
[|TAL0| B E]

FPT_STM (time stamps) = FMI_TIM

FPT_AMT (underlying abstract machine test) = FPT_TOU

FPT_ITA (availability of exported TSF data)= FCO_AED

FPT_ITC (confidentiality of exported TSF data)= FCO_CED

FPT_ITI (integrity of exported TSF data) = FCO_IED

FPT_ITT (internal TOE TSF data transfer) = [2}1A]; 359
Aol 2]

FPT_TDC (inter-TSF TSF data consistency) = [2}A]; &35
LAVl R ]

FPT_TRC (internal TOE TSF data replication consistency)
59 8 FA ol BE]

)\l- ;ﬂ

FPT (Protection of the TSF)
FPT_FLS (fail secure) 4@ + FPT FLS
FPT_RCV (trusted recovery) 4 FPT_RCV
FPT _PHP (TSF physical protection) 4= FPT PHP
FPT_TST (TSF self test) 4m + FPT_TST
FPT TOU (testing of users) 4 [FPT_AMT; 34714 Ad3 5]
FPT_RIP (residual information protection) 4= *FDP_RIP
FPT_FLT (fault tolerance) 4@ - FRU_FLT
FPT_PRI (priority) 4= FRU_PRS
FPT_RSA (resource allocation) 4® = FRU RSA

FRU (Resource Utilisation)
FRU FLT (fault tolerance) = FPT_FLT
FRU_PRS (priority of service) = FPT_PRI
FRU RSA (resource allocation) = FPT RSA

=

FPTE 5%

FTA (TOE Access) = A+
FTA_LSA (limitation on scope of selectable attributes) =» FDP_ISA
FTA_MCS (limitation on multiple concurrent sessions) = FIA_TBR
FTA_SSL (session locking) = A}#]
FTA_TAB (TOE access banners) = [FIA_TIN, FIA_TBR]
FTA_TAH (TOE access history) = [FIA_TIN, FIA_TBR]
FTA TSE (TOE session establishment) = 2}%]

FDP$} FIAZ 8

FTP (Trusted Path/Channels) = A}#)
FTP_ITC (inter-TSF trusted channel)
FTP_TRP (trusted path)

FCOAM A

FMI (Miscellaneous) 4@ 215F
FMI_RND (random number generation) 4= 2137
FML TIM (time stamps) 4@ = FPT_STM
FMI_CHO (choice) 4m 2171
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APE (Protection Profile Evaluation)
APE_DES (TOE description) = [APE_INT, APE_CCL]
APE_ENV (security environment) = [APE SPD; ‘security problem

definition’ .2 WA

APE_INT (PP introduction) = APE INT
APE_OBJ (security objectives) = APE_OBJ, APE_ECD
APE_REQ (IT security requirements) = APE_REQ
APE_SRE (explicitly stated IT security requirements) = APE REQ

APE (Protection Profile Evaluation) (CC-24% F¢)
APE_CCL (conformance claims)¢® APE DES
APE_ECD (extended components definition) 4@ APE_OBJ
APE_INT (PP introduction) 4@ [APE_INT, APE_DES]
APE_OBJ (security objectives) 4m APE_OBJ
APE_REQ (security requircments) 4= APE REQ
APE_SPD (security problem definition) 4@ APE_ENV

ASE (Security Target Evaluation)

ASE_DES (TOE description) = [ASE_INT, ASE _CCL]
ASE_ENV (security environment) = [ASE_SPD;

EAEAGY = B W)
ASE_INT (ST introduction) = ASE_INT
ASE_OBJ (security objectives)= [ASE_OBJ, ASE_ECD]
ASE_PPC (PP claims) = [ASE _CCL]
ASE_REQ (IT security requirements)= ASE_REQ)
ASE_SRE (explicitly stated IT security requirements)=
ASE_TSS (TOE summary specification)= ASE_TSS

ASE_REQ

ASE (Security Target Evaluation) (CC-2.49} £¢)
ASE_CCL (conformance claims) 4= ASE DES
ASE_ECD (extended components definition) 4@ ASE OBJ
ASE_INT (ST introduction) 4= [ASE_INT, ASE_DES]
ASE_OBIJ (security objectives) 4@ ASE_OBJ
ASE REQ (security requirements) 4= ASE REQ
ASE_SPD (security problem definition) 4m ASE ENV
ASE_TSS (TOE summary specification) 4 ASE_TSS

ACM (Configuration Management) = AhA}
ACM_AUT (CM automation) = 2}
ACM_CAP (CM capabilities)= ALC_CMC
ACM_SCP (CM scope)= [ALC_CMS; 57} AXUEZ M2s)

ALCE B8

ADO (Delivery and Operation) = A}A]
ADO_DEL (delivery)= [7}%t=}A}o]Ex ALC_DEL;
AHg-AAFOIE AGD_PRE]
ADO_IGS (installation, generation and start-up) = [AGD_PRE; 7}
2Ast AHEA 35
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ADV (Development)
<TSF] £t #§ o ga)>
ADV_FSP (functional specification)= ADV_FSP
ADV_HLD (high-level demgn) = ADV_TDS; ‘high-level’ £1&
‘architecture’ 2 HAWA; 27) ALHER =3l
ADV_IMP (implementation representation) = ADV_IMP
ADV_LLD (low-level design) = ADV_TDS
ADV_RCR (representation correspondence) = [2}A]; ADVAA 2
4]

ADV (Development)
<TSFS] Egof #st sfdel>
ADV_FSP (functional specification) 4= ADV_FSP
ADV_IMP (implementation representation) 4@ [ADV_IMP, ADV_RCR]
ADV_TDS (TOE design) 4 [ADV_HLD, ADV_LLD; XA+
semiformal 7}2], 3L formal7}A); 259 ¢1EZE B4
F7H.3018)]

<TSF9] olafi e AN B3 H2e]>
ADV_INT (TSF internals) = ADV_INT
ADV_SPM (security policy modeling) = ADV_SPM

<TSF9] olejQz AuAd #¢ Hde)>
ADV_INT (TSF internals) 4= [ADV_INT; modular- decomposition
27k coupling, cohesion ¥4 AA]
ADV_SPM (security policy modeling) 4@ [ADV_SPM; %33
HetgA Rdu AMEg
ADV_ARC (archltectmal design) 4w [A7F 7-] el A AFd
ARUNE 2HolA ol E A A 75'_5’-’“—‘ =¥

E

AGD (Guidance Documents)

AGD_ADM (admlmstrator guidance) = [AGD_ OPE
‘administrator’ = ‘preparative user’ & WAWA; 27) AXUER
@3} acceptancest installation T+ Z23HEH] 7))

AGD_USR (user guidance) = [AGD_PRE; ‘user’ =‘operative
user'2 T ¥7%; “2k G&] iy -2 A

AGD (Guidance Documents)

AGD_OPE (operational user guidance) 4 [AGD ADM, AVA MSU;
TOE $9A4; A7 A544S 2402, Q4849
gl

AGD_PRE (preparative user guidance) 4@ [ADO_DEL, ADO_IGS,
AVA MSU; AMRAALOIEGY AA; 449 537 2ok
2884 ]

ALC (Life Cycle Support)
ALC_DVS (development security) = ALC _DVS
ALC_FLR (flaw remediation) = ALC_FLR
ALC_LCD (life cycle definition) = ALC LCD
ALC_TAT (tools and techniques) = ALC_TAT

ALC (Life-Cycle Support)
ALC_DVS (development security) 4@ = ALC_DVS
ALC_FLR (flaw remediation) 4= = ALC_FLR
ALC_LCD (life-cycle definition) 4@ = ALC_LCD
ALC_TAT (tools and techniques) 4m = = ALC _TAT
ALC_CMC (CM capabilities) 4= *ACM_CAP
ALC CMS (CM scope) 4= *ACM_SCP 7]]%_}7\}—— AN EAxF
ALC_DEL (delivery) 4m [ADO_DEL; 7J4F}A}o} E o) A]
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ATE (Tests)
ATE_COV (coverage) = ATE _COV
ATE_DPT (depth) = [ATE_DPT;, ¥ zheksl
ATE_FUN (functional tests)= ATE_FUN
ATE_IND (independent testing)= ATE_IND

ATE (Tests) & 95% &
ATE_COV (coverage) 4@ = ATE_COV
ATE _DPT (depth) 4 = ATE_DPT
ATE_FUN (functional tests) 4@ = ATE FUN
ATE_IND (independent testing) 4@ = ATE_IND

AVA (Vulnerability Assessment)
AVA_VLA (vulnerability analysis) = AVA_VAN
AVA_CCA (covert channel analysis) = AVA VAN
AVA_MSU (misuse) = [AGD OPE, AGD PRE]
AVA _SOF (strength of TOE security functions) = [4}A);

AVA (Vulnerability Assessment)

AVA_VAN (vulnerability analysis) ¢« [AVA VLA, AVA CCA,

AVA SOF; SMEAY ¥4 ¥ Aopind 3ARL 24k

BT QAN A E)

AVA VAN 73 ¥3H

ACO (Composition) & 3147

ACO_COR (composition rationale)

ACO_DEV (development evidence)

ACO_REL (reliance of dependent component)
ACO_TBT (base TOE testing)

ACO_VUL (composition vulnerability analysis)
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