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Abstract

The purpose of this study is for designing a illegal query detection system using
Winpcap library for unauthorized access by internal person. The illegal query detection can
be possible detecting the data in out of access control or searching illegal data by
plagiarizing other user ID.

The system used in this paper collects packets and analyzes the data related to SQL
phrase among them, and selects the user’s basic information by comparing the dispatch of
MAC address and user’s hardware information constructed previously. If the extracted
information and user’s one are different, it is considered as an illegal query.

It is expected that the results of this study can be applied to reducing the snaking off
unprotected data, and also contributed to leaving the audit records using user’s access log
which can be applied to the péttern analysis.
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Fig. 1. Private system access control method
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Fig. 2. GRANT/REVOKE command
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Fig. 4. Application header

fEe)Alol At X 2v} BAA o Al A= AMRA
SQL &, A28l AR wE sloJeuo] A < dlofE]
Hol2 A& Al 1 o] FR u¥ 5 ) AgEh
aelm o] A Zele SQL FA B4 mEnlE a2
E 49 7158 vehdiz, o HAel A Wi Rele
AHAZE AR Feld SQL TR HolE vehith o
o] Biel 01 0 2 AlAdke R AA AMAL 3
g SQL F&e] oflxn ciZe]Aol ) AXulx Alolof
ZAE A AHEE ot wizle] W8-& M BY
Al2d FlEtE0 HolEdle] FE @A WHE SQL 7
Folnj 32 Aol HT AL skt AMeHz Ut
J2|3 AA] AR A9 & SQL TR AEE 58 3
Hol] §E0] 02 0 22 AIARES ¢ F Utk £ =8
e ofZeiAeld selulele HaEe] Fio] 0 2 0 W%E
7H sl AMgAE AA Zefj SQL TRz W)
o (X 1)9] 2oz By Ao ¥HE 8E 4439}

B 1. 13l 5 Holg
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//HH =27l o 2E HE
packet_filter() = "ZEZZY" ;
IF
(pcap_compile(fp, &fcode, packet_filter,0,netp) = =-1)
THEN
printf("pcap_compile ofl2] 7);
exit(1):
ENDIF
IF (pcap_setfilter(fp, &fcode)==-1) THEN
printf("pcap_setfilter oll2] ");
exit(1):
ENDIF
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Fig. 5. Packet filtering algorithm
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Fig. 6. SQL sentence filtering from application header
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