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Abstract The rapid development of computer network technology has brought the Internet as the
major infrastructure to our society. But the rapid increase in malicious computer intrusions using such
technology causes urgent problems of protecting our information society. The recent trends of the
intrusions reflect that the intruders do not break into victim host directly and do some malicious
behaviors. Rather, they tend to use some automated intrusion tools to penetrate systems. Most of the
unknown types of the intrusions are caused by using such tools, with some minor modifications. These
tools are mostly simildar to the previous ones, and the results of using such tools remain the same as
in common patterns. In this paper, we are describing design and implementation of attacker-traceback
system, which traces the intruder based on the multi~agent architecture. The system first applied
SOM to classify the unknown types of the intrusion into previous similar intrusion classes. And during
the intrusion analysis stage, we formalized the patterns of the tools as a knowledge base. Based on
the patterns, the agent system gets activated, and the automatic tracing of the intrusion routes begins
through the previous attacked host, by finding some intrusion evidences on the attacked system.
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Modified to remove tep/udp/sockets from or to specified addresses, uids and
ports. The file is ROOTKIT_ADDRESS_FILE.

default data file. /deviptyq

type 0. hide uid
Netstat type I: hide local address
type 2. hide remote address
type 3 hide local port
Iype 4. hide remote port
type 5: hide socket path

Examples
0500 Hides all connections by uid 500

112345 Hides all local connections from 123.45.X.X
2123.45.67.89 Hides all remote connections to 123.45.67.89

38000 Hides all local connections from port 8000

46667 Hides all remote connections to port 6667

Hides all UNIX sockets including the path .term/socket

a9 12 2EZ 98 A4HE 55 2

5 .term/socket
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