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ABSTRACT

SHACAL-2 is a 256-bit block cipher with up to 512 bits of key length based on the hash function SHA-2. It was
submitted to the the NESSIE project and was recommended as one of the NESSIE selections. In this paper, we present two
types of related-key attacks called the related-key differential-(non)linear and the related-key rectangle attacks, and we discuss
the security of SHACAL-2 against these two types of attacks. Using the related-key differential-nonlinear attack, we can
break SHACAL-2 with 512-bit keys up to 35 out of its 64 rounds, and using the related-key rectangle attack, we can break
SHACAL-2 with 512-bit keys up to 37 rounds.
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